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Document History
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1 Objectives

1.1 Common PKI Profiles International Standards

|IETF standards (RFCs) cover a wide variety of computer and communications applications
and provide great flexibility in technical aspects (communication protocols, data formats,
procedures etc.). For the redlization of interoperable applications, the IETF standards may be
“too flexible’: at some aspects they offer too many implementation alternatives to choose
from, while some other aspects relevant for the specific application area may not be covered
by them.

The Common PKI Specification profiles the IETF standards, more closely the RFCs of the
PKIX and the SMIME working groups, as well as the technical specifications of W3C and of
ETSI to the needs of the intended application area: the secure exchange of emails and
documents combined with the use of qualified signatures. This tailoring is achieved by:

- gpecifying a selection of the numerous technical standards that are relevant for the target
application area and that are to be followed by implementers,

- restricting the possible implementation alternatives in order to promote interoperability as
well as to reduce the costs of implementation and conformity tests,

- it extends the international standards to cover specific needs or aspects that are not
covered by those standards, but that need regulation for the sake of interoperability.

1.2 The Scope of Common PKI

This Common PKI Specification describes data formats and communication protocols to be
employed in interoperable PKI-based applications. The specification focuses on security
services for authentication (including user identification and data integrity), confidentiality
and nontrepudiation. The specification concentrates on interoperability aspects, embracing
different on-line services of certification service providers (CSPs), such as certification
service, directory service and time-stamp service, as well as client applications accessing and
relying on those services. As most important target application area, data formats for the
secure interchange of emails, XML documents and files via Internet are defined. A typica
set-up of PKI components with corresponding Common PKI documents is depicted in Figure
1. (Note that the presented components and respectively their partitioning into sub-modules,
such as OCSP server or signature creation module, are only an example. Red-life systems
may comprise different types of components and modules.)

The Common PKI specification intends to promote wide interoperability among client
applications and CA services, irrespective of the required security level; a characteristic
referred to as vertical interoperability. Accordingly, this version of the specification
concentrates merely on technical aspects (data structures, protocols, interfaces) and
consciously avoids prescribing any specific certificate policy to be applied in conjunction
with compliant systems.

Besides issuing this Common PKI Specification, testing facilities have been specified that can
be used to assess the conformity of components with the interoperability specification. This
Common PKI Test Specification describes a set of well-defined tests that provide reproducible
results and cover all aspects of the interoperability specification.
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1.3 Some History

Lots of efforts have been made in Germany to establish suitable public key infrastructures for
the secure interchange of emails and data files. Industrial companies and research institutes
have grounded the association TeleTrusT. The MailTrusT Working Group of TeleTrust has
developed a series of standards, called MailTrusT (MTT), to achieve interoperability among
email and file transfer client software and respectively CA services provided by the member
companies. The last version of MTT isMTT v2 [MTTv2], which was mainly used in health
care and governmental applications. Refer to www.teletrust.de for more information.

The “German Signature Act” (Signaturgesetz, SigG) defines the general framework for so-
called qualified electronic signatures that can be used in legal actions. SigG has been first
passed in 1997 and has been modified in 2001 [SigG01] to meet the requirements of the
“Directive 1999/93/EC of the European Parliament and of the Council of 13 December on a
Community Framework for Electronic Signatures’ [ECDIR99]. The signature law and the
ordinance on its technical realization (Signaturverordnung, SigV [Sigv01]) put very strong
security requirements on the entire public key infrastructure providing the means for the
signatures, i.e. on signature devices, signature software as well as CA services.

The GISA - Geman IT Security Agency (Bundesamt fir Sicherheit in der
Informationstechnik, BSI) has issued a “Signature Interoperability Specification” (Sigl),
promoting uniform signature and certificate formats for SigG-related applications. Paralel to
the efforts of TeleTrusT, companies providing qualified CA services have founded the
association “T7” and have issued their own standard, caled “Industria Signature
Interoperability Standard” (ISIS, [1SIS99]), which is an enhancement of a subset of Sigl.
Refer to www.t7-isis.de for more information.

In 2001 TeleTrusT and T7 decided to transfer their technical specification into one common
standard, called ISIS-MTT, which is intended to promote wide interoperability among client
applications and CA services, irrespective of the required security level. ISSSMTT should
serve as the common industrial standard. 1n 2008 ISIS-MTT was renamed to Common PKI;
the last version to be known under the old name is[ISISMTTv1.1].

Both ISIS 1.2 and MailTrusT v2 have been designed to conform to standards of the IETF,
especially to those of the PKIX and the SMIME working group. Hence, there are actually
only slight differences between the two and they can be made compatible without enormous
changes in data formats, equipment and software. The kernel part of Common PKI contains
specifications that provide international compatibility in the technical realization. In
particular, the Common PKI Specification is a profile to IETF standards as well as to
technical specifications of W3C and the European Telecommunications Standards Institute
(ETSI). ETSl standards regulate the implementation of qualified signatures and related
services, as laid down in the Directive 1999/93/EC. The SigG-Profile, an optiona “sub-
profile” to Common PKI, implements specific requirements on signatures raised by the
German Signature Act and is intended for use only in this specific context.

In earlier versions of the specification (ISSISSMTT 1.0 to 1.1), the fact that a product or service
is not mandatorily required to comply with the requirements of the SigG sub-profile was
expressed by publishing the latter as an “Optional Profile’ document, as opposed to the other
“Core Parts’. Meanwhile the compliance criteriafor different products and services have been
defined in a separate Common PKI document. Hence the SigG Profile is maintained as
regular part of the specification since Common PKI1 2.0. This change in document structure
does not imply that all Common PKI compliant products and services must now mandatorily
fulfil the requirements specified in the SigG (Sub-)Profile.
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Figure 1: Overview of Common PKI and itsrelationship to interfaces among PKI
components (note that implementations may choose to selectively support
only a suitable subset of Common PK1 data formats and interfaces)
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2 Structure

The current version of the Common PKI Specification comprises the following Parts:
Part 1: Certificate and CRL Profiles

Part 2: PKI Management

Part 3: CM S based Message Formats
Part 4: Operational Protocols

Part 5: Certificate Path Validation
Part 6: Cryptographic Algorithms
Part 7. Signature API

Part 8: XML based Message Formats
Part 9: SigG Profile

In addition to the Specification Parts of Common PKI, a matching Common PKI Test
Soecification is provided.

Supplemental documentation may also be published as a Common PKI document. An
important example are the Common PKI Compliance Criteria that define, which of the
requirements of the Specification Parts a specific PKI product or service of a certain type

(e.g. an OCSP server, a secure e-mail client or a SigG-Profile-compliant certification
service).

In-between releases of the Common PKI Specification, Corrigenda to the specification and
test specification, if necessary, are published as separate documents. These Corrigenda
become effective immediately with their publication, i.e. the effectual text of the Common
PKI1 Specification will be that of the Specification Parts with the changes specified in the
Corrigenda document applied.

Terminology and Notation Common PKI1 Introduction— Page 8 of 12
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3 Terminology and Notation

3.1 Support Requirements

The Common PKI Specification raises requirements on PKI-components for supporting a
variety of objects, such as functions of an API, messages of some communication protocol,
and specific fields in some data structure. As a basic approach, the Common PKI
Specification consequently distinguishes among requirements of the following two types:

requirements that have to fulfilled during the generation of particular objects, e.g. of an
email, a certificate, an OCSP request message, a XML signature, or while calling an API.
Such requirements typically enforce constraints on the contents of data and protocol
objects as well as restrict the set of applicable API functions or cryptographic
mechanisms while generating those objects.

requirements that have to be fulfilled while processing particular objects, e.g. while
displaying the content of an email, while decoding and interpreting a certificate, while
processing an OCSP request message, while parsing and evaluating a XML data element,
or while executing an APl function. Such requirements typically enforce the component
to accept and properly interpret and evaluate certain contents in data and protocol objects
as well as to provide certain APl functions or cryptographic mechanisms to properly
process those objects.

These two different types of requirements will be denoted by ‘GEN’ and respectively by
‘PROC’ in shorthand.

Support requirements regarding generation and processing of objects are described by using
the key words MUST, SHALL, SHOULD, RECOMMENDED, MAY, OPTIONAL, respectively
MUST NOT, SHALL NOT, SHOULD NOT, FORBIDDEN. These key words will be tsed in
this document using the semantics defined in [RFC2119] and will be typeset in capitals. For
clarity, the terminology of [RFC2119] is simplified here to five notions, which are listed in
Table 1. The word SHALL occurring in RFCs has been translated here to MUST. To provide a
compact notation for tables we introduce in Table 1 a shorthand notation too.

Table 1. Abbreviationsfor Key Wordsto Indicate Support Requirements

MEANING

++ Thissignisequivalent to the key wordsMUST, SHALL, MANDATORY.

+ Thissignis equivalent to the key words SHOULD, RECOMMENDED.

Thissignisequivaent to the key wordsMAY, OPTIONAL.

Thissignisequivalent to the key words SHOULD NOT, NOT RECOMMENDED.

Thissignis equivalent to the key wordsMUST NOT, SHALL NOT, FORBIDDEN.

n.a no information available, not applicable

Support of a specific data field at the generating component refers to the requirement whether
the component must, should, may, should not or must not include or fill in the specified field
while generating the object. Support of an API function or cryptographic agorithm at the
generating component refers to the requirement whether the component must, should, may,
ghould not or must not call a specific API functions or employ a specific cryptographic
mechanism.

References Common PKI1 Introduction— Page 9 of 12



Common PKI: Introduction Version2.0

Support of a specific data field at the processing component refers to the requirement whether
the component must, should, may, should not or must not be able to interpret or evaluatethe
content of the specified field while generating the object. Support of an APl function or
cryptographic algorithm at the processing component refers to the requirement whether the
component must, should, may, should not or must not implement a specific API function or
cryptographic mechanism.

A note on the support of ASN.1 objects: ASN.1 is widely used to specify data and protocol
objects. The corresponding encoding rules, such as DER, alow a platform-independent
representation of the objects, which is widely used in protocol and data object
implementations. We stress that all Common PKI compliant clients MUST be able to decode
or to skip all fields of a DER encoded data or protocol object that are specified in this
specification, i.e. even the ones marked as forbidden. Such fields occur in this specification
because they conform to some older and obsolete specification (PKIX, 1SIS or MailTrusT)
and may thus occur in data objects (certificates, signed documents or CRLS) in currert use.
Backward compatibility with these objects requires tolerant behaviour of the components
processing them. Thisis just the application of the principle “be strict at what you send and be
tolerant at what you receive’.

3.2 Common PKI Conformance

A component is caled Common PKI compliant, if it satisfies al requirements that apply to a
specific component and that are specified as obligatory (‘++') or forbidden (*--) in the
Common PKI specification. It should be noted that the specification also contains
recommendations in addition to the requirements that are always explicitly marked (*+' or ‘-
‘). Common PKI1 conformance only refers to requirements and not to recommendations.

3.3 Notation

The Common PKI Specification is intended to be akind of quick reference. Specifications are
provided in tabular form with a reference to corresponding sections of IETF and ETSI

documents. Therefore, Common PKI1 is written in the style of a delta specification that allows
to produce a comprehensive specification without reduplicating all information from the
referenced standards.

Most tables have the same structure. Each row corresponds to one item, e.g. a field of a data
structure. The columns of the tables headed by #, Name, Semantics, References, Support and
Notes provide the following information:

# unique reference number that corresponds to one particular item, e.g. afield of a
data structure,
Name technical name of the field,

Semantics  short description of the meaning of the field in order for ease of reading,

References reference to clauses in the corresponding IETF, W3C or ETSI standards where
the semantics and syntax of the objects are described,

Support requirements for generating (GEN) and processing (PROC) components using
the shorthand notation of Table 1, and

Notes further explanatory text that may be given on constraints, permitted value set etc.
applying for the described object.
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References to Common PKI documents will be given using the following notation:
‘Px.Ty.#zZ referenceto ‘Part x, Tabley, Row z', or

‘Px.Ty.[v]  referenceto ‘Part x, Tabley, NoteV’, or

Px.Sy.z reference to section y.z of Part x in the Common PKI1 Specification

As readily mentioned in Section 1.2, this Common PKI Specification is a profile to PKIX,
W3C and ETSl standards. To allow the reader to quickly locate profiling information, text
segments adding new definitions to those profiled documents, replacing requirements or
restricting the usage of objects in some way, will be conspicuously indicated by the words
‘Common PK1 Profile’ and the shown fat typesetting.

References Common PKI1 Introduction— Page 11 of 12
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Document History

VERSION CHANGES

DATE

1.0 First public edition

30.09.2001

101 A couple of editorial and stylistic changes:

15.11.2001 1) referencesto SigG-specific issues eliminated from core documents

2) core documents (Part 17) and optional profiles have been separated in different PDF
documents.

1.0.2 Several editorial changes and bug-fixes. The most relevant changes affecting technical aspects
19.07.2002 are

1) OID { PKIX 93} for pseudonym deleted. (v101.T2.#6)

2) The correct interpretation of badly encoded INTEGERs is no longer required but
recommended. (T2.[8])

3) Encoding Latin-1 characters in UTF8 strings is no longer forbidden, but it is still not
recommended. (T6.[2])

4) Including an email Address attribute in EE DNames is tolerated by ISISMTT for practical
compatibility reasons. (T7.#17,[5])

5) The“dummy” ASN.1 definition of the obsol ete ORAddress type changed to one that is able
to decode the full structure. The definition in v101 could not be compiled. (T8.#13)

6) The support requirements for AuthorityKeyldentifier have been changed to fully comply
with RFC2459: keyldentifier is mandatory, authorityCertlssuer& Serial optional.
(T11.#2..4) The same appliesfor ACs. (T30.#1)

7) All methods described in RFC2459 are permitted here too to build key identifiers. (T11.[2])

8) Providing an LDAP-URL in IssuerAltNames pointing to the CA certificate is no longer
mandatory, but optional. (T16.#2,[3])

9) The support of SubjectDirectoryAttributes in processing components is no longer
discouraged (-), but (according to RFC3039) optional. (T17.#1)

10) According to RFC3280, BasicConstraints MAY appear in EE-Certs. V1.0.1 advised against
this practice. (T18.#1)

11) NameConstraints and PolicyConstraints MUST be supported by processing components, as
these extensions MUST be considered in the validation process, if they are flagged critical.
Inv1.0.1 thiswas only recommended. (T19.#1,[1], T20.#1,[1])

12) CRLDistributionPoints is no longer mandatory, but recommended to be supported by
processing components. (T21.[1],T30.#2) Applications may use other methods to locate
CRLs.

13) Asfor the generation of PKCs and ACs, CRLDistributionPoints is required in case the CA
issues indirect CRLs and recommended in “direct” case. (T21.#1,#3#5, T25.#3) V1.0.1 did
not make this distinction. Providing an LDAP-URL is no longer mandatory.

14) AuthoritylnfoAccess is no longer mandatory, but recommended to be supported by
processing components. (T23.[1],T30.#4) Applications may use other methods to obtain
statusinfo.

15) The definition of MonetaryValue has been extended to the form given by v1.2.1 of [ETSI-
QC]. A backward compatibility is automatically given. (T25.#15)

16) Alternative name forms (except directoryString), similar to those in the IssuerAltNames
extension of PKCs, MAY beincluded in the issuer field of ACs. (T28.#4)

1.0.2 Incorporated all changes from Corrigendaversion 1.2

11.08.2003

11 Several editorial changes. The most relevant changes affecting technical aspects are:
16.03.2004 1) calssuer information in AuthoritylnfoAccessis no longer forbidden but optional.

2) ExtendedKeyUsage now follows [RFC3280].

3) SubjectAltNames, Issuer AltNames and the General Names structure now follow [RFC3280].

4) KeyUsage has been aligned with [ETSI-CPN].

5) Following [ETSI-CPN], countryName is not longer required for end entity subject names.

6) Mandatory use of UTF8String encoding for DirectoryString elements has been postponed
for atransition period
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1 Preface

This part of the Common PKI specification describes certificate and certificate revocation list
(CRL) formats. These formats conform to the most widely accepted international standards,
namely to the ITU-T X.509 standard [X.509:2005] and to the PKIX-profile for public key
certificates and CRLs [RFC5280]. General information from those referenced documents will
not be completely repeated here. Only a short description of the semantics and relevant notes
on the usage or value constraints will be given.

Fulfilling the requirements of the special application area of qualified certificates is a major
goa of this Common PKI Specification. The full compatibility with the PKIX qualified
certificate profile [RFC3739] (formerly [RFC3039]) and the ETSI Qualified Certificate
Profile [ETSI-QC] Standards of the European Telecommunications Standards Institute (ETSI)
will be enforced. As for attribute certificates, the [X.509:1997] format (attribute certificate v1)
has been used as basis for this specification.

Besides conformance with international standards, backward compatibility with [ISIS] and
[MTTv2] will be provided as far as possible, so that legacy systems and information (e.g.
certificates, signed documents) can be used further on. This complex profiling structure is
depicted in Figure 1 below. (The figure represents the status as of ISISMTT 1.0; severa of
the base standards have evolved and influenced subsequent versions of ISISMTT and
Common PKI.)
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Figure1: An overview of different standards and profiles on certificate formats
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2 Public Key Certificate Format

Table 1: Certificate

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC5280|Co.PKI [TES
1 Certificate ::= SEQUENCE { 4.1.1
2 tbsCertificate TBSCertificate, the DER-encoding of this “to be signed” part of the 4111 (T2
data structure will be signed by the CA
3 signatureA gorithm Al gorithmdentifier, an identifier of the signature algorithm used by the CA 4112 |T4
to sign this certificate
4 signature BIT STRING } the signature of the CA represented as BIT STRING 4.1.1.3

Table 2: TBSCertificate

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC5280|CO.PKI [TES
1 TBSCertificate ::= SEQUENCE { 41.1.1
2 versi on [0] EXPLICT Version DEFAULT V1, Version number of the public key certificate format 4121 |#12 [1]
3 seri al Nunber CertificateSerial Nunber, Serial number of the certificate 4122 [#13 [2]
[3]
(8]
4 signature Algorithmdentifier, an identifier of the signature algorithm used by the CA 4123 |T4 [4]
to sign this certificate.
5 i ssuer Narre, DName of the issuer of this certificate 4124 |T15 [5]
6 validity Validity, Validity period of the certificate 4125 |T3
7 subj ect Nane, DName of the certificate holder 4126 |T5 [6]
8 subj ect Publ i cKeyl nfo Subj ect Publ i cKeyl nf o Public key of the certificate holder and the 4127 |#14 [10]
corresponding algorithm
9 i ssuer Uni quel D [1] IMPLICT Uniqueldentifier OPTIONAL, (g unique identifier for the issuer, if issuer DName is|- - + 4128 |#17 [7]
reused over time
10 subj ect Uni quel D [2] IMPLICIT Uniqueldentifier OPTIONAL, (g unique identifier for the subject, if subject DName ig- - + 4.1.28 |#17 [7]
reused over time
11 ext ensi ons [3] EXPLIC T Extensions CPTI ONAL} |Extensions ++ ++ 4.2 T9
12 |Version ::= INTEGER { v1(0), v2(1), v3(2) } Version number of the certificate format 4.1.2.1
13 |CertificateSerial Nunber ::= I NTEGER Serial number of the certificate 4122 (8]
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14 |Subj ectPublicKeylnfo ::= SEQUENCE { Public key structure 4.1.2.7

15 al gorithm Al gorithn dentifier Cryptographic algorithm to be used with the key 4127 |T4 [9]
16 subj ect Publ i cKey BIT STRING } Public Key in DER-encoded form 4.1.2.7 [8]
17 Uni queldentifier ::= BIT STRING - + 4.1.2.8 [7]

(1]

[RFC5280] Value v3(2) must be used, if any extension is used as expected in this profile. If no extension, but #9 or #10 is present, use v2(1). Otherwise the value isv1(0).

(2

[RFC5280]: the serial number MUST be a positive integer, not longer than 20 octets ( 1 £ SN < 2'*°, MSB=0 indicates the positive sign! ). Processing components MUST
be able to interpret such long numbers.
Common PK1 Profile: the above requirements on length apply.

(3

[RFC5280]: Theissuer name and the serialNumber of public key certificates (PKCs) MUST identify a unique certificate.

Common PK1 Profile: the uniqueness requirement is extended to all kind of certificates, i.e. for PK Csaswell as attribute certificates (ACs).

The reason for that is to allow the same CA to issue PKCs as well as ACs (which is the case in current systems) and furthermore to allow the same CRL to contain entries
to PKCsaswell asto ACs. Note, that [RFC3281] forbidsissuing PKCs and ACs at the same time, which is not the case in Common PK.

(4]

[RFC5280]: The content must be the same as that of signatureAlgorithmin T1.#3.

(5]

[RFC5280]: The issuer name MUST be a non-empty DName. Processing components MUST be prepared to receive the following attributes. countryName,
organizationName, organizationalUnitName, distinguishedNameQualifier, stateOrProvinceName, commonName, serialNumber, and domainComponent. Processing
components SHOULD be prepared for attributes: ocalityName, title, surname, givenName, initials, pseudonym, and generationQualifier.

[RFC3739]: the issuer DName MUST contain an appropriate subset of the following attributes: domainComponent, countryName, stateOrProvinceName,
organizationName, localityName and serialNumber. Additional attributes may be present, but SHOULD NOT be necessary to identify the CA.

[ETSI-QC]: theissuer name MUST contain the countryName attribute. The specified country MUST be the country where the issuer CA is established.

[ETSI-CPN]: theissuer name MUST contain the countryName and the organizationName attributes.

Common PK1 Profile: the issuer DName MUST be identical to the subject DName in the issuer’s certificate to allow chain building. The issuer DName (i.e. the DName
of each CA) MUST contain at |east the attributes countryName and organizationName. OrganizationName SHOUL D contain the name of the organization that operates the
CA.
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(6]

[RFC5280]: the subject name MUST be unique for a subject entity (certificate holder) among all certificates issued by the CA and for the whole lifecycle of the CA. The
same requirements apply as to the issuer field [5]. Instead of including an email Address DName attribute, the rfc822Name alternative of the subjectAltNames extension
SHOULD be used.

[RFC3739]: the subject DName MUST contain an appropriate subset of the following attributes: countryName, commonName, surname, givenName, pseudonym,
serial Number, title, organizationName, organizational UnitName, stateOr Provincename and localityName.

Additional attributes may be present, but SHOULD NOT be necessary to distinguish the subject name from other subject names within the issuer domain.

If apseudonymis given, surname and givenName MUST NOT be present in the DName.

[ETSI-CPN]: The subject field of EE certificates for natural persons SHALL include at |east the commonName or the givenNamen and surname attribute.

[ETSI-TSP]: The subject name of TSP certificates SHALL contain an appropriate subset of the following attributes: countryName, stateOrProvinceName,
organizationName and commonName. The organizationName and commonName SHALL be present.

Common PKI Profile: the subject name of an end entity MUST at least contain the attribute commonName. In an Common PKI-conforming QC, the commonName
attribute MUST either specify the legal name of the certificate holder or a pseudonym, where the pseudonym MUST be marked with the suffix “:PN”. To conform with
[RFC3739], certificates MAY contain the same name (including suffix!) additionally in the pseudonym attribute too. If a pseudonym attribute is present, it MUST contain|
the same name (including suffix) as the commonName attribute.

Including a gender attribute in EE subject names of natural persons is permitted by Common PKI. Including an email Address attribute in EE DName is tolerated by
Common PKI1 for practical compatibility reasons (Netscape).

(7]

[RFC5280]: CAs SHOULD generate certificates with unique subject and issuer DNames, and SHOULD NOT make use of uniqueldentifers. Processing components
SHOULD be able to interpret uniquel dentifiers.

Common PKI1 Profile: CAs MUST generate certificates with unique subject and issuer DNames over the entire life cycle of the CA, and MUST NOT make use of
uniquel dentifers. Processing components that cannot properly handle uniquel dentifiers, MUST refuse those certificates.

(8l

A note on implementation: the value of the DER-encoding of INTEGER types contains the 2's complement form of the number in big endian form (most significant octet
first). Thisis a signed representation, i.e. the most significant bit (M SB) indicates the sign, and must thus be a ‘0’ for natural numbers. It is a common mistake to encode
natural numbers, like CertificateSerialNumber or the modulus and exponent of RSAPublicKey, in unsigned form. Implementers MUST make sure that a zero octet (00h) i
inserted in front of the unsigned form if the MSB of the unsigned valueisa‘1’, e.g. 255 must be encoded as (00h,ffh). As for receiving and processing badly encoded
INTEGERS, processing components SHOULD be able to retrieve the correct number, if it can be assumed, as in the above mentioned cases, that the represented number is g
natural number, e.g. (Oxff) must be interpreted as 255 and not as—1.

(9]

[ETSI-CPN]: ETSI strongly recommends to use rsaEncryption.

(10]

Common PKI Profile: Whether more than one public key certificate for a particular public key may be issued is a matter of policy that lies beyond the scope of this
specification. Note, however, that if several public key certificates exist pertaining to the same public key, any operation done with the corresponding key pair cannot be
uniquely attributed to a particular certificate. Therefore it is good practice to avoid issuing a second certificate for a public key for reasons of security and usability. If g
second certificate is issued nevertheless, it should only be for the same certificate holder and consistent with the policy (as manifested in particular in the KeyUsage,
ExtendedKeyUsage, QCStatements and CertificatePolicies extensions) of the original certificate.
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Table 3: Validity, Time

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC5280|CoO.PKI [TES

1 Validity ::= SEQUENCE { 4.1.25

2 notBefore Tine, 4,125 [1]

3 notAfter Tine } 4,125 [1]

4 Time ::= CHO CE { 4,1.2.5

5 ut cTi me UTCTi ne, ++ ++ 41.25.1

6 general i zedTinme GCeneralizedTine } ++ ++ 4.1.25.2

[RFC5280]: Validity dates before and through 2049 MUST be encoded by CAs as UTCTime, dates in 2050 and later as GeneralizedTime. Date values MUST be given in|

the format YYMMDDhhmmssZ resp. YYYYMMDDhhmmssz, i.e. always including seconds and expressed as Zulu time (Universal Coordinated Time)

Common PK| Profile: Processing components MUST be able to interpret all date formats, i.e. GeneralizedTime too.

Table 4: Algorithmldentifier

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN [PROC|RFC5280(Co.PKI |TES
1 Al gorithnldentifier ::= SEQUENCE { 41.1.2
2 al gorithm OBJECT | DENTIFI ER, [RFC P6 [1]
3279
3 paraneters ANY DEFI NED BY al gorithm CPTI ONAL } [RFC P6
3279

[1]

For permitted algorithm identifiers and parameters refer to Part 6 (Cryptographic Algorithms) of this Common PKI Specification.
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2.1 Distinguished Names

Table 5: Name

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN |PROC|RFC5280[(CO.PKI |TES

1 Nanme ::= CHO CE { RDNSequence } 4124 [#2

2 RDNSequence ::= SEQUENCE OF Rel ativeDi stingui shedNane 4124 |#3

3 Rel ati veD stingui shedName ::= SET OF AttributeTypeAndVal ue 4124 |#4

4 Attri but eTypeAndVal ue = SEQUENCE { 4124

5 type AttributeType, #H7

6 value AttributeVal ue } #8

7 AttributeType ;= OBJECT | DENTI FI ER 4124

8 Attri but eVal ue = ANY DEFI NED BY AttributeType 4124
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Table 6: DirectoryString

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN [PROC|[RFC5280|Co. PKI |TES

1 DrectoryString ::= CHO CE { 4.1.2.4 [1

2 printableString PrintableString (SIZE (1..maxSi ze)), +- ++

3 teletexString TeletexString (SIZE (1..maxSize)), - ++ [3]

4 ut f8String UTF8String (SIZE (1.. naxSize)), + ++ [2]

5 bmpString BWPString (SIZE (1..nmaxSi ze)), - ++

6 universal String Universal String (SIZE (1..nmaxSize)) } - ++

[RFC5280]: CAs MUST use either the PrintableString or UTF8String encoding of DirectoryString, with two exceptions. When CAs have previously issued certificates
with issuer fields with attributes encoded using TeletexString, BMPString, or Universal Sring, then the CA MAY continue to use these encodings of the DirectoryString to
preserve backward compatibility. Also, new CAs that are added to a domain where existing CAs issue certificates with issuer fields with attributes encoded using
TeletexString, BMPString, or UniversalString MAY encode attributes that they share with the existing CAs using the same encodings as the existing CAs use.

Common PKI Profile: Strings MAY be encoded asPrintableString in order to ensure a better interoperability with legacy applications. If a string cannot be represented in
the PrintableString character set, UTF83tring encoding MUST be used. If permitted by the applicable certificate policy, characters that are not in the PrintableString
character set MAY be transcribed in PrintableString characters according to local conventions for the transcription of national character sets in DNS domain names or E
Mail addresses (e.g. German umlaut “&’ to “ae”).

(2

Common PK1 Profile: Following [MTTv2], Common PKI RECOMMENDS using a subset of the UTF8 character set, including only the ANSI/ISO 8859-1 characters
(Unicode Latin-1 page). Since Windows and UNIX systems use the 1SO 8859-1 codes for displaying characters, this restriction makes software implementation easier:
strings can be displayed on those platforms irrespective of locale settings.

Hence, generating components SHOULD NOT include characters of code pages other than Latin-1. Processing components MUST be able to correctly display Latin-1]
characters and MAY be able to display other UTF8 characters too. Processing components MUST tolerate (i.e. MUST be able to decode) all UTF8 characters, even if they|
are unable to display them correctly. In thislatter case, non-Latin-1 characters SHOULD be replaced by some well-defined dummy character on the display, e.g. ‘?’

(3]

Note that there are two practices to encode TeletexString: some implementations use the T.61 encoding rules using floating diacritics (roughly said, “a” will be encoded on|
two bytesas“"a’). Unfortunately, there are even different code tablesin use, but the one from IBM is probably the most widely used. Most Internet applications simply use
the ANSI/ISO 8859-1 code table (used by Windows and UNIX systems) to encode strings and tag them as Teletextring. Applications SHOULD assume this case, when
processing and SHOUL D encode in thisway, when generating data.
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Table 7: Supported X.501 attribute types and their maximal lengths

# ATTRIBUTE NAME ATTRIBUTE OID ASN.1 STRING TYPE MAXIMAL STRING|SUPPORT SUPPORT |SUPPORT COMMON PKI NoO
LENGTH, RFC5280 RFC3739|CA DNAME |EEDNAME [TES
VALUE PrROC PrROC GEN |PROC|GEN |PROC
CONSTRAINTS
(PKIX, IF DIFFERENT)
1 commonNane {id-at 3} DirectoryString 64 ++ ++ +- ++ ++ ++ [1]
2 sur Namre {id-at 4} DirectoryString 64 (32768) + ++ +- ++ +- ++ [2]
3 gi venNane {id-at 42} DirectoryStri ng 64 (32768) + ++ +- ++ +- ++ [2]
4 seri al Nunber {id-at 5} PrintableString 64 n.a ++ +- ++ +- ++
5 title {id-at 12} DirectoryString 64 + ++ +- ++ +- ++
6 or gani zat i onNane {id-at 10} DirectoryString 64 ++ ++ ++ ++ +- ++
7 or gani zat i onal Uni t Name {id-at 11} DirectoryString 64 ++ ++ +- ++ +- ++
8 busi nessCat egory {id-at 15} DirectoryString 128 n.a na - + - + [3]
9 street Addr ess {id-at 9} DirectoryString 128 n.a na - + - + [4]
10 |[postal Code {id-at 17} DirectoryString 40 n.a na - + - + [4]
11 |l ocal i tyName {id-at-7} DirectoryString 128 + ++ +- ++ +- ++
12 |stateOr Provi nceName {id-at 8} DirectoryString 128 ++ ++ +- ++ +- ++
13 [countryNanme {id-at 6} Printabl eString (SIZE(2)) |2 the 1SO 3166 |++ ++ ++ ++ +- ++
code
14 |di stingui shedNaneQual ifier [{id-at 46} PrintableString 64 (n.a) ++ na +- ++ +- ++ [2]
15 |[initials {id-at 43} DirectoryString 64 (32768) + na +- + +- + [2]
16 [generationQualifier {id-at 44} DirectoryString 64 (32768) + na +- + +- + [2]
17 |emai | Address {pkcs-9 1} I A5String 128 + na - + - + [5]
CGEN--
18 |domai nConponent {0 9 2342 19200300 [l A5Stri ng usage described in ++ ++ +- 4+ - ++ (8]
100 1 25} [RFC4519]
19 |postal Address {id-at 16} SEQUENCE SIZE (1..6) OF  |6x30, usage describedn.a na - + - + [4]
DirectoryString in [RFC3039]
20 [pseudonym {id-at 65} DirectoryString 64 (n.a) n.a ++ +- + +- ++ [1]
21 |dateOBirth {id-pda 1} CGener al 1 zedTi ne YYYYMMDDOO000O |n.a. ++ +- ++ +- ++ [6]
oz
22 [placeGBirth {id-pda 2} D rectoryString 128 (n.a) n.a ++ +- ++ +- ++ [6]
23 |gender {id-pda 3} PrintableString (SIZE(1)) [ M“ or ,F* n.a ++ +- ++ +- ++ [6],
7
24 |countryOrGtizenship {id-pda 4} PrintableString (SIZE(2)) [2 thelSO 3166 code|n.a. ++ +- ++ +- ++ EG%
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25 [countryOf Resi dence {id-pda 5} PrintableString (SIZE(2)) [2 thelSO 3166 code|n.a. ++ +- ++ +- ++ [6]
26 |naneAtBirth {id-commonpki - at DirectoryString 64 n.a. na +- 4+ - ++ [6]
14}

(1]

Common PKI1 Profile: Following the common practice, the pseudonym MUST be put in the commonName attribute and marked with suffix “:PN”. To conform with
[RFC3739], the same name (including suffix) MAY be included in the dedicated pseudonym attribute too. If a pseudonym attribute is present, it MUST contain the same
name (including suffix) as the commonName attribute.

(2

Common PKI Profile: This Common PKI specification enforces the length limits published in PKIX documents. If no (practical) limit is set by some PKIX document, an
appropriate maximal length is specified here. CAs MUST keep strings in new certificates at most as long as specified here. Clients MUST be able to display strings at least
aslong as specified here. For the sake of wider interoperability, clients SHOULD be ableto parsearbitrarily long strings.

(3]

Common PKI Profile: businessCategory isnot listed in any PKI1X documents among the mandatory attributes. Hence, this Common PK| specification discourages from its|
use. For backward compatibility, processing components SHOULD still be able to interpret the attribute.

(4

Common PKI Profile: streetAddress and postalCode are not listed in any PKIX documents among the mandatory attributes. Hence, this Common PKI specification
discourages from its use. However, since current systems use them to store subjects’ or their organizations' postal addresses, processing components SHOULD still be able
tointerpret these attributes.

If postal Address is used, elements of the string list provided in this attribute SHOULD contain all components of the address (including country, postal code, state, locality,
street address), listed in the order and form, which is usual in the respective country and which is suitable for multi-lined printing in aregular document.

An example for an address in Germany:

1% string element: Turmstraie 123
2" string element: 10123 Berlin
39 string element: Germany

(5]

Common PKI Profile: Including an email Address attribute in DNames is tolerated by Common PKI for practical compatibility reasons (Netscape).

(6]

[RFC3739]: The PKIX working group has recognized the demand that personal identification data can be in a separate attribute certificate (e.g. if the PKC should not make
this info public). RFC3739 defines a couple of new DName attributes for this purpose (dateOfBirth, placeOfBirth, gender, countryOfCitizenship, countryOfResidence).
According to RFC3739, these attributes are to be stored in the SubjectDirectoryAttributes extension of the public key certificate. RFC3739 explicitly states that new
atribute typesMAY be included according to local definitions.

Common PKI1 Profile: In most European countries, the name of a person at his’/her birth is a relevant identification attribute. Hence the new attribute NameAtBirth is|
introduced here. The SubjectDirectoryAttributes extension MAY beincluded ONLY in EE certificates of natural persons.

[7]

Common PKI Profile: Including a gender attributein EE subject names of natural personsis permitted.

(8l

[RFC5280]: To represent an internationalized domain name, the issuing CA MUST perform the ToASCI | label conversion specified in Section 4.1 of [RFC3490]. The label
SHALL be considered a"stored string”. That is, the AllowUnassigned flag SHALL NOT be set.

Common PKI Profile: Processing operations MAY handle domain name labels in domainComponent attributes as mere 1A5Strings, irrespectively whether they are
traditional or converted internationalized domain names.
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2.2 GeneralNames

Table 8: GeneralNames

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN |PROC|RFC5280[(CoO.PKI |TES
1 Gener al Nares ::= SEQUENCE SI ZE (1..MAX) OF Ceneral Name 4217 |#2
2 General Name ::= CHO CE { 4.2.1.7
3 ot her Nare (0] IMPLIAT Q her Nane, for identification data of some special syntax not |- +- #12 [1]
listed below (+RFC
4 rfc82zName [1] IMPLICT I A5String, Email address in the Internet as described in [+ [+ [4]
[RFC2822]
5 dNSNarre [2] IMPLICIT I A5String, Internet domain name asin [RFC1034] + |+ [4]
6 x400Addr ess [3] IMPLICIT ORAddress, X400 addressasin ITU-T X.411 - +- #13 [1]
7 di rect oryNane [4] EXPLICIT Nane, X500 address +- + T5 [2]
8 edi Par t yNane [5] IMPLICIT EDI PartyName, name in an Electronic Data Exchange system - +- #14 [1]
9 uni fornResour cel dentifier [6] IMPLICIT I A5String, URI as defined in [RFC1630], allowing uniform|+- + [4]
resource names (URNs) as well as URLs.
Permitted URL forms are specified in [RFC1738],
[RFC3986] and [ RFC4516].
10 I PAddr ess [7] ITMPLICT OCTET STRING IP address in IPv4 [RFC791] or in [Pv6[+- +
[RFC2460] format
11 registeredi D [8] IMPLICIT GBJECT | DENTIFIER } a registered OBJECT IDENTIFIER (e.g. of a- +- [1]
company or organization)
12 |G herNane i 1= SEQUENCE { 4217 [1
type-id OBJECT | DENTI FI ER
val ue [0] EXPLICT ANY DEFI NED BY type-id }
13 [ORAddress 1 1= SEQUENCE { n.a [3]
built-in-standard-attributes SEQUENCE OF ANY,
bui I t -i n-domai n-defi ned-attri butes SEQUENCE OF ANY CPTI ONAL,
extension-attributes SET OF ANY CPTI ONAL }
14 [EDPartyName ::= SEQUENCE { _ _ 4217 |T6 [2]
nanmeAssi gner [0] EXPLICIT DirectoryString OPTI ONAL
par t yNane [1] EXPLICIT DirectoryString }
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[1] |[RFC3281]: Conforming implementations MUST be able to support the dNSName, directoryName, uniformResourceldentifier, and iPAddress options. This is compatible
with the GeneralName requirements in [RFC5280]. Conforming implementations MUST NOT use the x400Address, ediPartyName or registeredlD options. Conforming
implementations MAY use the otherName option to convey name forms defined in Internet Standards. For example, Kerberos [KRB] format names can be encoded into
the otherName, using aKerberos 5 principal name OID and a SEQUENCE of the Realmand the Principal Name.

Common PKI1 Profile: The name forms x400Address, edi PartyName or registeredl D options are considered to be obsol ete and are no longer recommended for use.

[2] [CHOICE objects are always EXPLICITly tagged, independent of the default tagging modus.

[3] [[RFC5280] definestype ORAddressin appendix A.1 following [X.509:2005].

Common PKI Profile: As ORAddress is considered to be obsolete. Making use of the ANY type, the rather elaborate definition in [RFC5280] is replaced in thig
specification by a shallow “dummy” definition that allows receiving any ORAddress values, without actually recognizing the internal data content of the ORAddress
structure.

[4] [[RFC5280] To represent an internationalized domain name in GeneralName, the issuing CA MUST perform the conversion operation specified in Section 4 of RFC 3490,
with the following clarifications: in step 1, the domain name SHALL be considered a "stored string". That is, the AllowUnassigned flag SHALL NOT be set; in step 3, set
the flag called UseSTD3ASCIIRules; in step 4, process each label with the TOASCII operation; and in step 5, change all 1abel separators to U+002E (full stop).

Common PKI1 Profile: Processing operations MAY handle domain names in General Names structures as mere |A5Strings, irrespectively whether they are traditional or|
converted internationalized domain names.

2.3 Public Key Certificate Extensions

Table 9: Extensons

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co. PKI [TES

1 Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension anon-empty list of extensions 4.1 #2

2 Ext ensi on :: = SEQUENCE { 4.1

3 extnl D OBJECT | DENTI FI ER, an OID specifying the type of the extension

4 critical BOCOLEAN DEFAULT FALSE, critical flag

5 extnValue  OCTET STRING } DER-encoding of the extension value

The order of discussing individual extensions matches the order in [RFC5280].
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Table 10: An overview of public key certificate extensions

# EXTENSION oID SEMANTICS CRITI |SUPPORT REFERENCES No
CAL [(GEN |GEN |PROC|RFC Co.PKI |TES
CA |EE
CERT. |CERT.
X.509 BASIC EXTENSIONS RFC 5280
1 |AuthorityKeyldentifier {2529 35 [An ID identifying the public key (thus possibly several|-- ++ |+ |+ 4211 (Tl
certificates) of theissuing CA. (RFC
n.a.)
2  |Subjectkeyldentifier {2529 14} |An ID identifying user certificates that contain a specific|-- ++ |+ + 4212 (Tl
public key. (RFC
n.a.)
3 KeyUsage {2 529 15} |Defines the purpose of the key pair (public and private key) [++  [++ |++ [++ (4213 |T12
corresponding to the public key contained in the certificate (RFC (RFC [(RFC
+) +- n.a)
5 |CertificatePolicies {2 529 32} [Indicates the policy under which the certificate has been|+- +- +- ++ (4214 |Ti4 [1
issued and the purposes for which it isto be used.
6  |PolicyMappings {2 529 33 } [Indicates in a CA certificate that the issuing CA considers its|+ +- - + 4215 |T15
policy to be equivalent to the subject CA’s policy.
7  |Subj ect Al't Nanes {2 529 17} [Alternative technical names of the subject: - +- +- + 4216 |T16#1
OtherName, e-mail, DNS name, |P address, URI or other (RFC
+-
8 |lssuerAltNanes {2 5 29 18} [Alternative technical names of theissuing CA: - +- +- + 4217 [T16#2
OtherName, e-mail, DNS name, IP address, URI or other
9 |SubjectDrectoryAttributes {2529 9 [This extension may contain further X.500 attributes of the|-- - +- + 421.8 |(T17
subject. Qualified certificates MAY store legal identification (RFC (RFC
data (e.g. of a personal identification card, passport or similar) ﬁg’ fj’g
in this extension. '
10 |BasicConstraints {2 529 19} [Indicates a CA certificate and defines how deep a certificate |[++  [++ [+ ++ (4219 |T18
may exists below that CA.
10a [NameConstraints {2 529 30} [Indicates aname spacein aCA certificate, inwhich all subject[++ |+ |- ++  |4.2.1.10 [T19
names (or subject alternative names) in subsequent certificates
of the path shall be located.
10b |PolicyConstraints {2 529 36} [May beusedin CA certificatesto constrain path validation.  [++ [+ - ++ (42111 |T20
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11 |ExtendedKeyUsage {2 529 37} |Indicates purposes for which the key pair can be used,|+- +- +- ++ 42112 [T21
additional to or in place of thosein the KeyUsage extension. E\R:)C
12 |ORLD stributionPoints {2 529 31} [|dentifies how CRL information to this certificate can be|- + H++ |+ 42113 |T22
obtained. dir/ind.
CRL
12a |l nhibitAnyPolicy {2 5 29 54} [|ndicates that the special anyPolicy OID is not considered an|++ [+ - + 42114 |T22a
explicit match for other certificate policies except when it
appears in an intermediate self-issued CA certificate.
12b |Freshest CRL {2 529 46} |This extension (ak.a. DeltaCRLDistributionPoint) identifies|-- +- +- + 42115 |T22b
how delta CRL information is obtained.
RFC 5280 PRIVATE EXTENSIONS RFC5280
13 |AuthoritylnfoAccess {id-pe 1} Access to online validation service and/or policy information|-- + [+ |+ 4221 |(T23
of the CA issuing this certificate. (RFC
n.a.)
13a |Subj ectlnfoAccess {id-pe 11}  |Indicates how to access information and services for the|-- +- +- + 4222 |T23a
subject of the certificate. (RFC
n.a.)
RFC3739 QC PRIVATE EXTENSIONS RFC3739
14 |Bionetricinfo {id-pe 2} Stores biometric information for authentication purposes. -- +- +- + 3.2.5 T24
15 |[CStatenents {id-pe 3} A statement to indicate the fact that the certificate is al- +- +- + 3.2.6 T25 [1]
Qualified Certificate in accordance with a particular legal [(RFC
Sygern 3739
+-
RFC 2560 PRIVATE EXTENSIONS RFC 2560
16 |OCSPNoCheck {id-pkix- A CA specifies by including this extension in the certificate of |- +- +- + 42221 |T26
ocsp 5} an OCSP responder that the requester can trust the certificate
and need not obtain revocation information.
[1] [Noteson criticality:
Common PKI1 Profile: For the sake of vertical interoperability, these extension SHOULD NOT be marked critical, in spite of the fact that their contents restrict the
usability of the certificate in some way. This is definitively a deviation from the criticality principle followed by PKIX documents. The main goal of this recommendation
is to allow successful verification of signed documents and certificates outside the Common PKI application group. An EE who receives a document carrying a qualified
electronic signature, is supposed to be interested primarily in reading the document and being assured that the signature is valid. The intention of this Common PKI
Specification is therefore that the EE is able to verify the signature and the corresponding certificates without error messages or warnings, regardless whether he/she/it uses
Common PKI-compliant software or not. It is put in the responsibility of the receiving party to employ appropriate software in critical applications. If the legal validity and
all legal circumstances and limitation of the signature are to be proven, that receiving party is required to use Common PKI-compliant software.
This flagging and verification policy contributes to achieving interoperability among different security levels, one of the major objectives of this Common PKI
Specification.
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2.3.1 Standard Certificate Extensions

Table 11: AuthorityKeyldentifier and SubjectK eyl dentifier

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co. PKI [TES
CA/EE
CERT
1 Aut horityKeyldentifier ::= SEQUENCE { An 1D identifying the public key (thus possibly |++/++|+ 4211 [1]
several certificates) of theissuing CA. (RF)C
n.a
2 keyl dentifier [0] IMPLICIT Keyldentifier OPTIONAL, ++ + #6
3 aut horityCertlssuer [1] IMPLICT General Names ~ OPTI ONAL, +- + T8
4 authorityCertSerial Nunber [2] IMPLICIT CertificateSerial Nunber +- + T2.#13
CPTI ONAL }
5  |SubjectKeyldentifier ::= Keyldentifier An ID identifying (possibly multiple) user[++/+ [+ 4212 |#6 [2]
certificates that contain a specific public key. E]RS?
6 Keyldentifier ::= OCTET STRING )
[1] [[RFC5280]: AuthorityKeyldentifier MUST be included in all CA and end entity certificates to facilitate chain building. (The only exception is a self-signed CA certificate
where authorityKeyldentifier.keyldentifier = subjectKeyldentifier).
There are two methods to identify the public key:
a) by putting the subjectKeyldentifier of theissuing CA in the keyl dentifier field (keyldentifier MUST contain same | D as the subjectKeyldentifier of the CA certificate)
b) by putting the DName of the issuing CA (as present in the issuer field of the of the corresponding CA certificate) and the serial humber of the corresponding CA
certificate in the fieldsauthorityCertlssuer and authorityCertSerial Number.
Note that the information provided by method b) uniquely identifies the certificate rather than the public key.
Both identification methods MAY be used in the same certificate.
Common PK1 Profile: We stress that the keyldentifier field MUST contain exactly the same ID as the subjectKeyldentifier of the CA certificate (see [2] below).
If authorityCertlssuer is present, it MUST contain exactly one directoryName element filled with the subject DName of the issuing CA certificate.
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(2]

[RFC5280]: To facilitate chain building, this extension MUST beincluded in all CA certificates and SHOULD be formed using one of the following methods:
(@) composed of the SHA -1 hash of the value of the BIT STRING subjectPublicKey (excluding tag, length and unused bits!)

(b) composed of the bits ‘0100’ followed by the least significant 60 bits of the SHA -1 hash of the value of the BIT STRING subjectPublicKey (as above)

(c) by amethod that generates unique values, e.g. from amonotonically increasing integer sequence

SubjectKeyldentifier SHOULD beincluded in all end user certificates and SHOULD be derived from the public key using method a, or b,

Common PKI Profile: Similarly to CA certificates, CRL issuers’ certificates MUST contain SubjectKeyldentifier.

Legacy systems may have built the SHA -1 hash value even in another way, by hashing the BIT STRING excluding tag and length, but including the unused bits. Hence, we
stress that processing applications SHOULD NOT assume that the key identifier has been formed using one or the other specific method.
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Table 12: KeyUsage

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC5280|CoO.PKI [TES
1 KeyUsage ::= BI T STRING { Defines the purpose of the key pair (public and private key) corresponding to the public|++  [++ [4.2.1.3 [1]
key contained in the certificate (+R)FC E]R;)C
2 digital Signature (0), signature verification for purpose other than (1), (5) and (6) +- ++
(e.g. authentication, integrity check)
3 content Conmi t nent (1), signature expressing the signer’s commitment to the semantic content of the signed data |+- ++ [3]
4 keyEnci pherrent  (2), encryption for the purpose of key transport +- ++ [2]
5 dat aEnci phernent  (3), data encryption + |+ [2]
6 keyAgr eenent (4), public key used in a key agreement protocol (e.g. Diffie-Hellmann) +- ++
7 keyCer t Si gn (5), verification of asignature over a certificate (may be set only in CA certificates) +- ++
8 crlSign (6), verification of asignature over a CRL +- ++
9 enci pher Onl'y (7). if the keyAgreement bit is set, the public key may only be used to encrypt data +- ++
10 deci pher Onl'y (8) } if the keyAgreement bit is set, the public key may only be used to decrypt data +- ++
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(1]

[RFC5280]: This extension MAY be included in certificates and, when present, SHOULD be marked critical. There are no further constraints regarding the usage of
individual flags.

[ETSI-CPN]: Key usage in end entity certificates for natural personsisrestricted to one of the following settings: contentCommitment bit set (A), contentCommit ment and
digital Signature bits set (B), digital Signature hit set (C), digital Signature and keyEncipherment bits set (D), and keyEncipherment bit set (E).

Qualified end entity certificates are limited to types A, B or C.

For certificates to be used to validate commitment to signed content, such as electronic signatures on agreements and/or transactions, ETSI RECOMMENDS type A
settings only.

Common PKI Profile: This extension MUST always beincluded in CA and end entity certificates and MUST be marked critical. The following restrictions apply for:

CA certificates: the keyCertSign bit MUST be set. Additionally, the crlSign bit MAY be set too, if the CA uses the corresponding key to sign CRLs too. Other bits

MUST NOT be set.

CRL signer certificate: Only the crlSign bit MUST be set in the certificate of an instance signing (so-called indirect) CRLs of certificates which are issued by another

CA instance.

OCSP responder certificates: The crlSign bit and only thisbit MUST be set, if the CA uses the corresponding key to sign CRLs. OCSP responders are issued end-entity

certificates with only the contentCommitment bit set and including the ExtendedKeyUsage extension with only the id-kp-OCSPSigning option (see Table 21).

TSP certificates: Time stamping authorities are issued end-entity certificates with only the contentCommitment bit set and including the ExtendedKeyUsage extension

with only the id-kp-timeStamping option (see Table 21).

End entity (EE) user certificates (non-qualified): All permitted purposes MUST be stated in end entity certificates, so that client components are able to find the

certificate intended for a specific action. In particular, it is RECOMMENDED that CAs issue separate certificates for the purposes of expressing commitment to the

signed content (only contentCommitment set), authentication (only digitalSignature and optional, if required for technical reasons of the intended applications,
keyEncipherment set) and encryption (only dataEncipher ment and keyEncipher ment set).

End entity (EE) qualified certificates (only defined for purposes of electronic signatures): The contentCommitment bit and only this bit MUST be set, if these

certificates are to be used to validate commitment to signed content, such as electronic signatures on agreements and/or transactions. These certificates MUST NOT be]

used for other purposes, like authentication or encryption.

Note however that the sole indicator whether a certificate is intended to be qualified is not the KeyUsage extension but an appropriate QCStatement (see Table 25).
Compliant CAs MUST issue certificates that are assigned to exactly one of these types (from CA to EE qualified certificates). In this way, relying software is always able
to assign the certificate the intended key purpose from the above list.

Asfor the DER-encoding of the BIT STRING value: for the sake of a unique encoding form, the DER-encoding SHOULD be trimmed to the minimal number of octets, i.e,
if the decipherOnly bit is not set, the BIT STRING value SHOULD be represented on one single octet. Processing components MUST accept any number of value octets.

(2]

Note on implementation: some legacy systems mark encryption certificates of end entities by setting exclusively the dataEncipherment bit, other by setting exclusively the
keyEncipherment bit. Hence, client components SHOUL D use the condition dataEnd pherment OR keyEncipher ment to recognize encryption certificates.
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(3]

In April 2004 the ITU-T working group on X.509 renamed — without affecting its semantics — bit 1 of the KeyUsage extension to contentCommitment and declared the]
pre'wous identifier nonRepudiation as being deprecated. The semantics of signature related key usage bitswas clarified by ITU-T X.509 as follows:
digitalSignature: for verifying digital signaturesthat are used with an entity authentication service, adata origin authentication service or/and an integrity service.
contentCommitment: for verifying digital signatures which are intended to signal that the signer is committing to the content being signed. The type of commitment the
certificate can be used to support may be further constrained by the CA, e.g. through a certificate policy. The precise type of commitment of the signer e.g. "reviewed
and approved" or "with the intent to be bound", may be signalled by the content being signed, e.g. the signed document itself or some additional signed information.,
Since a content commitment signing is considered to be a digitally signed transaction, the digital Signature bit need not be set in the certificate. If it is set, it does not
affect the level of commitment the signer has endowed in the signed content.
keyCertSgn: for verifying a CA's signature on certificates. Since certificate signing is considered to be a commitment to the content of the certificate by the CA,
neither the digitalSignature bit nor the contentCommitment bit need be set in the certificate. If either (or both) is set, it does not affect the level of commitment the
signer has endowed in the signed certificate.
Common PKI Profile: Both identifiersM A'Y be treated as synonyms, but in contrast to RFC 5280 the newer hame contentCommitment SHOULD be used.
In order to alleviate end users' burden to differentiate between a declaration of intent on one hand and user or data origin authentication and integrity purposes of a digital
signature operation on the other hand, it is RECOMMENDED to include at most one of the contentCommitment (for declaration of intent) and digitalSignature (for all
other purposes) bitsin acertificate. If nevertheless both bits are set, the resulting level of commitment MUST be assessed with regard to the contentCommitment bit.
Note that according to [RFC5246]chapters 7.4.2 and 7.4.6 certificates for TLS authentication may, depending on the specific key and algorithm type used for the applicabl€
TL S cipher suites, may require the keyEncipherment or keyAgreement key usage bit set in addition to or even instead of the digital S gnature bit.
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Table 13: (obsolete)

Table 14: CertificatePolicies

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No

GEN |PROC|RFC5280|Co. PKI [TES
1 |CertificatePolicies ::= SEQUENCE SIZE (1..MAX) OF anon-empty list of policy terms +- ++ (4214 |#2 [1]

Pol i cyl nformation
2 Policylnformation ::= SEQUENCE { [2]
3 policyldentifier CertPolicyld, an OID representing the policy #5
4 policyQualifiers SEQUENCE Sl ZE(1.. MAX) CF anon-empty list of policy qualifiers +- ++ #6
PolicyQualifierlnfo OPTI ONAL }
5 CertPolicyld ::= OBJECT | DENTI FI ER
6 PolicyQualifierlnfo ::= SEQUENCE {
7 policyQualifierld PolicyQualifierld, #12
8 qualifier ANY DEFI NED BY policyQualifierld }
9 i d-qt OBJECT | DENTIFIER :: = {id- pkix 2}
10 |id-qgt-cps OBJECT IDENTIFIER ::= {id-qt 1} The OID referring to qualifier type CPSUri
11 |id-gt-unotice OBJECT IDENTIFIER ::= {id-qt 2} The OID referring to qualifier type UserNotice
12 |[PolicyQualifierld ::= OBJECT I DENTIFIER
{id-qt-cps | id-qgt-unotice }
13 |OPSUri :1:= I ASString An URL pointing to a CPS (Certification Practice Statement)
14 |UserNotice ::= SEQUENCE { This user notice is intended to be displayed for a relying party
whenever using this certificate.
15 noti ceRef Not i ceRef erence OPTI ONAL, A referenceto atextual statement #17
16 explicitText DisplayText OPTI ONAL } A textual statement explicitly written in the certificate #20 [3]
17 [NoticeReference ::= SEQUENCE {
18 organi zation D splayText, Name of an organization #20
19 noticeNunmber SEQUENCE OF I NTEGER } a number identifying a particular textual statement prepared by
the organization

20 |DisplayText ::= CHO CE { [3]
20a iabString I A5String (SIZE (1..200)), +- ++
21 visibleString VisibleString (SIZE (1..200)), - +-
2 brmpStri ng BMPSt ri ng (Sl zE (1..200)), - +-
23 utf8String UTF8St ri ng (Sl zE (1..200)) } + ++
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(1]

[RFC5280]: In an end entity certificate, these policy information terms indicate the policy under which the certificate has been issued and the purposes for which the
certificate may be used. In a CA certificate, these policy information terms limit the set of policiesfor certification paths which include this certificate. When a CA does

not wish to limit the set of policiesfor certification paths which include this certificate, it MAY assert the special policy anyPolicy, withavalueof { 2529320}.

If thisextension is critical, the path validation software MUST be ableto interpret this extension (including the optional qualifier), or MUST reject the certificate.

The number of policy termsin thelist is not limited.

Common PKI1 Profile: For the sake of vertical interoperability, especially for the successful verification of signed documents and certificates outside the Common PKI
application group, the extension SHOULD NOT be marked critical. As Common PKI| compliant systems are supposed to employ rather strict security policies, receivers of
such documents might assume an “appropriately high” level of security, without recognizing the particular policy. It is the responsibility of the receiving person to employ
appropriate software in critical applications that checks the certification policy.

A further reason for marking this extension non-critical is that qualified certificates may alternatively be marked in the QCStatements extension (see Table 25). Non-
Common PKI -compliant client software may recognize those indicators and ignore this extension, without |oosing information on the applying policy.

(2]

[RFC5280]: Policylnformation SHOULD only contain an OID. Where an OID aloneisinsufficient, [RFC5280] strongly recommends using the identifiers defined above.

(3l

[RFC5280]: Conforming CAs SHOULD use the UTF8String encoding for explicitText, but MAY use 1A5Sring. Conforming CAs MUST NOT encode explicitText ag
VisibleString or BMPString. The explicitText string SHOULD NOT include any control characters (e.g., U+0000 to U+001F and U+007F to U+009F). When the
UTE8String encoding is used, then all character sequences SHOUL D benormalized according to Unicode normalization form C (NFC) [NFC].

Table 15: PolicyM appings

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co. PKI [TES
CA/EE
CERT
1 Pol'i cyMappi ngs ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {|A non-empty list of equivalent policies. The issuing CA[+-/-- [+- 4215
considers itsissuer DomainPolicy to be equivalent to the subject
CA'’ s subjectDomainPolicy.
2 i ssuer Donmai nPol i cy CertPolicyld, 4215 |T14#5
3 subj ect Dormai nPol icy CertPolicyld } 4215 |T14#5
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Table 16: SubjectAltNames and | ssuer AltNames

# |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN [PROC|RFC5280(Co.PKI |TES

1 Subj ect Al t Names :: = Gener al Nanes Alternative technical names of the subject +- + 4216 |T8 [1
[2]

2 I'ssuer A'tNanes ::= General Nanes Alternative technical names of theissuing CA +- + 4217 |T8 [1

(3]
[1] [[RFC5280]: If the extension present, the GeneralNames structure MUST be non-empty. Because the alternative name is bound to the public key, all parts of the alternative
name MUST be verified by theissuing CA. Multiple name forms and multiple instances of each name form MAY be included.

[2] [[RFC5280]: if the alternative name serves as ameans for identification of the subject (especialy if the subject field isempty), the extension MUST be marked as critical.
Common PKI Profile: Since the subject field uniquely identifies the subject, the SubjectAltNames extension SHOULD NOT be marked critical by compliant CAs.
Compliant CAs MUST publish end entity and CA certificates. It is RECOMMENDED that certificates are downloadable from an LDAP server. The corresponding LDAP-
URL, including the DName as described in [RFC4516], MAY then be included in the SubjectAltNames extension of the PKCs. FTP- and/or HTTP-URLSs pointing to the
certificate MAY also beincluded, if it isaccessible viaFTP or HTTP, as described in Part 4. This information may be useful to locate other certificates of the EE or CA.

[3] [Common PKI Profile: Compliant CAs MUST publish end entity and CA certificates. It is RECOMMENDED that certificates are downloadable from an LDAP server.
The corresponding LDAP-URL, including the DName as described in [RFC4516], MAY then be included in the in the Issuer AltNames extension of the issued PKCs. FTP-
and/or HTTP-URL s pointing to the certificate MAY also beincluded, if it is accessible viaFTP or HTTP, as described in Part 4.
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Table 17: SubjectDirectoryAttributes

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co. PKI [TES
CA/EE
CERT
1 |SubjectDirectoryAttributes ::= Attributes This extension may contain further X.500 attributes of thel-/+- [+ 4218 |#2 ]
subject (RFC [2]
3739
++)
2 Attributes ::= SEQJENCE SIZE (1..MAX) OF Attribute #3
3 Attribute ::= SEQUENCE {
4 type AttributeType #6
5 val ues SET OF AttributeVal ue } H#7 [2]
6 AttributeType ::= OBJECT | DENTIFIER
7 AttributeVal ue ::= ANY

[1] |[RFC3739]: The PKIX working group has recognized the demand that personal identification data can be stored in a qualified public key certificate or in a separate
attribute certificate (e.g. if the PKC should not make this info public). RFC3739 defines a couple of new DName attributes for this purpose (dateOfBirth, placeOfBirth,
gender, countryOfCitizenship, countryOfResidence). According to RFC3739, these attributes are to be stored in the SubjectDirectoryAttributes extension of the public key|
certificate. RFC3739 explicitly statesthat new attribute typesMAY be included according to local definitions.

[RFC3281] does not mention, where to record data of thiskind.

Common PKI| Profile: Qualified PKCs MAY include legal identification data of the subject in the SubjectDirectoryAttributes extension. The same kind of information
MAY beincluded in attribute certificates as separate attribute (i.e. in the ‘attributes’ field instead of an extension) but using the same SubjectDirectoryAttributes syntax.
Thefollowing attributes MAY beinserted by compliant CAs:

Standard attributes: commonName, surname, givenName, title, postal Address (with the address of permanent residence)

RFC3739 attributes: dateOfBirth, placeOfBirth, gender, countryOfCitizenship, countryOfResidence,

Common PK1 attribute: nameAtBirth

Processing components SHOULD be able to recognize this extension/attribute. In addition to the attributes, listed above, they SHOULD be prepared too to receive other
attribute types of Table 7in this extension.

[2] |Typeof thevalueisdefined by the typefield. (The’88 syntax of ASN.1 does not allow to indicate thisfact.) At least onevalueisrequired to be contained in the SET.
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Table 18: BasicConstraints

# ASN.1 DEFINITION

1 Basi cConstrai nts ::= SEQUENCE {

SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co.PKI [TES
CA/EE
CERT

Indicates a CA certificate and defines how deep a certificate|++/+- [++  [4.21.9 [1]

may exists below that CA.

2 ca BOOLEAN DEFAULT FALSE, ca=TRUE indicates a CA certificate
ca=FALSE or amissing ca element indicates an end entity.
Note that in the DER encoding the DEFAULT value of a SET
or SEQUENCE component SHALL NOT be encoded.

3 pat hLenConstraint | NTEGER (0.. MAX) CPTI ONAL } only meaningful if ca=TRUE, indicates how many CA

certificates may be included in the certification path below this
CA. That is, pathLenConstraint=0 indicates that only end
entity certificates may follow in the path. If this field does no
appear, thereis no limit to the path length.

[1] [[RFC5280] This extension MUST appear as a critical extension in all CA certificates that contain public keys used to validate digital signatures on certificates. This
extension MAY appear as a critical or non-critical extension in CA certificates that contain public keys used exclusively for purposes other than validating digital
signatures on certificates. Such CA certificates include ones that contain public keys used exclusively for validating digital signatures on CRLs and ones that contain key
management public keys used with certificate enrollment protocols. Thisextension MAY appear as acritical or non-critical extension in end entity certificates.
Common PKI Profile: Thisextension MAY appear in end entity certificates and MUST appear in CA certificates. It MUST be marked critical.
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Table 19: NameConstraints
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN [PROC [RFC5280|Co. PKI |TES
CA/EE
CERT
1 [NanmeConstraints ::= SEQUENCE { Indicates a name space in a CA certificate, in which all|+/-- [++ [4.2.1.10 [1]
subject names (or subject aternative names) in
subseguent certificates of the path shall be located.
2 permttedSubtrees [0] | MPLICI T General Subtrees OPTI ONAL, +- ++ #4 [1]
3 excl udedSubtrees [1] IMPLICIT General Subtrees OPTI ONAL } +- ++ #4 [1]
4 General Subtrees ::= SEQUENCE SI ZE (1..MAX) OF Ceneral Subtree #5
5 General Subtree ::= SEQUENCE {
6 base Gener al Narre, T8 [2]
7 m ni mum [0] IMPLICIT BaseD stance DEFAULT O, - - #9 [2]
8 maxi mim [1] IMPLIC T BaseD stance OPTI ONAL } - - #9 [2]
9 BaseDi stance ::= | NTEGER (0. . MAX)

—
L

Inserting this extension in a CA certificates, a CA is able to enforce subordinate CAs to choose names from a special subspace of the directory or of a domain when issuing

further certificates.
[RFC5280]: This extension MUST beincluded only in CA certificates.

Note that RFC5280-compliant client software MUST check naming constraints as described in RFC5280, if this (always critical) extension is present. This requires the
capability of matching DNames, email addresses, domain names, URI and IP addresses in client software, while other name forms MAY be ignored by the verification

procedure.

(2]

[RFC5280]: Syntax and semantics are defined for GeneralName forms email address, DNS name, URI, | P address and directoryName, where directoryName constrainsthe]
subject field whereas the other ones the subjectAltNames field of subordinate certificates. The meaning and format of other forms otherName, ediPartyName, registerediD
are not defined in [RFC5280] and MAY be ignored by the path validation procedure (Part 5). Within this profile, the minimumand maximumfields are not used with any

name forms, thus minimum is always zero, and maximum is always absent.
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Table 20: PolicyConstraints

#  |ASN.1 DEFINITION SEMANTICS SUPPORT _ |REFERENCES No
GEN |PROC|RFC5280[Co. PKI |TES
1 [PolicyConstraints ::= SEQUENCE { May be used in CA certificates to constrain path{+/-- |++ [4.2.1.11 [1]

validation in two ways: it can be used to prohibit policy
mapping or require that each certificate in a path contain
an acceptable policy identifier.

2 requireExplicitPolicy [O] IMPLICIT SkipCerts CPTI ONAL, Indicates the maximal number of additional certificates #4
that may appear in the path before an explicit policy is
required.

3 i nhi bi t Pol i cyMappi ng [1] ITMPLICT SkipCerts OPTIONAL } ||ndicates the maximal number of additional certificates #4

that may appear in the path before policyMapping is no
longer permitted.

4 Ski pCerts ::= | NTEGER (0. . MAX)

[1] |[RFC5280]: If the extension is present, at least one optional field MUST be given.
Note that RFC5280-compliant client software MUST check PolicyConstraints as described in RFC5280, if this extension is present and is marked critical.
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Table 21: ExtendedK eyUsage

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC5280[(CO.PKI |TES
1  |ExtendedKeyUsage ::= SEQUENCE SIZE (1..MAX) OF KeyPurposeld [|ndicates purposes for which the key pair (public and|+- ++ (42112 |#2 [1]
private key) corresponding to the public key contained in (RFC
the certificate can be used, additional to a in place of na)
those in the KeyUsage extension.
2 KeyPurposel d ::= OBJECT | DENTI FI ER OID designating asingle key purpose. [2]
2a |anyExtendedKeyUsage  CBJECT IDENTIFIER ::= {2 5 29 37 0} Any required extended key usage. +- +- [24]
3 i d-kp OBJECT I'DENTIFIER ::= {id-pkix 3} Branch for key purposes OIDs.
4 i d- kp- server Aut h OBJECT IDENTIFIER ::= {id-kp 1} TLS Web server authentication +- +-

Consistent only with KeyUsage bits

(digitalSignature and/or keyEncipherment) or
keyAgreement,

depending on the key and algorithm type according to the
relevant TLS cipher suites, see [RFC5246] chapter 7.4.2.

5 i d-kp-clientAuth OBJECT IDENTIFIER ::= {id-kp 2} TLSWeb client authentication +- +-
Consistent only with KeyUsage bits

digital Signature or keyAgreement,

depending on the key and algorithm type according to the
relevant TLS cipher suites, see [RFC5246] chapter 7.4.6.

6 i d- kp- codeSi gni ng OBJECT I DENTIFIER :: = {id-kp 3} S|gn|ng downloadable code +- +-
Consistent only with KeyUsage hit :
digital Sgnature

7 i d- kp-emai | Protecti on OBJECT IDENTIFIER ::= {id-kp 4} E-mail protection +- +-
Consistent only with KeyUsage bits:
digitalSignature, contentCommitment and/or
(keyEncipherment or keyAgreement),

see [RFC3850] chapter 4.4.2.

8 i d- kp-tinmeStanpi ng OBJECT IDENTIFIER ::= {id-kp 8} Time stamping +- ++ [2b]
Consistent only with KeyUsage bits:
contentCommitment

9 i d- kp- OCSPSi gni ng OBJECT I DENTIFIER ::= {id-kp 9} Signing OCSP responses +- ++ [3]
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(1]

[RFC5280]: If the extension is present, then the certificate MUST only be used for one of the purposes indicated. If multiple purposes are indicated the application need
not recognize all purposes indicated, as long as the intended purpose is present. If a certificate contains both a critical key usage field and an extended key usage field, then
both fields MUST be processed independently and the certificate MUST only be used for a purpose consistent with both fields. If there is no purpose consistent with both
fields, then the certificate MUST NOT be used for any purpose.

(2]

[RFC5280]: Key purposes may be defined by any organization with a need. Object identifiers used to identify key purposes MUST be assigned in accordance with IANA
or ITU-T Recommendation X.660.
Common PKI Profile: Other key purposes than those listed in thistable MAY be included in the ExtendedKeyUsage extension.

[24]

[RFC5280]: Certificate using applications MAY require that a particular purpose be indicated in order for the certificate to be acceptable to that application. If a CA
includes extended key usages to satisfy such applications, but does not wish to restrict usages of the key, the CA can include the specia keyPurposelD|
anyExtendedKeyUsage. If the anyExtendedKeyUsage key purpose is present, the extension SHOULD NOT be critical.

[2b]

[RFC3161]: A TSP certificate MUST include the idkp-timeStamping OID and MUST NOT include any other key purposes (see Table 12). This extension MUST be
critical.

(3l

[RFC2560]: If an OCSP signer is not identical to the issuer of the certificates whose status is asked for, the certificate signer MUST designate this authority to an
authorized responder by issuing acertificate for that entity. The responder’ s certificate MUST include the idkp-OCSPSigning OID in ExtKeyUsage.

Common PK1 Profile: An OCSP responder certificate MUST NOT include any other key purposes than id-kp-OCSPSigning (see Table 12). The responder’s certificate
MAY be issued by any trusted authority. Client software MUST NOT rely on the authorization rules, i.e. they MUST accept responder certificates issued by any trusted
authorities.
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Table 22: CRLDistributionPoints

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN PrROC |RFC5280|Co. PKI (TES
“DIRECT"/
INDIR.CRL
1 CRLDI st Poi nt Syntax ::= SEQUENCE SIZE (1..MAX) OF _ Identifies how CRL information to thig|+/++ + 42113 |#2 ]
ORLDi stributi onPoi nt certificate can be obtained. (RFC+) [2]
2 CRLDi stributionPoint ::= SEQJENCE {
3 distributionPoint [0] EXPLICI T D stributionPoi nt Name OPTI ONAL, +4/+- + #6 [2]
3
4 r easons [1] IMPLICQ T ReasonFl ags OPTI ONAL, +- + #9 {4}
5 cRLI ssuer [2] IMPLICIT General Nares OPTI ONAL } —++ + T8 [2]
6 Di stributionPoi nt Name ::= CHO CE {
7 full Nare [O] IMPLICT General Nares, afull DName, URL or similar +- + T8 [5]
8 naneRel ati veToCRLI ssuer [1] IMPLICT Rel ativeDi stingui shedName} |g DName relative to crllssuer +- + T5
9 ReasonFl ags ::= BI T STRI NG {
10 unused (0),
11 keyConpr on se (1),
12 cAConprom se (2),
13 affiliationChanged (3),
14 Super seded (4),
15 cessati onO Operation (5),
16 certificateHold (6),
17 privil egeWt hdrawn (7),
18 aAConpr om se (8) }
[1] [Noteson criticality:
Common PKI1 Profile: If the directory providing validity information about the certificate may be accessed via OCSP, this extension MUST NOT be marked critical. In
other cases, it SHOULD NOT be marked critical, as stated in [RFC5280].
[2] |Noteson support:
[RFC5280]: it is RECOMMENDED always to include this extension in certificates.
If no cRLIssuer is specified, the CRL MUST be issued by the issuer of the revoked certificatesin the CRL. (Otherwise we speak about anindirect CRL.)
If the certificate issuer is also the CRL issuer, then the cRLIssuer field MUST be omitted and the distributionPoint field MUST be present.
Common PK1 Profile: Compliant CAs MUST issue CRLs and publish them via an LDAP-server. In addition to the LDAP service, the CA MAY publish CRLs viaHTTH
for cases, where some targeted clients cannot access the LDAP service (e.g. because of alocal firewall policy).
The CDP extension MAY contain more than one CDP. These have to be interpreted as alternatives. If access to a specific CDP fails, clients MAY try to access other
alternatives. Delta-CRLs, if present in a CDP, MUST be present at the same location as the complete CRL. In the case of segmented CRLSs, all segments MUST be present
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at the CDP.

Basically, there are two different types of CRLs:

1) “direct” CRL: the CA that issued the certificate issues the corresponding CRLs too. In this case, if the CRLDistributionPointsis not included, the CRL MUST be
located at the same LDAP node (in the certificateRevocationLists attribute) as the CA certificate. If it is located at another LDAP node or in another attribute, the
corresponding DName (relative to the CA-node or absolute in the same directory) or LDAP-URL MUST be supplied in the distributionPoint field. Following
[RFC5280], the cRLIssuer field MUST NOT be present in this“direct” case.

2) indirect CRLs are issued, i.e. the CRLs are signed with a key different from the key of the CA. In this case, the CRLDistributionPoints extension MUST be
present and MUST include the cRLIssuer field containing the subject DName of the CRL-issuer and resp. of its signing certificate. The distributionPoint field
MAY be present, pointing to the CRL (via a DName relative to the node of the CRL-issuer or absolute in the same directory; or via an URL). If the
distributionPoint field is absent, the CRL MUST be located at the node of the CRL-issuer (in the certificateRevocationLists attribute).

For the sake of vertical interoperability, it isSRECOMMENDED that conforming applications processindirect CRLs in order to validate the revocation status of certificates.
Indirect CRLs are frequently encountered in the domain of qualified certificates, where, however, the preferred mechanism of revocation checking is OCSP instead of CRL
checking. Therefore support for indirect CRLs is not REQUIRED for applications adhering to the Common PKI core standard (see the Common PKI SigG profile for
requirements on SigG-conforming applications).

[3]

CHOICE objects are always EXPLICITly tagged, independent of the default tagging modus.

(4]

[RFC5280]: If no reasons are specified or only one CRL appearsin this extension, the CRL MUST include revocations for all reasons

(5]

[RFC5280]: If thisfield containsan URL, it MUST be a pointer to the current CRL. Accepted URL formats are described in [RFC5280] Section 4.2.1.7.
Common PKI Profile: If URL forms are present, the fullName field MUST at least contain the LDAP-URL of the LDAP server, including the DName of the node holding
the CRL, as specified in [RFC4516]. Optionally, the fullName field MAY contain an FTP-URL and/or a HTTP-URL, if the CRL is available via FTP or HTTP. Directory
access methods are described in Part 4 (Operational Protocols) of this specification.
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Table 22a: I nhibitAnyPolicy

# [ASN.1DEFINITION SEMANTICS SUPPORT | REFERENCES No
GEN [PROC|RFC5280(Co.PKI [TES
CA/EE
CERT

1 |InhibitAnyPolicy ::= SkipCerts Indicates that the special anyPolicy OID is not considered an[+-/-- [+ 42114 [1]

explicit match for other certificate policies except when it
appears in an intermediate self-issued CA certificate.

2 SkipCerts ::= INTEGER (0.. MAX) The value indicates the number of additional non-self-issued
certificates that may appear in the path before anyPolicy is no
longer permitted. For example, avalue of one indicates that
anyPolicy may be processed in certificates issued by the
subject of this certificate, but not in additional certificatesin

the path.

[1] [[RFC5280]: Conforming CAs MUST mark this extension as critical.

Table 22b: FreshestCRL

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NO
GEN |PROC|RFC5280(CoO.PKI |TES
CA/EE
CERT

1 Freshest CRL ::= SEQUENCE SIZE (1..MAX) COF _ This extension (ak.a. DeltaCRLDistributionPoint) identifies|+-/+- [+ 4.21.15 |T22#2 |[1]

CRLDI stri buti onPoi nt how delta CRL information is obtained.
[1] |[RFC5280]: The same syntax isused for this extension and the cRLDistributionPoints extension. The same conventions apply to both extensions.
Each distribution point name provides the location at which adelta CRL for the complete CRL pertaining to this certificate can be found.

Public Key Certificate Format Common PKI Part 1 — Page 35 of 67



Common PKI Part 1: Certificate And CRL Profiles Version2.0
2.3.2 PKIX Private Certificate Extensions
Table 23: Authorityl nfoAccess
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co.PKI [TES
1 i d-pkix OBJECT IDENTIFIER ::= {136 155 7} PKIX OID 4.2.2
2 |id-pe OBJECT IDENTIFIER ::= {id-pkix 1} OID for PKIX private extensions 4.2.2
3 |AuthoritylnfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF Contains access information to online validation service|+- + 4221 |#4
AccessDescri ption and/or to policy information of the CA issuing this (RFC
certificate. na)
4 AccessDescription ::= SEQUENCE {
5 accessMethod  OBJECT | DENTI FI ER Indicates the type and format of the access info
6 accessLocation General Nane } Location of the info, usually in form of an URL T8
7 i d-ad OBJECT IDENTIFIER :: = {id-pkix 48} 4221
8 | d-ad-ocsp OBJECT IDENTIFIER ::= {id-ad 1} an OID for the case, when accessLocation pointsto an|+  [++ [4.2.2.1 [1]
OCSP service of theissuing CA
9 |id-ad-calssuers CBEJCT IDENTIFIER ::= {idad 2} an OID for the case, when the referenced information|+- +  [4.221 [2]
lists CAs that have issued certificates for the ssuer of
this certificate.
[1] [Common PKI Profile: If the CA issuing the certificate offers OCSP service, its URL MUST be contained in this extension. The OCSP server MUST be accessed using
HTTP. See also Part4 (Operational Protocols) of this specification.
[2] [Common PKI Profile: Common PKI enforces that the certification path can always be unambiguously determined using information available in a signed document
respectively certificate. Hence, there is no need to list issuers of certificates of the CA. It is however allowed to be included, since some software uses the calssuer,
information to access and retrieve CA certificates.
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Table 23a: SubjectlnfoAccess

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC5280|CoO.PKI [TES
1  |SubjectlnfoAccessSyntax ::= SEQUENCE SI ZE (1.. MAX) OF Indicates how to access information and services for the[+ [+ 4222 |(T23#4
AccessDescri ption subject of the certificate. (RF)C
n.a
2 | d-ad-caRepository CBJECT IDENTIFIER :: = {id-ad 5} An OID for the case, when the subject isa CA that + |+ (4222 |T23#7 |[1]
publishes certificatesit issuesin arepository.
3 |id-ad-tinmeStanping CBEJCT IDENTIFIER :: = {id-ad 3} An OID for the case, when the subject offersl+ [+ 4222 [T23#7 ([2]
timestamping services using the Time Stamp Protocol

(1]

[RFC5280]: When the accessLocation isa directoryName, the information is to be obtained by the application from whatever directory server islocally configured. When
the extension is used to point to CA certificates, the entry for the directoryName contains CA certificates in the crossCertificatePair and/or cACertificate attributes as
specified in [RFC4523].

Where the information is available via LDAP, the accessLocation SHOULD be a uniformResourceldentifier. The LDAP URI [RFC4516] MUST include a <dn> field
containing the distinguished name of the entry holding the certificates, MUST include an <attributes> field that lists appropriate attribute descriptions for the attributes that
hold the DER encoded certificates or cross-certificate pairs [RFC4523], and SHOULD include a <host> (eg., <ldap://Idap.example.com/cn=CA,
dc=example,dc=com?cA Certificate;binary,crossCertificatePair;binary>).

Where the information is available via HTTP or FTP, accessLocation MUST be a uniformResourceldentifier and the URI MUST point to either a single DER encoded
certificate as specified in [RFC2585] or acollection of certificatesin a BER or DER encoded "certs-only" CMS message.

Common PKI Profile: The extension MAY include LDAP, HTTP or FTP URL s if the respective service is offered. Other name forms SHOULD NOT be used.

(2]

[RFC5280]: Where the timestamping services are available via HTTP or FTP, accessLocation MUST be a uniformResour cel dentifier. Where the timestamping services are
available via electronic mail, accessLocation MUST be an rfc822Name. Where timestamping services are available using TCP/IP, the dNSName or iPAddress name forms
may be used.

Common PKI Profile: According to the TSP profile defined in Common PKI Part 4, aHTTP URL SHOULD be used. Other name forms SHOULD NOT be used.
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Table 24: BiometricData

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN [PROC|RFC3739|Co. PKI |TES
1 Bi ometricSyntax ::= SEQJENCE OF BionetricData +- + 325 #2
2 Bi onetricData ::= SEQUENCE {
3 typeX Bi onetricData TypeO Bi onetri cDat a, #7
4 hashAl gori thm Algorithndentifier, ID of the hash algorithm used to hash the biometric image T4
data
5 bi onetri cDataHash ~ OCTET STRING Instead of storing the entire biometric image in the)
certificate, only ahash of that image occurs here.
6 sour ceDat alr i I ASString CPTIONAL } An URL to the entire biometric image may be stored here.
7 TypeOr Bi onetricbData :: = CHO CE {
8 predefi nedBi ometri cType PredefinedBi onetricType, #10
9 bi oret ri cDat al d OBJECT | DENTII FER }
10 PredefinedBi onetri cType ::= I NTEGER { [1]
pi cture(0),
handwri tten-signature(l) }
[1] |[RFC3739]: It is RECOMMENDED that biometric data in this extension is limited to information types suitable for human verification, i.e. where the decision of whether
theinformation is an accurate representation of the subject is naturally performed by a person.

Public Key Certificate Format Common PKI Part 1 — Page 38 of 67



Common PKI Part 1: Certificate And CRL Profiles Version2.0
Table 25: Qualified Certificate Statement
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC3739|Co.PKI [TES
0 i d-gqcs OBJECT IDENTIFIER ::={ id-pkix 11} Al T23#1
1 |CStatenents ::= SEQUENCE OF (BStat ement A non-empty list of statements +- + #2 [1]
3.2.6
2 (SSt at enent :: = SEQUENCE { [1]
3 statenent|d OBJECT | DENTI FI ER,
4 statenent I nfo ANY DEFI NED BY statenent|d CPTI ONAL }
5 i d- gcs- pki xQCSyntax-vl OBJECT IDENTIFIER ::= {id-qcs 1} an OID to be used as statementld and indicating|- +
conformance with the syntax and semantics defined in
[RFC3039]. Refers to type Semanticsl nformation below.
5a |i d-gcs-pkixQCSyntax-v2 OBJECT IDENTIFIER ::= {id-qcs 2} |an OID to be used as statementld and indicating|+- +
conformance with the syntax and semantics defined in
[RFC3739]. Refers to type Semanticsl nformation below.
6  [Semanticsinformation ::= SEQUENCE { Data type to be used in conjunction with [2]
i d-gcs-pkixQCSyntax-v1.
7 senmanticsldentifier OGBJECT I'DENTIFIER CPTIONAL, |SHALL contain an OID defining semantics for attributes and
names in certificate fields.
8 nameRegi strationAut horities NameRegistrationAuthorities Registration authority responsible for registration of #9
PTIONAL } | 5ttributes and names associated with the subject.
9 NanmeRegi strationAuthorities ::= SEQUENCE Sl ZE(1.. MAX) OF |some registerediD of the semantics or of a certificate policy T8
General Nare | o oecur here
10 i d-etsi- gcs OBJECT I DENTIFIER :: = { 040 1862 1 } ETSI ID for qua“ﬂed statements
11 [i d-etsi-qcs-QcConpliance OBJECT IDENTIFIER ::= an OID to be used as statementld and indicating that the |+- + [ETSI-QC] (#10
{id-etsi-qcs 1} eeificate has been issued in accordance with the EU- 5.2.1
directive [ECDIR] as implemented in the country under
which law the issuer CA operates. When inserting this OID,
the statementinfo field is to be omitted.
12 | d-etsi-qcs-QeLimtVal ue OBJECT IDENTIFIER ::= an OID to be used as statementld in conjunction with the [+ |+ [ETSI-QC] |#10
{id-etsi-qcs 2} | ocEyLimitvalue statement below 5.2.2
13 [QEuLimitValue ::= MnetaryVal ue This statement limits the value of transactions, for which the|+- + [ETS-QC] (#14
certificate can be used. 5.2.2
14 [MonetaryVal ue ::= SEQUENCE {
15 currency 1so4217CurrencyCode, ISO 4217 code of the currency
16 amount I NTEGER, limit value = amount * 10%"°""
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17 exponent | NTEGER }
18 [Iso4217CurrencyCode ::= CHO CE {
19 al phabetic PrintableString, + ++
20 numeric I NTEGER( 1. .999) } - ++
21 |id-etsi-qcs-QRetentionPeriod OBJECT IDENTIIFER :: = an OID to be used as statementld in conjunction with the |+- + [ETSI-QC] |#10
{id-etsi-qcs 3} | oRetentionPeriod statement below 5.2.3
22 |QRetentionPeriod ::= I NTEGER CAs or arelevant name registration authority retains external|+- +
information about the owner of qualified certificates. This
information allows identifying the physical person in case of
dispute. This statement indicates how many years after the
expiry date of the certificate such information will be|
retained.
23 [id-etsi-qcs-QSSCD OBJECT IDENTIIFER 12 = _ an OID to be used as statementld and indicating that the CA [+ |+ [ETSI-QC] |#10
{ig-etsi-qcs 4} |\ ouches that the private key associated with the public key 524
in the certificate is stored in an SSCD (Secure Signature
Creation Device) according to Annex Il of [ECDIR]. When
inserting this OID, the statementInfo field is to be omitted.
[1] [Common PKI Profile: Based on the argumentation presented for CertificatePolicies (Table 14.[1]), the extension SHOULD NOT be marked critical. It is the
responsibility of the receiving person, to check the conditionsin critical applications.
[2] |[RFC3739]: At least one of semanticsldentifier and nameRegistrationAuthorities must be present.
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Table 26: OCSPNoCheck

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN [PROC|[RFC2560|Co. PKI |TES

1 i d-ad OBJECT IDENTIFIER ::= { id-pkix 48 } [Arcfor access descriptors RFC5280

2 i d- ad- ocsp OBJECT IDENTIFIER ::= { id-ad 1} RFC5280|#1

3 i d- pki x- ocsp OBJECT IDENTIFIER ::= { id-ad-ocsp } 421 #2

4 i d- pki x- ocsp- nocheck OBJECT | DENTI I FER : : = 42221 |#3

{i d- pki x- ocsp 5}
5 OCSPNoCheck ::= NULL +- + 42221 [1]

[1] [[RFC2560]: OCSP clients need to know how to check that an authorized OCSP responder's certificate has not been revoked. A CA MAY specify that an OCSP client can
trust a responder for the lifetime of the responder's certificate, i.e. the client need no CRL information. The CA does so by including the extension OCSPNoCheck. This
SHOULD be a non-critical extension. The value of the extension should be NULL. CAs issuing such a certificate should realized that a compromise of the responder's key,
is as serious as the compromise of a CA key used to sign CRLSs, at least for the validity period of this certificate. CA's may choose to issue this type of certificate with g
very short lifetime and renew it frequently.

Common PK| Profile: Compliant OCSP responders SHOUL D not use this option, status information on the responder’ s certificate SHOUL D always be available.
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3 Attribute Certificate Format

The format for attribute certificates presented here is compatible to the attribute certificate format v1 as specified in the 1997 X.509 standard
[X.509:1997]. The PKIX attribute certificate profile [RFC3281], based on attribute certificate format v2 of X.509 [X.509:2005], has also been
considered here. The attributes and extensions defined in [RFC3281] are not yet subject of this version of Common PKI.

An attribute certificate may be issued as a separate document or in conjunction with a particular signature key certificate (the base certificate). In the
latter case, the validity of the attribute certificate expires at the end of the validity period of the base certificate at the latest. An attribute certificate
can be issued and revoked independently of the corresponding base certificate.

Table 27: AttributeCertificate

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC3281|CO.PKI |TES
1 AttributeCertificate ::= SEQUENCE { 4.1
2 acinfo AttributeCertificatelnfo, the DER-encoding of this “to be signed” part of the data structure T28
will be signed by the CA
3 si gnatureA gorithm Al gorithm dentifier, an identifier of the signature algorithm used by the CA to sign this T4
certificate
4 si gnat ur eVal ue BIT STRING } the signature of the CA represented as BIT STRING
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Table 28: AttributeCertificatel nfo

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC3281|Co.PKI [TES
1 AttributeCertificatelnfo ::= SEQUENCE { 4.1
2 versi on AttCertVersion CEFAULT v1, Version number of the attribute certificate format #13 [1]
3 subj ect CHO CE { Information identifying the subject of this certificate: [2]
(3]
4 baseCertificatel D [0] EXPLICIT IssuerSerial, |- either asareference to hislher base certificate +- [+ #14
5 subj ect Narre [1] EXPLICIT Ceneral Nanes }, |- or higher name +- ++ T8
6 i ssuer Gener al Nanes, Name of the issuer of this certificate T8 [4]
[5]
7 signature Al gorithnidentifier, an identifier of the signature algorithm used by the CA to sign T4 [6]
this certificate.
8 seri al Number CertificateSerial Number, Serial number of the certificate T24#13 [[7]
9 attrCertValidityPeriod AttCertValidityPeriod, Validity period of the certificate #18 [8]
10 attributes SEQUENCE OF Attribute, alist of certificate attributes that the actual “useful” content of T17 [9]
the attribute certificate
11 i ssuer Uni quel D Uni quel denti fier CPTIONAL, aunique identifier for the issuer, if issuer DName is reused over |-- + T2#17 |[10]
time
12 ext ensi ons Ext ensi ons OPTI ONAL } Extensions ++ ++ T9
13 |AttCertVersion ::= INTEGER { v1(0) } Version number of the attribute certificate format 4.1 [1]
14 |lssuerSerial ::= SEQUENCE { A referenceto a certificate 4.1 [2]
15 i ssuer Cener al Narres, Name of theissuer of the certificate T8
16 seri al CertificateSerial Number, Serial number of the certificate T2.#13
17 i ssuerU D Uni quel dentifier OPTIONAL }  |Unique D of the certificate - + T2.4#17 |[10]
18 |AttCertValidityPeriod ::= SEQUENCE { 4.1 (8]
not Bef or eTi e Gener al i zedTi ne,
not Af t er Ti me CGeneral i zedTi e }
[1] [[RFC3281] enforcesv2(1)
Common PKI Profile: version = v1(0) in this profile because of incompatibilities of the data structureinvl and resp. v2 (see[3] and [5]).
Hence, v2 certificates cannot be processed by client software compliant with previous versions of Common PKI (ISIS-MTT) and therefore only with v1.
[2] [[RFC3281]: In a genera context, the baseCertificatelD option SHOULD be used. The baseCertificateld.issuer field MUST contain exactly one directoryName that is
identical to theissuer DName of the base certificate.
The baseCertificateld.issuer Uniquel D field MUST befilled exactly then, when the issuerUniquel D field of the base certificate is present. In this case unique ID of the base
certificate MUST be assigned to baseCertificatel d.issuer Uniquel D.
When the subjectName option is used, it SHOULD contain only one name. If a base certificate exist, the subject name or, if not present, one subjectAltName of the base
certificate SHOULD be inserted.
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(3]

ATTENTION! Attribute certificate formats vl and v2 differ at this point: v2 contains a‘ holder’ field, the syntax of which is not compatible with that of ‘subject’ inv1.

(4

[RFC3281]: theissuer field MUST contain exactly one directoryName with the DName of the issuer.

Common PKI1 Profile: Besides containing exactly one directoryName element, as required above, issuer MAY include (as the Issuer AltNames extension is not supported
in ACs) further alternative name forms as follows. Compliant CAs MUST publish end entity and CA certificates. It isRECOMMENDED that certificates are downloadabl e
from an LDAP server. The corresponding LDAP-URL, including the DName as described in [RFC4516], MAY then be included in the in the issuer field of the issued
ACs. FTP-and/or HTTP-URL s pointing to the certificate MAY also beincluded, if it isaccessible viaFTP or HTTP, as described in Part 4.

(5]

ATTENTION! Attribute certificate formats v1 andv2 differ at this point: [RFC3281]contains a CHOICE object at this position, the first option of which is compatible with
‘issuer’.

[6]

Content must be the same assignatureAlgorithmin Table 27.3

[7] |[RFC3281]: The same applies as to the serialNumber field of key certificates: the serial number must be a positive integer, not longer than 20 octets ( 1 £ SN < 2°°)
M SB=0 indicates the positive sign! ). Processing components must be able to interpret such long numbers.
The issuer name and the serial number MUST identify aunique certificate.
Common PKI Profile: The uniqueness requirement is extended to all kind of certificates (i.e. for PKCs as well as ACs). The reason for that is to allow the same CA tg
issue PKCs as well as ACs (which is the @ase in current systems) and furthermore to allow the same CRL to contain entries to PKCs as well as to ACs. Note, that
[RFC3281] forbids CAstoissue PKCs and ACs at the same time.

[8] [Common PKI Profile: Both GeneralizedTime fields must be encoded according to the format YYYYMMDDHHMMSSZ.

[9] [Common PKI Profile: The attributes field gives information about the certificate holder. The syntax allows attributes to contain a SET OF values, i.e. be multi-valued. In
the attributes SEQUENCE, each attributeType OID may occur only once. Processing components MUST be able to handle multiple values for all attribute types.
The attributes SEQUENCE MUST contain at least one attribute.

[10] |Common PKI1 Profile: issuerUniquelD is supposed to contain subjectUniquelD of the CA’s certificate. Since Common PKI-compliant CA certificates must not use
uniquel Ds, attribute certificates MUST NOT include issuerUniquel D either.

[11] |[RFC3281]: The extensions field generally gives information about the attribute certificate as opposed to information about the certificate holder.

Common PK| Profile: the same guidelines have been applied while devel oping this specification.
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3.1 Attribute Certificate Attributes
Table 29: An overview of attribute certificate attributes
#  |EXTENSION oID SEMANTICS MULTI- |SUPPORT |REFERENCES No
VALUED |GEN [PROC|RFC Co.PKI |TES
RFC3281 ATTRIBUTES RFC 3281
(NOT YET PART OF COMMON PK1)
1 |[SvceAuthinfo {id-aca 1} This service authentication info identifies the AC holder by {Y - + 441 n.a [1
name to a server or service.
2  |Accessldentity {id-aca 2} Identifies the AC holder to a server or service. Y - + 442 n.a [1]
3 |[Cnargingldentity {id-aca 3} Identifies the AC holder for charging purposes. N - +- 4.4.3 n.a [1]
4  [Goup {id-aca 4} Group membership of the AC holder N -- +  |4.44 n.a [1]
5 |[Role {id-at 72} Role allocation of the AC holder Y - +  |4.45 n.a [1]
6 |Cearance {2 51555} |[Clearanceinformation about the AC holder Y -- +  |4.46 n.a [1]
COMMON PKI (2]
PRIVATE ATTRIBUTES
7  [Procuration {2 i}drcommonpki-at Procuration information Y +- +- n.a T29%
8 |Adnission gi}¢00mm0npki-ai Professional information +- +- n.a T2%
9 Monet aryLim t {id-commonpki-at (M onetary limit for transactions. N -- +- n.a T29%¢ [3]
4} The QcEuMonetaryLimit QC statement MUST be used in new [4]
certificates in place of the extension/attribute MonetaryLimit
since January 1, 2004. For the sake of backward compatibility
with certificates aready in use, components SHOULD support
MonetaryLimit (as well asQcEuLimitValue).
10 Decl arati onOf Maj ority {Si}d-commonpki—at A declaration of majority +- +- n.a. T29d
11 |Restriction é i}dcommonpki-at Some other restriction regarding the usage of this certificate. Y +- +- n.a T2% [3]
12  |Additional I'nformation {id-commonpki-at  |Some other information of non-restrictive nature regarding the|Y +- +- n.a T20f
15} usage of this certificate.
13 |SubjectDirectoryAttributes {2 529 9 Personal identification data. N +- +- n.a T17 [5]
The SubjectDirectoryAttributes syntax is used for this purpose.
14 |[QEuLinitvalue {id-etsi-ocs 2} Instead of including it in a QCStatements extension, a monetary|N +- +- n.a T25#13 [[3]
I d-etsi-qes-QLim tvalue limit MAY be specified in an attribute (not an extension) using [4]
this QC statement syntax

Attribute Certificate Format

Common PKI Part 1 — Page 45 of 67




Common PK1 Part 1: Certificate And CRL Profiles Version2.0

(1]

These extensions are part of [RFC3281].
Common PK 1 Profile: These extensions are NOT YET PART of the current version of Common PKI.

(2

These attributes were originally defined in the optional SigG-Profile of Common PKI. Applications conforming to the Common PKI core specification MAY include them
in attribute certificates.

(3]

Common PKI Profile: Attribute certificates with restrictive content MUST always be included in the signed document.

(4]

Common PK1 Profile: In new certificates, MonetaryLimit MUST be replaced by QcEuLimitValue, defined in [ETSI-QC]. Instead of inserting a QCStatements extension,
CAs MAY choose to specify a monetary limit as an attribute using the QcEuLimitValue syntax and the id-etsi-qcs-QcLimitValue OID. Note that QcEuLimitValue ig
backward compatible with MonetaryLimit. Hence, it sufficient for processing components to implement the QcEuLimitValue structure and use it to process any attributes
with the id-etsi-gcs-QcLimitValue and the id-commonpki-at-monetaryLimit OIDs.

If both QcEuLimitValue and MonetaryLimit occur in the same certificate (as extension or attribute), they MUST assert the same value and currency. A certificate SHOULD|
use only oneform.

(5]

Common PK| Profile: If an AC should contain personal identification data, they MUST beincluded in an AC as an attribute (not as an extension).

Attribute Certificate Format Common PKI Part 1 — Page 46 of 67



Common PKI Part 1: Certificate And CRL Profiles Version2.0
Table 29a: Procuration
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN PROC [RFC Co.PKI |TES
1 i d- commonpki - at - procuration CBJECT IDENTIFIER ::= OID for extension/attribute Procuration n.a T43
_ {i d- commonpki-at 2}
2 ProcurationSyntax ::= SEQUENCE { Attribute to indicate that the certificate holder|+- + n.a [1]
may sign in the name of athird person
3 country [ l] EXPLICIT PrintableStri ng( (SJID-ZHE@Z.\}A?L |nd|CaIeS the Country Whose |a\Ns app|y +- ++
4 typeO‘ Substitution [2] EXPLICI T Direct orySt ri ng type of procuration (eg manager, procuration, +- ++ T6
(SI ZE(1..128)) CPTI ONAL, custody)
5 si gni ngFor [3] EXPLICIT SigningFor } H6
6 Signi ngFor ::= CHO CE { Identification of the represented (substituted)
person via:
7 t hi rdPer son Cener al Nane, either his’her name TS [2]
T7
8 cert Ref I'ssuerSerial } or areference to his/her base certificate. T28#14
The base certificate MUST be a qualified
PKC.

[1] |ComMmON PKI PROFILE: The corresponding ProcurationSyntax contains either the name of the person who is represented (subcomponent thirdPerson) or areference
to hisglher base certificate (in the component signingFor, subcomponent certRef), furthermore the optional components country and typeSubstitution to indicate the
country whose laws apply, and respectively the type of procuration (e.g. manager, procuration, custody).

[2] |CoMMON PKI PROFILE: The GeneralName MUST be of type directoryName and MAY only contain:

stateOr Provincename, localityName, postal Address) and

- RFC3739 attributes, except pseudonym (countryName, commonName, surname, givenName, serialNumber, organizationName, organizationalUnitName,

- SubjectDirectoryName attributes (title, dateOfBirth, placeOfBirth, gender, countryOfCitizenship, countryOfResi dence and NameAtBirth).
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Table 29b: Admission

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NO
GEN PROC |RFC Co.PKI [TES
1 i d- commonpki - at - adni ssi on CBJECT IDENTIFIER ::= OID for extension/attribute Admission n.a T43
{i d- commonpki-at 3}
2 i d- conmonpki - at - nam ngAut horities OBJECT IDENTIFIER :: = na T43
{i d- commonpki-at 11}
3 [Admi ssionSyntax ::= SEQUENCE { Attribute to indicate admissions to certain|+- + n.a
professions
4 adm ssi onAut hority Cener al Nane COPTI ONAL,
5 cont ent sO Adm ssions SEQUENCE OF Adm ssions } [1]
6 Adm ssions ::= SEQUENCE {
7 adm ssionAuthority [0] EXPLICIT General Nare COPTI ONAL, TS
8 nam ngAut hority [1] EXPLIC T Nam ngAuthority OPTI ONAL, #10
9 pr of essi onl nf os SEQUENCE OF Professionlnfo } #14
10 Nam ngAut hority ::= SEQUENCE {
11 nam ngAut horityld OBJECT | DENTI FI ER CPTI ONAL,
12 nam ngAut hori tyUr | I A5String CPTI ONAL,
13 nam ngAut horityText DirectoryString(SlIZE(1..128)) OPTI ONAL} T6
14 |Professionlinfo ::= SEQUENCE {
15 nam ngAut hority [0] EXPLICIT Nam ngAut hority OPTI ONAL, #10
16 prof essi onl t ers SEQUENCE OF DirectoryString T6
(S ZE(1..128)),
17 pr of essi onA Ds SEQUENCE OF OBJECT | DENTI FI ER OPTI ONAL,
18 regi strati onNunber Printabl eString(SIZE(1..128)) OPTI ONAL,
19 addPr of essi onl nfo OCTET STRING OPTI ONAL }
[1] [CoMMON PKI PROFILE: Therelatively complex structure of AdmissionSyntax supports the following concepts and requirements:
- External ingtitutions (e.g. professional associations, chambers, unions, administrative bodies, companies, etc.), which are responsible for granting and verifying
professional admissions, are indicated by means of the data field admissionAuthority. An admission authority is indicated by a GeneralName object. Here an
X.501 directory name (distinguished name) can be indicated in the field directoryName, a URL address can be indicated in the field uniformResourcel dentifier,
and an object identifier can beindicated in the field registeredid.
The names of authorities which are responsible for the administration of title registers are indicated in the data field namingAuthority. The name of the authority
can be identified by an object identifier in the field namingAuthorityld, by means of atext string in the field namingAuthorityText, by means of a URL addressin
the field namingAuthorityUrl, or by a combination of them. For example, the text string can contain the name of the authority, the country and the name of the
title register. The URL-option refers to aweb page which contains lists with ,, officially* registered professions (text and possibly OID) aswell as further
informetion on these professions. Object identifiers for the component namingAuthorityld MAY be grouped under the Ol D-branch id-commonpki-at-
namingAuthoritiesand MAY be applied for by interested authorities.
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See http://www.teletrust.de/fileadmin/files/oid/oid Antrag.pdf for an application form and http://www.tel etrust.de/index.php?id=524 for an overview of

registered naming authorities.

However a naming authority is NOT REQUIRED to register under the OID id-commonpki-at-namingAuthorities in order to define profession OIDs.

By means of the data type Professioninfo certain professions, specializations, disciplines, fields of activity, etc. are identified. A profession is represented by one

or more text strings, resp. profession OIDs in the fields professionitems and professionOIDs and by a registration number in the field registrationNumber. An

indication in text form MUST always be present, whereas the other indications are optional. The component addProfessioninfo MAY contain additional

application-specific information in DER-encoded form.
By means of different namingAuthority-OIDs or profession OIDs hierarchies of professions, specializations, disciplines, fields of activity, etc. can be expressed as
illustrated as a possible example in the figure below. The issuing admission authority SHOULD always be indicated (field admissionAuthority), whenever a
registration number is presented. Still, information on admissions MAY be given without indicating an admission or a naming authority by the exclusive use of the
component professionltems. In this case the certification authority is responsible for the verification of the admission information.

i d-commonpki- at-namingAuthorities

| T~

OID of the authority for OID of the authority for
.Law, Economy, Taxes *“ other area of application

N

OID of the profession OID of the profession
Lawyer “ ,Tax Adviser “

This attribute is single-valued. Still, several adnissions can be captured in the sequence structure of the component contentsOfAdmissions of AdmissionSyntax or in
the component professionlnfosof Admissions.

The component admissionAuthority of AdmissionSyntax serves as default value for the component admissionAuthority of Admissions Within the latter component the
default value can be overwritten, in case that another authority is responsible.

The component namingAuthority of Admissions serves as a default value for the component namingAuthority of Professioninfo. Within the latter component the
default value can be overwritten, in case that another naming authority needs to be recorded.

The length of the string objects is limited to 128 characters. It is RECOMMENDED to indicate a namingAuthorityURL in dl issued attribute certificates. If &
namingAuthorityURL is indicated, the field professionitems of Professioninfo SHOULD contain only registered titles. If the field professionOIDs exists, it has to
contain the OIDs of the professions listed in professionltems in the same order. In general, the field professioninfos SHOULD contain only one entry, unless the

Attribute Certificate Format Common PKI Part 1 — Page 49 of 67



Common PK1 Part 1: Certificate And CRL Profiles Version2.0

|admissions that are to be listed are logically connected (e.g. they have been issued under the same admission number). |

Attribute Certificate Format Common PKI Part 1 — Page 50 of 67



Common PKI Part 1: Certificate And CRL Profiles Version2.0
Table 29c: MonetaryL imit
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN PROC [RFC Co.PKI [TES
1 i d- comonpki - at- monetaryLimt OBJECT | DENTIFIER ::= OID for extension/attribute MonetaryLimit na T43
{i d- commonpki - at 4}
2  |MonetaryLimtSyntax ::= SEQUENCE { Indicates a monetary limit within which the [+- ++ n.a
certificate holder is authorized to act.
(This value DOES NOT express a limit on the
liability of the certification authority).
3 currency PrintableString (SIZE(3)), 1SO code
4 amount I NTEGER, value = amounts 107"
5 exponent | NTEGER }
Table 29d: DeclarationOfMajority
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NO
GEN [PROC |RFC |CO.PKI |TES
1 i d- commonpki - at - decl arationCf Maj ority OBJECT I DENTIFIER ::= |QID for extension/attrib. DeclarationOfMajority na T43
{i d- cormonpki - at 5}
2 Decl arationCOf Mgj oritySyntax ::= CHO CE { +- ++ n.a.
3 not Younger Then  [0] I MPLICI T | NTEGER, indicates aminimum age [1]
4 full AgeAt Country [1] IMPLICIT SEQUENCE { indicates the majority of the owner with respect
to the laws of a specific country
5 full Age BOOLEAN DEAULT TRUE, majority age reached in that country
6 country PrintableString (Sl ZE(2)) } ISO code of that country
7 dateCBirth [2] IMPLICIT GeneralizedTine } date of birth of the certificate owner [1]
[1] [CoMMON PKI PROFILE: In the field notYounger Than any age can be specified. In the coding of dateOfBirth the format YYYY MMDDO000000Z has to be applied.
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Table 29e: Restriction
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN PROC [RFC Co.PKI |TES
1 i d- Cor’manki -at-restriction OBJECT IDENTIFIER :: = OolID for extension/attrib. Restriction n.a T43
{i d- commonpki-at 8}
2 |RestrictionSyntax ::= DirectoryString (SIZE(1..1024)) Text indicating some other restriction regarding|+- ++ n.a P1.T6
the usage of this certificate.
Table 29f: Additionall nformation
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN [PrROC |RFC |CO.PKI |TES
1 i d- comonpki - at - addi tional I nformation OBJECT IDENTIFIER :: = |OID for extension/attrib. Additional Information n.a T43
_ i {i d- commonpki - at 15}
2 Addi tional I nformationSyntax ::= _ Text indicating some other information (of non-|+- ++ n.a P1.T6a
DirectoryString (SIZE(1..2048)) | eqrictive nature) regarding the usage of this
certificate.
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3.2 Attribute Certificate Extensions

Table 30: An overview of attribute certificate extensions

# EXTENSION OID SEMANTICS CRITI [SUPPORT REFERENCES NoO
CAL |GEN |PrROC|RFC3281|CoO.PKI |TES

X.509 BASIC EXTENSIONS

1 |AuthorityKeyldentifier {2 529 35} [An ID identifying the public key (thus possibly several certificates)|-- |+ 433 T11 1]
corresponding to the signing private key of theissuing CA. gRaF)C SF)QFC
2 |CertificatePolicies {2529 32} [Indicates the policy under which the certificate has been issued and|+ [+ [++ [na Ti4 1
the purposes for which it isto be used.
3 |ORDistributionPoints {2529 31} [Identifieshow CRL information to this certificate can be obtained. |- +HA++ [+ 435 T22 1
(RFC |dir/ind.
na) |CRL
(RFC

+)

RFC5280 PRIVATE EXTENSIO NS

4 |AuthoritylnfoAccess {id-pe 1} Access to online validation service and/or policy information of the|-- +- + 434 T23 [1]
CA issuing this certificate.
RFC3739 QC PRIVATE EXTENSIONS
5 |CStatenents {id-pe 3} A statement to indicate that the certificate is a Qualified Certificate in|- +- + n.a T25 [1]
accordance with a particular legal system.
RFC3281 AC PRIVATE EXTENSIONS
6 |Auditldentity {id-pe 4} A server/service administrator uses this ID to track the behavior of an|(RFC |- - 431 n.a [2]
AC holder, without getting hisidentity. ++)
7 |Targets {2 5 29 55} [Name of aservers/services, the AC isintended for. gRa'L:f - - 4.3.2 n.a [2]
8 |NoRevAvail {2 5 29 56} ||ndicatesthat no revocation information will be available for the AC (R)FC - - 4.3.6 n.a [2]

[1] |[RFC3281]: Not al of these extensions are part of [RFC3281]. AuthorityKeyldentifier, CRLDistributionPointsand Authorityl nfoAccess are supported in order “to assist the
AC verifier in checking the signature of the AC.”

Common PKI1 Profile: Besides AuthorityKeyldentifier, CRLDistributionPoints and AuthoritylnfoAccess, the extensions CertificatePolicies and QCStatements are
supported in this profile. These extensions allow the path validation procedure (see Part 5) to handle ACs in the same way as PKCs. The same criticality and support
requirements as well as comments apply for these extensions asin PKCs. Refer to the corresponding tables!

[2] |Common PKI Profile: At the moment, these RFC3281lextensionsare not yet part of this specification.
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4 CRL Format

Table 31: CertificateList (CRL)

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC5280|Co.PKI [TES
1 CertificateList ::= SEQUENCE { 5.1.1
2 thsCertList TBSCert Li st, the DER-encoding of this “to be signed” part of the data structure 51.11 |T32
will be signed by the CA
3 signatureA gorithm Al gorithmdentifier, an identifier of the signature algorithm used by the CA to sign this 5112 |T4
CRL
4 si gnat ur eVal ue BI T STRING } the signature of the CA represented as BIT STRING 5113
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Table 32: TBSCertList

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No

TES
GEN |PROC|RFC5280[CoO. PKI

1 TBSCert Li st ::= SEQUENCE {

2 version Ver si on OPTI ONAL, V ersion number of the CRL format ++ [+ [5.1.21 [T2#12  ([1]
(8]

3 signature Algorithmdentifier, an identifier of the signature algorithm used by the CA to sign this 5122 |T4 [2]

CRL.

4 i ssuer Narre, DName of theissuer of this CRL 5123 |T5 [3]

5 thi sUpdat e Ti ne, Date and time when this CRL was issued 5.1.24 |T3 [4]

6 next Updat e Time OPTIONAL, Date and time when the next CRL will be issued ++ |+ [5.1.25 |T3 [4]

(5]
(8]

7 revokedCertificates SEQUENCE OF SEQUENCE { List of revoked certificates, the “useful” content of the CRL +- ++ |5.1.2.6 [6]

8 userCertificate CertificateSerial Nunber, |Serial number of the revoked certificate 5.1.2.6

9 revocationbate Tine, Date and time at which the certificate was revoked 5126 |T3 [4]

10 crl EntryExt ensi ons Ext ensi ons OPTI CNAL A non-empty list of extensions describing the revoked cert. 5.3 T37 [7]

11 } OPTI ONAL,

12 crl Extensi ons [0] EXPLICGT Extensions A non-empty list of CRL extensions ++ |+ |52 T33

OPTI ONAL }

[1] [[RFC5280]: version MUST be v2(1), if any extensions present in crlEntryExtensions or in crlExtensions Since RFC5280 enforces the presence of extension CRLNumber,
thisis always the case.

Common PK|1 Profile: conforming to RFC5280,0only v2(1) CRLs MUST be issued.

[2] |Content must be the same assignatureAlgorithmin Table 31.3.

[3] [[RFC5280]: The same constraints apply asfor the issuer field of key certificates. See Table 2.[4]

[4] |[RFC5280]: The same constraints apply asfor the validity field of key certificates. See Table 3.[1]

The revocation date SHOULD NOT precede the issue date of earlier certificates.

[5] [[RFC5280]: The optional field nextUpdate MUST be included in all CRLs. It indicates the date by which the next CRL will be issued. For technical reasons (it takes some
time to create the CRL), the next CRL MAY be issued before the indicated date, but MUST NOT beissued any later. CAs should issue CRLs with anextUpdate time equal
to or later than all previous CRLS.

[6] [Thisoptional field may be omitted, if there are no revoked certificates

[7] [[RFC5280]: If aCRLcontains acritical CRL entry extension that the application cannot process, then the application MUST NOT use that CRL to determine the

status of any certificates. However, applications may ignore unrecognized non-critical CRL entry extensions.

(8]

[RFC5280]: When CRLs are issued, the CRLs MUST be version 2 CRLSs, include the date by which the next CRL will be issued in the nextUpdate fidd, include
the CRLnumber extension, and include the AuthorityKeyldentifier extension.
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4.1 CRL Extensions

Table 33: An overview of CRL extensions

# |EXTENSION oID SEMANTICS CRITI | SUPPORT REFERENCES No
CAL |GEN PROC |RFC5280|Co. PKI |TES
“DIRECT"/
INDIR.CRL
X.509 BASIC EXTENSIONS
1 |AuthorityKeyldentifier {2529 35} |An ID identifying the public key (thus possibly several certs)-- +H[++ + 521 T11 [1]
corresponding to the signing private key of theissuing CA. gR;)C (2]
2 I'ssuer Al t Nares {2 5 29 18} |Alternative technical names of theissuing CA: - -/ +- + 522 Ti6#2 |[2]
email, DNS name, IP address, URI (RF)C
n.a
3 [CRLNumber {2 5 29 20} [Number of the CRL - ++/++ ++ |5.2.3 T34
4 Del t aCRLI ndi cat or {2 5 29 27} |Indicates that the CRL is a delta-CRL, i.e. contains only entries of[++  [+-/+- ++ [5.24 T35
the current complete CRL that are not present in a previous
complete CRL, the base CRL .
5 I'ssui ngDi stributionPoi nt {2 5 29 28} |Indicates whether the CRL covers revocations for end entity|++  [+/++ + 5.2.5 T36
certificates only, for CA certificates only or for a limited set of
reason codes and whether it isan indirect CRL.
6 Freshest CRL {2 5 29 46} |This extension (ak.a. DeltaCRLDistributionPoint) identifies how|-- +-/+- + 5.2.6 T36a
delta CRL information is obtained.
7  |AuthoritylnfoAccess {id-pe 1} |Access to online validation service and/or policy information of the|-- +-[+- + 5.2.7 T36b

CA issuing this CRL.

(1

Common PKI Profile: The crlSign-Flag in the KeyUsage extension MUST be set in all CA- or end-entity certificates, that correspond to CRL-signing keys. Issuers of
indirect CRLs typically posses an end-entity certificate.

(2]

Common PKI Profile: Asreadily described in T22.[2], there are two types of CRLSs:

1) “direct” CRL: the CA that issued the certificate issues the corresponding CRLs too. This situation can be recognized by relying software if the following conditions
apply:

a. if the CRLDistributionPoints extension is missing from the certificate or
b. itispresent, but the cRLIssuer field is missing.

2) indirect CRL: the CRLs are signed with a key different from the key of the CA. This situation can be recognized by relying software if the CRLDistributionPoints|
extension is present in the certificate and the cRLIssuer field holds a DName (different from the subject of the CA certificate). Additionally, indirect CRLs MUST
include an I ssuingDistributionPoint extension withindirectCRL flag set to true.

So that relying software can locate the certificate of the issuer of an indirect CRL, AuthorityKeyldentifier MUST and Issuer AltNames MAY be included in indirect CRLSs.
The Issuer AltNames extension MAY contain the LDAP-URL of the node that holds the CRL-signer’ s certificate.
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Table 34: CRLNumber

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN [PROC|RFC5280|Co.PKI |TES

1 i d- ce- cRLNunber OBJECT IDENTIFIER ::= { id-ce 20 } |QOID to be used in conjunction with extension CRLNumber 5.2.3

2 CRLNurber ::= I NTEGER (0. . NAX) Syntax of extension CRLNumber 5.2.3 [1]

(1

[RFC5280]: CRLs MUST be assigned numbers of a monotonically increasing sequence. This extension allows easily determining whether a particular CRL supersedes

another one.

[Common PK1 PROFILE]: [RFC5280] does not constrain the value or the length of thisfield. Similarly to CertificateSerialNumber, a maximal length of 20 octets will be

defined here, i.e. 0£ CRLNumber < 2'*° (MSB=0 indicates the positive sign! ). Processing components MUST be able to work with such long numbers.

Table 35: DeltaCRL Indicator

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co. PKI [TES
1  |id-ce-deltaCRindicator OBJECT IDENTIFIER ::= Indicates that the CRL is a delta-CRL, i.e. contains only entries of 5.2.4
{ id-ce 27} line current complete CRL that are not present in a previous
conplete CRL, the base CRL. Using a complete CRL and all
subsequent delta-CRLs, the relying component is able to
continuously maintain a local instance of subseguent complete
CRLs.
2  |BaseCRLNunber ::= CRLNunber Syntax of extension DeltaCRLIndicator 5.2.4 T3442 |[1]
[1] |[RFC5280]: The CRL issuer MAY also generate delta CRLs. A delta CRL only lists those certificates, within its scope, whose revocation status has changed since the
issuance of a referenced complete CRL. The referenced complete CRL is referred to as a base CRL. The scope of adelta CRL MUST be the same as the base CRL that it
references. Conforming applications are not required to support processing of delta CRLS.
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Table 36: IssuingDistributionPoint
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co. PKI [TES
1 i d-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= 525
{ id-ce 28 }
2 I'ssuingDi stributionPoint ::= SEQUENCE { Syntax of extension IssuingDistributionPoint. Indicates 525 [1]
whether the CRL covers revocations for end entity
certificates only, for CA certificates only or for a limited
set of reason codes.
di stributi onPoi nt [0] EXPLICIT DistributionPointName  ||f the CRL is stored in an X.500 directory, it will be T22.42 |[[2]
PTIONAL, I gtored under the entry indicated by this field and which [3]
may be different from the directory entry of CA signing
the CRL.
onl yCont ai nsUserCerts [1] I MPLICI T BOOLEAN CEFAULT FALSE, |Setif CRL contains only end entity certificates
onlyContai nsCACerts [2] IMPLICI T BOOLEAN DEFAULT FALSE, |Setif CRL contains only end CA certificates
onl ySoneReasons [3] IMPLICIT ReasonFlags OPTIONAL, |CAsmay use thisflag to partition their CRL according to T22.49
the reason of revocation, e.g. on the basis of compromise
or routine revocation.
indirect CRL [4] IMPLICGT BOCLEAN CEFAULT FALSE, |Indicates that the CRL is an indirect one, i.e. the CRL
issuer is not the same entity as the issuer of (some of) the
certificateslisted in the CRL.
onlyContai nsAttributeCerts Indicates that the CRL only contains revoked attribute
[5] IMPLICIT BOOLEAN DEFAULT FALSE } | oificates.
[1] [[RFC5280]: It is the decision of the CA whether it issues delta-CRLs. When a CA issues a delta-CRL, it MUST also issue a corresponding complete CRL (the current
complete CRL). The delta-CRL and the complete CRL MUST have the same CRLNumber.
[2] [CHOICE objects are always EXPLICITly tagged, independent of the default tagging modus.
[3] [[RFC5280]: If an URL isgiven, it MUST point to the most current CRL issued by this CA. The URL schemesftp, http [RFC1738] [RFC3986], mailto [RFC2368] and |dap
[RFCA516] are defined for this purpose. The URI MUST be an absol ute, not relative, pathname and MUST specify the host.
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Table 36a: FreshestCRL

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES NO
GEN |PROC|RFC5280(CO. PKI |TES

1 |FreshestCRL o= SEQUENCE SIZE (1. M0 O @ @ onpoi This extension (ak.a DeltaCRLDigtributionPoint) identified+ [+  [5.26  [T22#2 |[1]
CRLD stributionPoi nt how delta CRL information is obtained.

[1] [[RFC5280]: Thisextension MUST NOT appear in delta CRLSs.
The same syntax isused for this extension and the cRLDistributionPoints extension. The same conventions apply to both extensions.
Each distribution point name provides the location at which adelta CRL for this complete CRL can be found.

Table 36b: Authorityl nfoAccess

#  |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN [PROC|RFC5280|Co.PKI |TES
1 Aut horityl nfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF Indicates how to access information and services for the|+- + 5.2.7 T23#4
AccessDescri ption subject of the certificate.
2 i d- ad- cal ssuers OBEJCT IDENTIFIER ::= {id-ad 2} An OID for the case, when the referenced information|++ [+ 4221 |T23#8 |[1]
lists CAs that have issued certificates for the ssuer of
thisCRL.

[1] [[RFC5280]: When present in a CRL, this extension MUST include at least one AccessDescription specifying id-ad-cal ssuers as the accessMethod.
Theid-ad-calssuers OID is used when the information available lists certificates that can be used to verify the signature on the CRL
Access method types other than id-ad-cal ssuers MUST NOT be included.
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4.2 CRL Entry Extensions

Table 37: An overview of CRL entry extensions

#  |EXTENSION OoID SEMANTICS CRITI | SUPPORT REFERENCES No
CAL |GEN PROC |RFC5280|CO. PKI |TES
“DIRECT"/
INDIR.CRL
BASIC EXTENSIONS
1  |ReasonCode {2 5 29 21} |Reason for the certificate revocation - +- +- 53.1 T38 [1]
2  |HoldInstructionCode {2 529 23} | A registered instruction identifier indicating the action to be taken|-- -- - [RFC  |T39 [3]
when the certificate that has been placed on hold. 3280]
53.2
3 [InvalidityDate {2 5 29 24} |Indicates the date on which it is known or suspected that the|-- +- +- 53.2 T40 [1

private key became compromised or the certificate otherwise
became invalid.

4  |Certificatelssuer {2 529 29} |Used in indirect CRLs to indicate the issuer of the revoked|++ |-/++ ++ |53.3 T41 [2]
certificate, if it is different from the issuer of the CRL.

[1] [[RFC5280]: Conforming CA’s SHOULD include these extensions if such information is available.

[2] [[RFC5280]: Indirect CRLs MUST include the Certificatel ssuer extension in CRL entries. “Direct” CRLs SHOULD NOT include this extension.

[3] [TheHoldInstructionCode extension is no longer supported in [RFC5280].
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Table 38: ReasonCode

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC5280|Co. PKI [TES
1 i d- ce- cRLReasons OBJECT I DENTIFIER :: = { id-ce 21 } OID of the ReasonCode extension 5.3.1
2 CRLReason ::= ENUMERATED { Reason for the certificate revocation 53.1 [1
unspeci fi ed (0),
keyConpr oni se (1),
cAConpr om se (2),
affiliati onChanged (3),
super seded (4),
cessati onO Operation (5),
certificateHold (6),
r emoveFr onmORL (8),
privil egeW t hdr awn (9),
aAConpr om se (10) }
[1] [[RFC5280]: CAs are strongly encouraged to include meaningful reason codes. However, if no such information is available, the ReasonCode extension SHOULD be
absent, instead of giving the code unspecified(0).
Common PKI Profile: If during the revocation of a certificate a key compromise cannot be excluded with sufficient probability, the CA SHALL set the reason code to
keyCompromise (resp.cACompromise or aACompromise), so that the reason code unspecified or an absent reason code can be treated as “unknown, but key compromise
can be excluded with sufficient probability”.
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Table 39: Holdl nstructionCode

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC3280|Co.PKI [TES

1 |id-ce-holdinstructionCode OBJECT IDENTIFIER ::= {idce 23} OID of the HoldInstructionCode extension | -- - 5.3.2 [2]
2 |Holdinstruction ::= OBJECT | DDENTIFI ER Syntax of the HoldinstructionCods 5.3.2

extension
3 hol dl nstructi on OBJECT IDENTIFIER ::= {1 2 840 10040 2 }
4 i d- hol dI nstruction-none OBJECT IDENTIFIER ::= {holdInstruction 1} |No action specified. - - [1]
5 i d- hol di nstruction-callissuer OBJECT IDENTIFIER ::= {holdinstruction 2} |Conforming applications MUST call the-- -

issuer or reject the certificate.
6 i d- hol di nstruction-reject OBJECT I DENTIFIER ::= {holdlnstruction 3} Conforming applications MUST reject the|-- -

certificate.
[1] [[RFC3280]: The extension MUST be absent from the CRL rather than indicating the id-holdInstruction-none code, which is semantically the same.
[2] [TheHoldlnstructionCode extension isno longer specified in [RFC5280].
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Table 40: InvalidityDate

# |ASN.1DEFINITION SEMANTICS SUPPORT __[REFERENCES No
GEN_|PROC|RFC5280|Co. PKI [TES

1 id-ce-invalidityDate OBJECT IDENTIFIER ::= { id-ce 24} OID of the InvalidityDate extension 53.2 2]

2 |[InvalidityDate ::= CeneralizedTime Syntax of the InvalidityDate extension 53.2 [1]

[1] [[RFC5280]: The same constraints apply asfor the validity field of PKCs. See Table 3.[1]

[2] [[RFC5280]: This extension providesthe date on which it is known or suspected that the private key was compromised or that the certificate otherwise became invalid.
This date may be earlier than the revocation date in the CRL entry, which is the date at which the CA processed the revocation.

Table41: Certificatel ssuer

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN PROC |RFC5280|Co. PKI |TES
“DIRECT"/
INDIR.CRL
1 i d-ce-certificatelssuer OBJECT IDENTIFIER ::= { id-ce 29 } OID of the Certificatel ssuer extension 53.3
2 Certificatelssuer ::= General Nanes Syntax of the Certificatel ssuer 533 T8 [1]
extension
[1] |[RFC5280]: If this extension is not present on the first entry of an indirect CRL, the certificate issuer defaults to the CRL issuer. If this extension is not present in a
subsequent entry, the certificate issuer defaultsto the issuer of the preceding entry. Practically, an indirect CRL SHOULD be sorted according to the issuers of the entries.
Common PKI Profile: the GeneralNames value MUST contain exactly one directoryName item with the subject DName in the certificate of the issuing CA.
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5 Cross Certificates

A CA may issue a cross certificate for another CA to allow users of certificates subordinate to the other CA to verify certificates subordinate to the
issuing CA. Accordingly, the cross certificate will be stored in the directory entry of the other CA. The directory attribute that stores one or more
cross certificates is called crossCertificatePair and uses the syntax CertificatePair specified in Table 42 below. Note that directory attribute
crossCertificatePair may have several values, e.g. severa certificate pairs.

Table42: Cross Certificate Pair

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN |PrROC|X.509:05(Co.PKI |TES
1 CertificatePair ::= SEQUENCE { +- ++ Chap. [1]
11.2.3
2 i ssuedToThisCA  [0] EXPLICIT Certificate OPTI ONAL, ++ ++ T1
3 i ssuedByThi sCA [1] EXPLICIT Certificate OPTIONAL } +- + T1

(1

[X.509:2005]: The issuedToThisCA elements of the crossCertificatePair attribute of a CA's directory entry SHALL store all, except self-issued certificates issued to thig
CA. Optionally, the issuedByThisCA elements of the crossCertificatePair attribute, of a CA's directory entry MAY contain a subset of certificates issued by this CA to
other CAs.

When both the issuedToThisCA and the issuedByThisCA elements are present in a single attribute value, issuer name in one certificate shall match the subject name in the
other and vice versa, and the subject public key in one certificate shall be capable of verifying the digital signature on the other certificate and vice versa.

When a issuedByThisCA element is present, the issuedToThisCA element value and the issuedByThisCA element value need not be stored in the same attribute value; in
other words, they can be stored in either a single attribute value or two attribute values.

Theterm forward was used in previous editions for issuedToThisCA and theterm reverse was used in previous editions for i ssuedByThisCA.

In the case of V3 certificates, none of the above CA certificates shall include a BasicConstraints extension with the cA value set to FALSE.

Common PKI Profile: Theissuer and respectively subject DNames MUST be identical, in order to allow client components to use simple matching rulesin chain building

(exact match).
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6 Common PKI Object Identifiers

The following table lists ASN.1 object identifiers introduced in the Common PKI Specification. The id-commonpki branch of the OID tree was
previously known under the name id-isismtt and before that under the name id-sigi, the name but not the meaning has been changed in this version.

Table 43: Common PK1 Object Identifiers

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC |RFC Co.PKI |TES

1 i d- cormonpki OBJECT IDENTIFIER ::= {1 3 36 8 } +- +- n.a

2 i d- cormonpki - cp OBJECT | DENTI FI ER :: = {id-conmonpki 1} Branch for certificate policies +- +- n.a

3 i d- commonpki - at OBJECT | DENTI FI ER :: = {id-conmonpki 3} Branch for  attributes  and|+- +- n.a
extensions

4 i d- cormonpki - at - cer t Hash OBJECT I DENTIFI ER :: = {id-commonpki -at 13} |OID of an OCSP extension +- +- n.a P4.T15

5 i d- cormonpki - at- nameAt Birt h OBJECT | DENTI FI ER :: = {id-commonpki -at 14} |OID of a DName attribute +- +- n.a PLT7

6 i d- commonpki - at - procur ati on OBJECT I DENTI FI ER :: = {id-conmonpki -at 2} +- + n.a P1.T29a

7 i d- conmonpki - at - adm ssi on OBJECT I DENTIFIER :: = {id-comonpki -at 3} +- + na P1.T29%

8 i d- commonpki - at - nonet aryLi m t OBJECT | DENTI FI ER :: = {id-conmonpki -at 4} +- + n.a. P1.T29¢c

9 i d- commonpki - at - decl arati onOf Maj ority OBJECT | DENTI FIER ::= {id-comonpki -at 5} +- + n.a P1.T29d

10 |[i d-commonpki-at-restriction OBJECT IDENTIFIER :: = {id-comonpki -at 8} +- + na P1.T29%

11 |i d- conmonpki - at - nam ngAut hori ti es CBJECT IDENTIFIER ::= {id-comonpki -at 11} [granch for registering naming|+- +- n.a P1.T29 |[1]
authorities of Admission attributes [2]

12 |i d- conmonpki - at - addi tional I nformati on OBJECT | DENTI FI ER :: = {id-comonpki -at 15} +- + na P1.T29f

See http://www.teletrust.de/fileadmin/files/oid/oid_Antrag.pdf for an application form and http://www.tel etrust.de/index.php?id=524 for an overview of registered naming

authorities.

At the time of thiswriting, profession OIDs for the German health care system are defined in the OID sub tree under (12 276 0 76 4), see

http://www.dimdi.de/dynamic/de/ehealth/oid/verzeichnis.html .

Attribute Certificate Format
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1 Preface

This part of the Common PKI specification addresses online communication between PKI
components. It defines a profile for Common PKI components that is mainly based on the
Internet document “Certificate Management Messages over CMS (CMC)” [RFC5272],
[RFC5273] and [RFC5274], and on the following standards:

“Cryptographic Message Syntax” [RFC3852],

“Internet X.509 Certificate Request Message Format” [RFC 4211],
“PKCS#10: Certification Request Syntax” [RFC2314]*,
“PKCSHT: Cryptographic Message Syntax” [RFC2315], and
“SIMIME Version 3.1 Message Specification” [RFC3851].

CMC defines two variants of PKI management protocols. These are called:
simple enrollment protocol, and

full enrollment protocol.

The current version of this part of the Common PKI specification does only consider
conformance requirements for the smple enroliment protocol that MUST be supported by
compliant Common PK1 end entities (EES) and certification authorities (CAS).

Items of the referenced standards that are not explicitly mentioned in this specification
SHALL be treated in the same way as specified in the referenced base standards.

Conformance requirements that Common PKI compliant components MUST satisfy, are
specified in the following chapter.

1 Although [RFC2314] was obsoleted by [RFC2986], CMC [RFC5272] still references the
older [RFC2314].
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2 Simple Enrollment Protocol

The simple enrollment protocol is composed of a ssimple enrollment request sent from the EE
to the CA, and a simple enrollment response returned from the CA to the EE.

The related data objects that are exchanged are a PK CS#10 [RFC2314] certification request
data object, and a PKCS#7 [RFC2315] certification response (degenerated signedData CM S
[RFC3852]) data object.

2.1 Protocol Elements

2.1.1 PKCS#10 Certification Request Data Object

The type for the PKCSH#10 certification request is defined by the ASN.1 type
CertificationRequest, which is a sequence of the fields, listed in Table 1.

2.1.2 PKCS#7 Certification Response Data Object

The PKCSH7 certification response is a CMS data object, whose general syntax is defined by
the ASN.1 type Contentlnfo with the content type signed-data, and whose encapContent and
signerinfos fields MUST be absent. The field certificates SHALL contain all certificates of
the certification path.

The type for signed-data is defined by the ASN.1 type SgnedData, whichis a sequence of the
fields listed in Table 2.
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Table 1. Fields of CertificationRequest
FIELDS REFERENCES CoOMMON PKI SUPPORT NOTES
# NAME SEMANTICS DOCUMENT | CHAPTER | STATUS | TABLE |GEN PROC [ VALUES
1 |certificationReguest! | DER encoded certification RFC 2314 6.2 ++ ++EE | ++CA
nfo request information to be RFC5272 |3.3.1
signed
1.1 |version Version number RFC 2314| 6.1 ++ ++EE | ++CA | v1(0)
1.2 | subject DName of EE RFC 2314| 6.1 ++ ++EE | ++CA (1]
1.3 | subjectPublicKeylnfo | Information about the public || RFC 2314 | 6.1 ++ ++EE | ++CA (2]
key being certified
1.4 | attributes Set of attributes providing RFC 2314| 6.1 +- +EE | ++CA [5]
additional information about | RFC 527213.3.1
the subject of the certificate
1.4 | ExtensionReq Attribute that allowsto RFC 5272|3.3.1 +- +-EE | ++CA | OID: 1.2.840.113549.1.9.14 | [3]
A incorporate one or more
standard X.509v3 extensions
within the PK CS#10 request
2 |signatureAlgorithm | ldentifier of the signature RFC 2314| 6.2 ++ ++EE | ++CA [4]
algorithm used by the EE to
sign this request
3 |signature Signature of the EE calculated | RFC 2314 | 6.2 ++ ++EE | ++CA
over certificationRequestinfo,
and represented asBIT
STRING

Simple Enrollment Protocol
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(1

(2
(3]

(4
(5]

For permitted distinguished names in subject refer to P1.T2.#7 (Certificate and CRL Profiles) of this Common PKI specification.
[RFC5272]: Thisfield MAY contain the value NULL, but MUST be present.

Common PKI Profile: This field MUST be present with a valid NON-NULL value. CAs that receive a CertificationRequest with a NULL subject name SHALL
reject the request, and no response MAY be returned.

For further requirements concerning subjectPublicKeylnfo refer to P1.T2.#14 (Certificate and CRL Profiles) of this Common PKI specification.

The OID id-ExtensionReq identifies this attribute: For permitted extension in the ExtensionReq attribute refer to P1.T10 (Certificate and CRL Profiles) of this Common
PKI specification.

For permitted algorithm identifiers refer to Part 6 (Cryptographic Algorithms) of this Common PKI specification.

According to the syntax defined in [RFC2314] and [RFC5272], the generating application MUST encode an empty SET element, if no attributes are included in the
request.

Common PKI Profile: The processing application SHOULD be prepared that the whole attributes element might be omitted by faulty generating applicationsif no
attributes are included in the request.
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Table 2: Fields of ContentInfo for Certification Responses

FIELDS REFERENCES COMMON PKI| SUPPORT NOTES
# NAME SEMANTICS DOCUMENT | CHAPTER [ STATUS | TABLE GEN PROC VALUES
1 |contentType Indication of the type of content || RFC 38523 ++ ++CA | ++EE | OID: 1.2.840.113549.1.7.2 |[1]
RFC 2315 |7
2 | content Content of signed-data RFC 3852|5.1 ++ ++CA | ++EE
RFC2315 (9.1
2.1 | version Version number of CMS syntax || RFC 3852 5.1 ++ +CA |++EE |1 [2]
RFC2315 |9.1
2.2 | digestAlgorithms | Collection (including zero) of | RFC 3852 (5.1 ++ ++CA | ++EE [3]
message digest algorithm RFC2315 (9.1
identifiers
2.3 | encapContentInfo | Datato be protected RFC 3852(5.2 (4]
contentlnfo RFC2315 |9.1
RFC5272 |43 ~CA | —EE
2.4 | certificates Collection of certificates RFC 3852 (5.1 -+ +CA | +EE (5]
RFC2315 |9.1
25 [crls Collection of CRLs RFC 3852|5.1 -+ -+CA | -+EE
RFC2315 (9.1
2.6 | signerinfos Collection of per-signer RFC 3852 5.1 (4]
information RFC2315 (9.1
RFC5272 4.3 - ~CA | -EE

Simple Enrollment Protocol
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[1] TheOID id-signedData identifies signed-data.
[2] Compliant components SHALL aways use the value 1, since nortinterpreted binary data shall be protected.

[3] For permitted hash agorithm identifiers refer to P6.S2.1 (Cryptographic Algorithms) of this Common PKI specification.
[4] Thisfield MUST be absent.

[5] Compliant components SHOULD include all certificates of the certification path(s) of the signer(s) required by the recipient.
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2.2 PKI Messages

2.2.1 PKCS#10 Messages

Compliant EE components MUST support the generation of plain PKCS#10 messages, to be
sent to the related CAs.

Compliant CA components MUST support the processing of plain PKCS#10 messages
received from EEs.

2.2.2 PKCS#7 Messages

Compliant CA components MUST support the generation of PKCS#7 messages, to be sent to
the related EEs.

Compliant EE components MUST support the processing of PKCS#7 messages received from
CAs.

2.3 Transport

2.3.1 Transport Mechanisms

Compliant components MAY implement any of the transport mechanisms defined in
[RFC5273].

2.3.2 Simple Enrollment Requests

Compliant EE components MUST support the MIME message type application/pkcs10 for
transporting the PKCS#10 certification request objects to the related CAs. The parameter
filename with the file extension “.p10” MUST be included either in the Content-Type, or in
the Content-Disposition MIME header line.

Compliant CA components MUST support the processing of MIME messages of the type
application/pkeslO, received from EEs.

2.3.3 Simple Enrollment Responses

Compliant CA components MUST support the message type application/pkcs7-mime
together with the smimetype parameter set to the value certsonly for transporting
certificates in certification responses.

The related CM S object to be inserted into the resulting application/pkcs7-mime MIME ertity
MUST be of the CMS content type signed-data ( see Table 2) whose encapContent and
signerinfos fields MUST be absent. The field certificates MUST contain all certificates of the
certification path. The parameter filename with the file extension “.p7c” SHALL be included
either in the Content-Type, or in the Content-Disposition MIME header line.

Compliant EE components MUST support the processing of certsonly MIME messages,
received from EEs.

Simple Enrollment Protocol Common PKI Part 2 — Page 11 of 14
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Annexes

Annex A: ASN.1 Definitions

This annex contains a list of ASN.1 definitions in alphabetic order that have been used in this
part of the Common PKI specification.

Attribute ::= SEQUENCE {
attr Type OBJECT | DENTI FI ER,
attrVal ues SET OF AttributeVval ue }
Attributes ::= SET OF Attribute
AttributeVval ue :: =ANY
CertificateChoices ::= CHO CE {
certificate Certificate,
extendedCertificate [0] IMPLICIT ExtendedCertificate,
V1AttrCert [1] IMPLICIT AttributeCertificateVl,
V2AttrCert [2] IMPLICIT AttributeCertificateVz,
ot her [3] IMPLICIT OtherCertificateFormat }
CertificateRevocationLists ::= SET OF CertificatelList
CertificateSet ::= SET OF CertificateChoices
CertificationRequest ::= SEQUENCE ({
certificati onRequestlinfo CertificationRequestlnfo,
si gnat ur eAl gorithm Si gnat ureAl gorithm dentifier,
signature Si gnat ur e}
CertificationRequestinfo ::= SEQUENCE {
version Ver si on,
subj ect Nane,
subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o,
attributes [0] IMPLICIT Attri butes}
CMsVersion ::= I NTEGER {v0(0), v1(1), v2(2), v3(3), v4(4)}
Contentinfo ::= SEQUENCE {
cont ent Type Cont ent Type,
cont ent [0] EXPLICIT ANY DEFI NED BY content Type }
Content Type ::= OBJECT | DENTI FI ER

Di gest Al gorithm dentifier

SET OF Algorithmdentifier

Di gest Al gorithm dentifiers:: SET OF DigestAlgorithmdentifier

Encapsul atedContentI nfo ::= SEQUENCE ({
eCont ent Type Cont ent Type,
eCont ent [0] EXPLICIT OCTET STRI NG OPTI ONAL }

i d- Ext ensi onReq OBJECT | DENTIFIER :: =
{iso(1) nenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) 14}

i d-si gnedDat a OBJECT | DENTIFIER :: =
{iso(1) nenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 2 }

Signature ::= BI' T STRI NG

SignatureAlgorithmdentifier ::= Algorithmdentifier
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Si gnatureVal ue ::= OCTET STRI NG
Si gnedData :: = SEQUENCE ({
ver si on CMSVer si on,

di gest Al gori t hns Di gest Al gorithm dentifiers,
encapCont ent I nf o Encapsul at edCont ent | nf o,

certificates [0] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICIT CertificateRevocationLists OPTI ONAL,
si gner | nf os Si gnerlnfos }

Version ::= | NTEGER

Annex B: Abbreviations

ASN.1 abstract syntax notation one
CA certification authority
CMC certificate management messages over CMS

CMS cryptographic message syntax

CRL certificate revocation list

DER distinguished encoding rules

EE end entity

ISIS industrial signature interoperability specification
MIME multipurpose internet mail extension

MTT Mail TrusT

PKI public key infrastructure

SIMIME SecureMIME
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1 Preface

This part of the Common PKI specification addresses message formats to be used during the
exchange of data between PKI components. It defines a profile for Common PKI message
formats that is mainly based on the Internet documents for SSMIME [RFC 3851], MIME
[RFC 2045, RFC 2046], and CMS [RFC 3851].

Items of the referenced standards that are not explicitly nentioned in this specification shall
be treated in the same way as specified in the referenced base standards.

This document contains the following chapters:

Chapter 2 contains requirements for message formats based on SSMIME.

Chapter 3 lists data structures to be used in SMIME messages.

Chapter 4 specifies requirements for file formats for signature and encryption.
Annex A provides the CMS ASN.1 definitions in alphabetic order.

References chapter lists the standards on which this part of Common PKI is based.
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2 Message Types Based on S/IMIME

S/MIME messages allow combining MIME bodies and protected message parts, the latter
being constructed accordingly to CMS. Several different MIME types and CM S objects MAY
be used in an SMIME message.

S/MIME supports a variety of message types. Arbitrary MIME messages or parts of a MIME
message can be secured by means of digital signatures and encryption. This process can be
iterated allowing any level of nesting.

Compliant components SHALL support the Common PKI profile for SMIME, which is
specified in the following sections.

2.1 S/MIME Message Types

Message types are identified by a MIME header field. The type of each MIME message is
defined by its Content-Type field and an optional set of parameters. The Content-Type
consists of a media type and a subtype that specify the particular format. [RFC 2045, RFC
2046]. So far the media types

text for textual messages,
image for audio data,
video for video data,

application for al other kinds of data, as for example non-interpreted binary data,
multipart for multiple different data types, and

message for encapsulated messages have been defined by MIME. The last two being
designed for composed messages.

CMS objects consist of a content type and the content, which contains the data Compliant
components SHALL support the content types signed-data and enveloped-data that indicate
that the message is protected either by digital signature or by encryption.

S/MIME specifies several message types for encrypted and signed messages. The minimum
requirement for compliant components is the support of the following two SMIME message

types:
application/pkcs7-mime for encrypted and signed messages, and

multipart/signed together with application/pkcs7-signature for signed messages with
separate data and control information in two body parts.

For the sake of interoperability with existing SMIME products, compliant components MAY
aternatively use the older (experimental) message type application/x-pkcs7-mime and
application/x-pkcs7-signature  in place of  application/pkcs7-mime  respectively
application/pkes7-signature and SHOULD accept these older message types.

Common PKI1 Profile: For interoperability backward compatibility with older SSMIME
applications, header protection through the use of the message/rfc822 MIME type as
described in [RFC 3851] chapter 3.1 SHOULD NOT be used by sending applications. Since
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however applying header protection increases security, it is not entirely forbidden.

2.1.1 Message Type for Enveloped Data

Compliant components SHALL support the message type application/pkcs7-mime  together
with the smimetype parameter set to the value enveloped-data for protecting the
confidentiality of any kind of MIME messages.

Compliant components SHALL support the transformations including preparation of MIME
entity for encryption, canonicalization, encryption, encoding and composition as specified in
SMIME [RFC 3851, chapter 3].

The canonicalization transformation step can be omitted, if the data are already in a format
that can be uniquely interpreted by the recipient. Compliant components SHALL perform the
canonicalization step for those content types for which a unique presentation independent of
the platform or the environment does not exist. Thisis for example required for text data.

The transfer encoding step can be omitted, if an 8 bit-transparent transportation medium is
used, or if SIMIME is used for purposes other than Internet-Mail. Compliant components
SHALL perform the transfer encoding step if the message shall aways be transported via
Internet-Mail.

The related CM S object to be inserted into the resulting application/pkcs7-mime MIME ertity
SHALL be of the CMS content type enveloped-data ( see 3.3).

2.1.2 Message Type for Signed Data

Compliant components SHALL support the message type application/pkcs7-mime  together
with the smime-type parameter set to the value signed-data for protecting the authentication
and integrity of arbitrary non clear-signing data. The protected object can be any MIME

message.

Compliant components SHALL support the transformations including preparation of MIME
entity for signing, canonicalization, signature creation, encoding and composition as specified
in [RFC 3851, chapter 3].

The canonicalization transformation step can be omitted, if the data are already in a brmat
that can be uniquely interpreted by the recipient. Compliant components SHALL perform the
canonicalization step for those content types for which a unique presentation independent of
the platform or the environment does not exist. Thisis for example required for text data.

The transfer encoding step can be omitted, if an 8 hit-transparent transportation medium is
used or if SMIME is used for purposes other then Internet-Mail. Compliant components
SHALL perform the transfer encoding step if the message shall always be transported via
Internet-Mail. Transfer encoding, if used, has to comprise the complete message, including
the header fields.

The related CM S object to be inserted into the resulting application/pkcs7- mime MIME ertity
SHALL be of the CM S content type signed-data ( see 3.2).
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2.1.3 Message Type for Certificates-Only Messages

Compliant components SHALL support the message type application/pkcs7-mime  together
with the smimetype parameter set to the value certsonly for transporting certificates in
certification responses.

The related CM S object to be inserted into the resulting application/pkcs7- mime MIME ertity
SHALL be of the CMS content type signed-data ( see 3.2) whose encapContent and
signerinfos fields must be absent. The field certificates ( see 3.2) SHALL at least contain the
signer's certificate, and MAY contain al certificates of the certification path.

NOTE

Compliant components SHALL support the MIME message type application/pkcsl0 for
transporting the corresponding PK CS#10 objects in certification requests.

2.1.4 Message Type for Signed Data With Multipart Encoding

Compliant components SHALL support the message type multipart/signed for protecting the
authentication and integrity of arbitrary clear-signing data when multipart encoding gplies.
The protected object can be any MIME message.

Compliant components SHALL support the transformations including preparation of MIME
entity for signing, canonicalization, signature creation, encoding and composition as specified
in [RFC 3851, chapter 3].

The canonicalization transformation step can be omitted, if the data are already in a format
that can be uniquely interpreted by the recipient. Compliant components SHALL perform the
canonicalization step for those content types for which a unique presentation independent of
the platform or the environment does not exist. Thisis for example required for text data.

The transfer encoding step can be omitted, if an 8 hit-transparent transportation medium is
used or if SMIME is used for purposes other than Internet-Mail. Compliant components
SHALL perform the transfer encoding step if the message shall always be transported via
Internet-Mail. Transfer encoding, if used, has to comprise the complete message, including
the header fields.

The MIME entity to be signed has to be inserted into the first part of the multipart/signed
message. The second part of the multipart/signed message SHALL contain a MIME entity of
type application/pkcs7-signature which in turn is a CMS object of type SgnedData (see 3.2)
with absent  encapContentlnfo.eContent field.

2.1.5 Message Type for Compressed-Only Messages

Common PKI Profile: Compressed-only SMIME messages are not considered by the
Common PKI specification.
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2.2 S/IMIME Message Transformations

Compliant components SHALL support the MIME transformations defined in [RFC 3851,
chapter 3] that are required to create an SIMIME message with the following exception during
the preparation of MIME objects.

Common PKI does not recommend to perform the transfer encoding independent of the
transportation medium in order to avoid any unnecessary expansion of data, and to reduce the
number of decoding steps required to determine the message type of a received message with
multiple encoding. Instead, it is recommended to omit the encoding step, if it is not required.

Compliant components that perform transfer encoding SHALL indicate the used transfer
encoding \ariant (identity, "quoted-printable”, or "base64") in the MIME header Content-
Transfer-Encoding.

Compliant components SHALL use the following MIME header lines for the transformation
composition, during which CM S objects are inserted into the MIME message:

M I M E HEADER LINES FOR ENCRYPTED OR SIGNED OBJECTS

Content-Type including the parameter name,
Content-Transfer-Encoding, if applicable, and

Content-Disposition including the parameter filename with the file extension ".p7m" for
enveloped-data and signed-data CM S objects. The extension ".p7c". SHALL be used for
certs-only messages (and ".p10" for PKCS#10 objects).

M |M EHEADER LINESFOR MULTIPART SIGNED OBJECTS

Content-Type including the parameters protocol, micalg (shal, sha256, sha384, sha512,
md5 or unknown), and boundary,

Content-Transfer-Encoding, if applicable, and

Content-Disposition including the parameter f i | enane with the file extension ".p7s" for
signed-data CM S objects with absent encapContentlnfo.eContent field.
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3 Data Structures in S/IMIME Messages

3.1 Summary of Conformance Requirements

Compliant components SHALL support the data structures signed-data and enveloped-data as defined in CMS [RFC3852] including all related
substructures.

DATA STRUCTURE SIGNED-DATA

Within the data structure signed-data compliant components SHALL support the attributes mandated by CMS, and the attribute signing-time also
defined by CMS. The signing-time attribute can be contained either in the signedAttrs or unsignedAttrs fields.

The signing-time attribute SHALL be used with the aternative GeneralizedTime.

The support of further attributes is recommended.
DATA STRUCTURE ENVELOPED-DATA

Within the data structure envel oped-data compliant components SHALL use the version field with the value O.
Compliant components SHALL NOT use the optional originatorinfo field.

Compliant components SHALL NOT use the alternative structure KeyTransRecipientinfo for asymmetric key management in the recipientlnfos
fidd.

Compliant components SHALL use the version field within KeyTransRecipientlnfo with the value 0.
Compliant components SHALL use the alternative I ssuer AndSerialNumber for the rid field within KeyTransRecipientInfo.
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3.1 General CMS Syntax

The genera syntax of cryptographic messages is defined by the ASN.1 type Contentlnfo, which is a sequence of the fields listed in the following
table

Table 1: Fields of Contentlnfo

FIELDS REFERENCES COMMON FKI
# NAME SEMANTICS DOCUMENT [ CHAP. | STATUS | TABLE SUPPORT NOTES
GEN | PROC [VALUES
1 | contentType Object identifier for the type of the | [RFC 3 ++ ++ |[++ |OID: [1]
associated and protected object 3852] 1.2.840.113549.1.7.1 [2]
OID: [3, 4]
1.2.840.113549.1.7.2
OID:
1.2.840.113549.1.7.3
2 | content associated and protected object [RFC 3 ++ Table2 [[++ |++ SgnedData
3852 Table6 [++ |++ |EnvelopedData

[1] This OID identifies the id-data content type

[2] ThisOID identifies CMS objects of the type SgnedData.

[3] ThisOID identifies CMS objects of the type Envel opedData.

[4] CMS defines further content types for CM S objects that are not considered in Common PKI.
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3.2 Signed-data Content Type
The type for signed-data is defined by the ASN.1 type SgnedData is a sequence of the fields listed in the following table.
Table 2: Fields of SignedData
FIELDS REFERENCES COMMON PKI
# NAME SEMANTICS DOCUMENT | CHAP. | STATUS | TABLE SUPPORT NOTES
GEN | PROC | VALUES
1 |version Version number of CMS syntax [RFC 51 |[++ ++ [ ++ 1 [1]
3852] 2 [5]
3 [2]
4 [5]
2 | digestAlgorithms | Collection (including zero) of [RFC 51 |++ ++ | ++ [3]
message digest algorithm identifiers || 3852]
3 | encap- Data to be protected [RFC 51 [++ Table [++ |++
ContentInfo 3852] 3
4 | certificates Collection of certificates [RFC 51 [+ +- [+ [4]
3852]
5 |crls Collection of CRLs or other [RFC 51 |+ +- | +- [6]
revocation status information 3852]
6 |signerinfos Collection of per-signer information || [RFC 51 |++ Table | ++ |[++
3852] 4

[1] Compliant components SHALL always use the value 1, if noninterpreted binary data shall be protected.

[2] Compliant components SHALL always use the value 3, if data with assigned format identifiers shall be protected.

[3] For permitted hash algorithm identifiers refer to P6.T1 (One-Way Hash Functions) of this Common PKI specification.
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[4] Compliant components SHALL at least contain the signer's certificate, and, should include all certificates of the certification path(s) of the
signer(s) required by the recipient.
Common PKI1 Profile: Only public key certificates and attribute certificates of version v1 according to Common PKI Part 1 SHALL be
included.

[5] Theseversions are currently not considered in Common PKI.

[6) Common PKI Profile: Only CRLs according to Common PKI Part 1 SHOULD be included. Optionally, OCSP responses according to
Common PKI Part 4 MAY be included. Other types of revocation status information MAY not be included.

The type for the encapContentinfo field is defined by the ASN.1 type EncapsulatedContentinfo, which is a sequence of the fields, listed in the
following table.

Table 3: Fields of EncapsulatedContentl nfo

FIELDS REFERENCES COMMON PKI
# NAME SEMANTICS DOCUMENT [ CHAP. | STATUS | TABLE SUPPORT NOTES
GEN | PROC | VALUES
1 | eContentType Object identifier for the type of the | [RFC 52 |++ ++ |++ |OID: [1]
associated and protected content 3852] 1.2.840.113549.1.7.1
2 | eContent Associated and protected content | [RFC 52 |[+- - |+ [2]
3852] ++ | ++ [3]

[1] Compliant components SHALL support the value for id-data, which indicates that the signature is related to non-interpreted binary data. The
support for other values is optional.

[2] Compliant components SHALL omit the eContent field if exterral signatures have to be constructed for SMIME message types
multipart/signed.

[3] Compliant components SHALL use the eContent field if signatures have to be constructed for SMIME message types with smime-
type=signed-data.
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The type for the signerinfos set is defined by the ASN.1 type Signerinfo, which is a sequence of the fields, listed in the following table.
Table 4: Fields of Signerinfo
FIELDS REFERENCES COMMON PKI
# NAME SEMANTICS DOCUMENT CHAP. | STATUS | TABLE SUPPORT NOTES
GEN | PROC | VALUES

1 |version Version number of syntax [RFC 3857 |53 |++ ++ |++ |1 [1]

2 |sd Identification of the signers [RFC3852] |53 |++ ++ | ++ [2]
certificate

3 | digestAlgorithm Identification of the signers [RFC 3852 (53 |++ ++ | ++ [3]
hash algorithm

4 | signedAttrs Collection of signed attributes || [RFC 3852] (5.3 | +- Table ||+ |[++ [4]

5 |+ [5]

5 |signatureAlgorithm | ldentification of the signers [RFC3852] (53 |[++ ++ | ++ [6]
signature algorithm

6 |signature Digital signature of thesigner | [RFC 3852 |53 |++ ++ | ++

7 | unsignedAttrs Collection of unsigned [RFC3852] (53 |+- Table5 [+ |++ [7]
attributes

[1] Compliant components SHALL use the value 1, since the issuer AndSerial Number alternative shall be used for the sid field.

[2] Compliant components SHALL always use the issuer AndSerial Number alternative.

[3] Thevaue provided inthisfield SHALL be contained in the SgnedData.digestAlgorithmsfield (see T2.#2). For permitted hash agorithm

identifiers refer to P6.T1 (One-Way Hash Functions) of this Common PKI specification.

[4] Compliant components MAY include signed attributes in the signedAttrs field if the eContent field is id-data.

[5] Compliant components SHALL include signed attributes in the signedAttrs field if the eContent field is not id-data or if attributes as for
example signing-time shall be linked to the signature.

[6] Compliant components SHALL support the signature algorithms as specified in part 6 of the Common PK specification.

[7] Compliant components MAY include unsigned attributes.

Data Structuresin SMIME Messages
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Signed and unsigned attributes are of the ASN.1 type SET OF Attribute The type Attribute itself is a sequence of the attr Type and attrValues fields
that identify an attribute and respectively contain the set of attribute values. The minimum set of signed attributes that compliant components
SHALL support is listed in the following table. This table also provides alist of unsigned attributes that compliant components MAY support.

Table5: Signed and Unsigned Attributes

ATTRIBUTES REFERENCES COMMON PKI

# NAME SEMANTICS DOCUMENT | CHAP. | STATUS | TABLE SUPPORT NOTES
OID GEN | PROC | VALUES

1 | content-type OID for the type of the [RFC 11.1 |++ ++ | ++ OID that identifies the [1]
id-contentType Contentlnfo value being 3852] type of the data to be
{128401135491 9 3} signed in signed-data signed

2 | message-digest Hash value of the [RFC 11.2 |++ ++ |++ |Hashvaue OCTET [1]
id-messageDigest encapContentlnfo.eContent || 3852] STRING
{12840113549 1 9 4} ‘éjt‘;e being signed in signed-

3 |dgning-time Time at which the signer [RFC 11.3 |+ +- [++ | Signingtime [2], [3]
id-signingTime clams to have performed the || 3852]
(128401135491 95) |S9NNYGProcess

4 | otherSgCert Sequence of certificate [CADES] [5.7.3. |- - +- [2], [5]
id-aa-ets-otherSgCert | identifiers starting with the 3
{12840 113549 1 9 16 certificate of the signer
2 19}

5 | certificateRefs Referencesto thefull set of | [CAdES] [6.2.1 |+- +- |+ [4]
id-aa-ets-certificateRefs EA CefstiegCat&zl t'rc]iat have

een used to validate an

{lef}MO 11354919 16 electronic signature.

Data Structuresin SMIME Messages
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6 |revocationRefs Referencesto the full set of | [CAdES] [6.2.2 |+- +- | +- [4]
id-aa-ets-revocationRefs | CRL or OCSP responses that

have been used in the
{2123}840 11354919 16 validation of the signer and

CA certificatesin an
electronic signature.

7 | escTimeStamp Timestamp of the hash of the | [CAJES] |6.3.5 |+- +- |+ [4]
id-aa-etsescTimeStamp | € ectronic signature and the

{12 840 113549 1 9 16 | COMPIete validation data

2 25}

8 | signingCertificate Sequence of certificate [RFC 54 |+ - +- TheissuerSerial fieldof  [[2], [5]
id-aa-signingCertificate |identifiers starting with the || 2634] the ESSCertI D within
{1284011354919 16 | certificate of the signer SgningCertificateMUST
2.12} not be empty.

9 | signingCertificateV2 Sequence of certificate [RFC 3 +- +- |+ [5]
id-aa- identifiers starting with the || 5035]
signingCertificatev2 certificate of the signer
{128401135491916
247}

[1] Compliant components SHALL support this signed attribute if the optional signedAttrs field is used.

[2] If present, this optional attribute MUST be a signed attribute.

[3] [RFC 2630]: Dates between 1 January 1950 and 31 December 2049 (inclusive) MUST be encoded as UTCTime. Any dates with year values
before 1950 or after 2049 MUST be encoded as GeneralizedTime
Common PKI1 Profile: Compliant components SHOULD also accept dates between 1 January 1950 and 31 December 2049 encoded as
GeneralizedTime for backwards compatibility with Mail TrusT v2.

[4 Common PKI Profile: Compliant components MAY include this unsigned attribute. For the purpose of providing complete validation data, it
Is RECOMMENDED that compliant components use this unsigned attribute.
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(3]

The other SgCert attribute provides the same functionality as the signingCertificate attribute defined by [RFC 2634, 5.4] with the exception

that otherSgCert can be used with hashing algorithms other than SHA- 1.

The new signingCertificateV2 attribute introduced in [RFC5035] does also address the issues of hash functions other than SHA-1 and is
intended to replace both the old [RFC2634] signingCertificate attribute and the original [ CAdES] other SgCert attribute.

3.3 Enveloped-data Content Type

The type for enveloped-data is defined by the ASN.1 type EnvelopedData is a sequence of the fields listed in the following table.

Table 6: Fields of EnvelopedData

FIELDS REFERENCES COMMON PKI
# NAME SEMANTICS DOCUMENT | CHAP. | STATUS | TABLE SUPPORT NOTES
GEN | PROC | VALUES
1 |version Version number of syntax [RFC 6.1 |++ ++ | ++ 0 [1]
3852]
2 | originatorInfo Signer information including [RFC 6.1 |+- I [1]
certificates and CRLs 3852]
3 |recipientinfos Collection of per-recipient [RFC 6.1 |++ Table [++ |++
information 3852] 7
4 | encryptedContentl | Encrypted data [RFC 6.1 |[++ Table |++ |++
nfo 3852] 9
5 |unprotectedAttrs | Collection of non-encrypted [RFC 6.1 [+ - |- [1]
attributes 3852]

[1]

Compliant components SHALL always use the value O, which implies that the fields originatorInfo and unprotectedAttrs MUST be absent,

and that al of the Recipientlnfo structures are of version 0.

Data Structuresin SMIME Messages
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The type for the recipientinfos set is defined by the ASN.1 type Recipientinfo, which is a choice of the alternatives, listed in the following table.

These alterratives are used to support three different key management techniques.

Table 7: Alternatives of Recipientl nfo

ALTERNATIVES REFERENCES COMMON PKI
# NAME SEMANTICS DOCUMENT | CHAP. | STATUS | TABLE SUPPORT NOTES
GEN PROC | VALUES

1 |ktri per-recipient information using [RFC 6.2.1 |++ Table |[++ |++ [1]
key transport 3852] 8

2 | Kari recipient information using key [RFC 6.2.2 [++ -- -- [1]
agreement 3852]

3 | kekri recipient information using [RFC 6.2.3 |[++ -- -- [1]
previoudly distributed symmetric | 3852]
key-encryption keys

4 | pwri recipient information using a [RFC 6.2.4 |[++ -- -- [1]
password or shared secret value 3852]

5 |ori recipient information for additiona | [RFC 6.2.5 |++ -- - [1]
key management techniques 3852]

[1]

Compliant components shall support the key transport aternative. The other mechanisms are currently not considered in Common PKI.

Data Structuresin SMIME Messages
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The type for ktri is defined by the ASN.1 type KeyTransRecipientlnfo, which is a sequence of the fields, listed in the following table. This structure
shall also be used for the originator as recipient, if the originator himself wants to be able to decrypt the message.

Table 8: Fields of KeyTransRecipientl nfo

FIELDS REFERENCES COMMON PKI
# NAME SEMANTICS DOCUMENT | CHAP. | STATUS | TABLE SUPPORT NOTES
GEN PROC | VALUES
1 |version Version number of syntax [RFC 6.2.1 |++ ++ ++ [0 [1]
3852]
2 |rid Identification of the recipients [RFC 6.2.1 |++ ++ |+t [2]
certificate 3852]
3 | keyEncryptionAlgo | Identification of the key- [RFC 6.2.1 |[++ ++ ++
rithm encryption agorithm 3852]
4 | encryptedKey Encrypted content-encryption key || [RFC 6.2.1 |[++ ++ ++
3852]

[1]

Compliant components SHALL always use the value 0, which implies that the fields originatorInfo and unprotectedAttrs MUST be absent,

and that al of the Recipientlnfo structures are of version 0.

[2]

Compliant components SHALL always use the issuer AndSerial Number alternative, which uniquely identifies the certificate of the recipient.
This certificate SHALL contain the key usage extension with the keyEncipherment bit 2 set. The reason is that only public key encryption

keys shall be used for the encryption of the content-encryption key.

Data Structuresin SMIME Messages
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The type for encryptedContentinfo is defined by the ASN.1 type EncryptedContentinfo, which is a sequence of the fields, listed in the following

table.
Table 9: Fields of EncryptedContentl nfo
FIELDS REFERENCES COMMON PKI
# NAME SEMANTICS DOCUMENT | CHAP | STATUS | TABLE SUPPORT NOTES
TER GEN |PRO |[VALUES
1 |contentType Object identifier for the type of the | [RFC 6.1 |++ ++ |++ |OID: [1]
associated and protected content 3852] 1.2.840.113549.1.7.1

2 | contentEncryption | Identification of the content- [RFC 6.1 |++ ++ ++

Algorithm encryption algorithm 3852]
3 |encryptedContent |Encrypted content-encryption key | [RFC 6.1 [+ ++ ++

3852]

[1] Compliant components SHALL support the value for id-data, if nortinterpreted binary data have been encrypted. The support for other

valuesis OPTIONAL.
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4 File Signature and Encryption

Files stored in an archive or transferred via Internet (using FTP or HTTP) can be encrypted
and/or signed. The format of the encrypted/signed file is based on CMS [RFC 3852].

The following CMS container types MUST be supported by Common PKI-compliant
components:

for encrypted data: enveloped-data
for signed data: signed-data
for signed and then encrypted data: enveloped-datawith signed-data as content

Other content types MAY, but need not by supported by compliant components. Other
content types SHOULD NOT be created by components, if the file is intended for another
user, as it cannot be assumed that the receiver is able to handle those types.

4.1 File Signature

Signed files will be represented by the SgnedData content type. The certificates field of
SgnedData MUST contain the public key certificate of the signer. A reference to this
certificate MUST be included in the signedAttributes of the corresponding Sgnerinfo. It
SHOULD be included using the SgningCertificatev2 attribute, which is defined in [RFC
5035]. The older SgningCertificate attribute form of [RFC 2634] is permitted for backward
compatibility, but SHOULD NOT be used. Additionally, the certsfield SHOULD contain all
certificates in the certificate path up to the certificate of root or top-level CA.

[RFC RFC3852] alows including attribute certificates in the certificate list. For al attribute
certificates, which are intended by the signer to be used for the signature, a reference MUST
be included in the signedAttributes of the corresponding Sgnerinfo using the
SgningCertificate attribute. The issuerSerial field of the ESSCertID within SgningCertificate
MUST not be empty. These informations are intended for the recipient, so that all certificates
required for the verification of the file signature can easily be obtained. Note that certificates
provided in the ‘ certificates field are not part of the signed content and are thus not protected
against substitution attacks.

The signed-data format allows parallel signatures of the file content. This option MUST be
supported by Common PKI-compliant components. In essence, additional signatures on the
content are appended to a list of signatures in the readily available container. All certificates
of the signers are to be collected in the ‘certificates field of SgnedData. The order of
certificates in the list is irrelevant.

The signing-time attribute, specifying the time at which the signer (purportedly) performed
the signing process, MUST always be present in signed-data, so that the reference time for
signature validation can be retrieved from the signed document. Signing-time MUST be a
signed attribute.

The countersignature attribute type specifies one or more signatures on the contents octets of
the DER encoding of the signatureValue field of a Sgnerinfo value in signed-data. Thus, the
counterSgnature attribute type countersigns (signs in serial) another signature. For the
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simplicity of implementations, counter signatures are not necessary to be supported by
compliant components. Hence, the attribute counter Sgnature SHOULD NOT be inserted by
components, if the file is intended for another user, as it cannot be assumed that the receiver
of the countersigned document is able to verify the counter signature. Nevertheless,
components MUST be able to parse the counter Sgnature attribute.

4.2 File Encryption

Three key management techniques are described in CMS to provide for a symmetric content-
encryption key: key transport, key agreement, and previously distributed keys. Common PKI-
compliant components MUST only support the key transport mechanism, as it is appropriate
for the most common PKl-based “store-and-forward” type of communication. Other
mechanisms MAY be supported, but should not be used, if the recipient’s component is not
known to support the used option.

In the key transport mechanism, the symmetric content-encryption key is encrypted using the
recipient's public key. Users, encrypting files on their local computer, can use their own
public key for this purpose. As recipient’s information, including the encrypted symmetric
key, MUST aways be present in the encrypted file, the use of the enveloped-data container
type is indicated (Encrypted-data cannot store such information.).
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Annex A: ASN.1 Definitions

This chapter contains a list of ASN.1 definitions that are used in this part of the Common PKI
specification in alphabetical order.

Attribute ::= SEQUENCE {
attr Type OBJECT | DENTI FI ER,

attrValues SET OF Attri buteVal ue }

AttributeValue ::= ANY

CertificateChoices ::= CHO CE {
certificate Certificate,
extendedCertificate [0] IMPLICI T ExtendedCertificate,
VIAttrCert [1] IMPLICIT AttributeCertificateVl,
V2AttrCert [2] IMPLICIT AttributeCertificateV2,

other [3] IMPLICIT O herCertificateFormt }

CertificateRevocationLists ::= SET OF CertificateList

CertificateSet ::= SET OF CertificateChoices

CvBVersion ::= INTEGER { vO(0), v1(1), v2(2), v3(3), v4(4) }

Cont ent Encrypti onAl gorithm dentifier ::= Algorithm dentifier

Contentlnfo ::= SEQUENCE {
cont ent Type Content Type,

content [0] EXPLICIT ANY DEFI NED BY content Type }

Cont ent Type ::= OBJECT | DENTI FI ER

SET OF Al gorithm dentifier

Di gest Al gorithm dentifier

Digest Algorithm dentifiers::= SET OF DigestAl gorithm dentifier

Encapsul at edContentI nfo ::= SEQUENCE {
eCont ent Type Cont ent Type,
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }

Annex A: ASN.1 Definitions Common PKI Part 3 — Page 23 of 28



Common PKI Part 3: CM S based Message Formats Version2.0

EncryptedContent ::= OCTET STRI NG

EncryptedContentlnfo ::= SEQUENCE {
cont ent Type Content Type,
cont ent Encrypti onAl gorithm Cont ent Encrypti onAl gorithm dentifier,

encryptedContent [0] IMPLICI T EncryptedContent OPTI ONAL }

Encrypt edKey ::= OCTET STRI NG

Envel opedDat a :: = SEQUENCE {
versi on CMSVer si on,
originatorinfo [O] IMPLICIT OiginatorlnfoOPTI ONAL,
reci pi entl nfos Reci pi entlnfos,
encrypt edContent | nfo EncryptedCont entl nfo,

unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTI ONAL
}

i d-content Type OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)

us(840) rsadsi(113549) pkcs(1l) pkcs9(9) 3}

id-data OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 1}

i d-envel opedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)

us(840) rsadsi (113549) pkcs(1) pkecs7(7) 3}

i d-nmessageDi gest OBJECT IDENTIFIER ::= { iso(1l) nmenber-body(2)

us(840) rsadsi (113549) pkcs(1) pkcs9(9) 4 }

i d-signedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 2}

i d-signingTime OBJECT IDENTIFIER ::={ iso(1l) nenber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 5}

Annex A: ASN.1 Definitions Common PKI Part 3 — Page 24 of 28



Common PKI Part 3: CM S based Message Formats Version2.0

| ssuer AndSeri al Nunber ::= SEQUENCE {

i ssuer Nane,

seri al Nunmber CertificateSerial Nunber }

KeyEncryptionAl gorithm dentifier ::= Al gorithmdentifier

KeyTransReci pientInfo ::= SEQUENCE {
ver si on CMSVer si on,
rid Recipientldentifier,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,

encrypt edKey Encrypt edKey}

MessageDi gest ::= OCTET STRI NG

Originatorinfo ::= SEQUENCE ({
certs [0] IMPLICIT CertificateSet OPTI ONAL,

crls [1] IMPLICIT Revocati onl nf oChoi cesOPTI ONAL }

O herCertificateFormat ::= SEQUENCE {
ot her Cert Format OBJECT | DENTI Fl ER,

ot her Cert ANY DEFI NED BY ot her Cert For nat }

O her Revocat i onl nf oFormat :: = SEQUENCE {
ot her Revl nf oFormat OBJECT | DENTI FI ER,

ot her Revl nf o ANY DEFI NED BY ot her Revl nf oFor nat }

Recipientldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber ,

subj ect Keyl dentifier [0] SubjectKeyldentifier}
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Recipientlnfo ::= CHO CE {
ktri KeyTransReci pi entlnfo,
kari [1l] KeyAgreeReci pi entl nfo,
kekri [2] KEKReci pi entlnfo,
pwi [3] PasswordReci pientl nfo,

ori [4] O herRecipientinfo }

Reci pientinfos ::= SET OF Recipientlnfo
Revocati onl nf oChoi ces ::= SET OF Revocati onl nf oChoi ce
Revocati onl nfoChoi ce ::= CHO CE {

crl Certificatelist,

other [1] IMPLICIT O her Revocati onl nf oFor mat }

SignatureAl gorithm dentifier ::= Al gorithmdentifier
Si gnatureVal ue ::= OCTET STRI NG

SignedAttributes ::= SET SIZE (1.. MAX) OF Attribute
Si gnedDat a :: = SEQUENCE {

ver si on CMSVer si on,

digestAlgorithnms DigestAl gorithmdentifiers,
encapCont ent I nf o Encapsul at edCont ent | nf o,
certificates [0] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICI T Revocati onl nf oChoi ces OPTI ONAL,

signerlnfos Signerlnfos}

S

gnerldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber ,

subj ect Keyl dentifier [0] SubjectKeyldentifier}
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Signerinfo ::= SEQUENCE {
ver si on CMSVer si on,
sid Signerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier,
signedAttrs [0] IMPLICIT SignedAttributesOPTI ONAL,
si gnat ureAl gorithm Si gnatureAl gorithmdentifier,
si gnat ure Si gnatureVal ue,

unsi gnedAttrs [1] I MPLICIT UnsignedAttributesOPTI ONAL }

Signerlinfos ::= SET OF Signerlnfo

SigningTine ::= Tine

Subj ect Keyl dentifier ::= OCTET STRI NG

Time ::= CHO CE {
ut cTi me UTCTi ne,

general Time CeneralizedTi ne }

UnprotectedAttributes ::= SET SIZE (1..MAX) OF Attribute

UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute
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1 Preface

Operational protocols are required in a public key infrastructure (PKI) to deliver certificates,
CRLs or certificate status information to certificate using systems, such as mail clients or
Internet Browsers. It is the intention of this Common PKI Specification to select a “ necessary
minimum” of possible repository functions and access methods, which shall be supported by
al Common PKI-compliant repositories and client systems. In this way, interoperability
within the Common PKI community shal be achieved, which allows the automatic
verification of signatures and certificate paths, independently of the client implementation and
respectively of the directory service provider. This Common PKI standard builds on the most
common form of certificate repository, the X.500 directory and on access methods that are
specified in PKIX Internet standards, namely LDAP v3 (Light Weigh Directory Access,
Version 3) and OCSP v1 (Online Certificate Status Protocol). As for the transport of protocol
information between directory and clients, this specification restricts itself to the TCP/IP-
based protocols LDAP (for LDAP-access) and HTTP (for OCSP).

PKIX Standards (RFCs) describe methods for the storage and retrieval of public key
certificates (PKCs) and certificate revocation lists (CRLs) of PKCs. Common PKI provides a
profile for attribute certificates (ACs) too. Since standardization work on attribute certificates
(ACs) has just recently begun at IETF, RFCs does not currently concern how to deal with
ACsand CRLsof ACsin adirectory. Still, there exist a draft paper [ DraftSchema] describing
how to include ACs and CRLs on ACs in an LDAP directory schema. Considering that the
paper is still in the ‘draft’ state, that the syntaxes and attribute types defined there are not yet
supported by off-the-shelf directory servers and that there exists no paper yet on how to deal
with ACs within OCSP, this Common PKI Specification proposes to handle ACs and CRLs
of ACs within the LDAP/OCSP-infrastructure as if they were PKCs and respectively CRLs of
PKCs. Thisis also the approach followed by current system implementations.

A further important service in a PKI is time-stamping. In order to associate a datum (a
message or document) with a particular point in time, a Time Stamp Authority (TSA) needs to
be used. This Trusted Third Party provides a "proof-of-existence” for this particular datum at
an instant in time. This can then be used, for example, to verify that a digital signature was
applied to a message before the corresponding certificate was revoked, thus allowing a
revoked PKC to be used for verifying signatures created prior to the time of revocation. The
TSA can aso be used to indicate the time of submission when a deadline is critical, or to
indicate the time of transaction for entries in a log. For the sake of interoperability, this
document specifies a ime stamp protocol (TSP) to acquire and obtain time stamp from a
server. This specification relies on the PKIX standard [RFC3161] and, in particular, on the
TSP-Profile of ETSI [ETSI-TSP).

As this Common PKI specification is intended to be kept at the necessary minimum, the
transport of certificates and CRLs via email is NOT required to be supported (required by
[MTTv2]), whereas the support of FTP and HTTP for the transport as defined in [RFC2585]
is optional (just asin [MTTv2]). Other novel services, currently being worked out by IETF,
such as Repository Locator Service (to find repository servers of different types and
locations), Open CRL Distribution Point, Simple Certificate Validation Protocol, Delegated
Path Validation (an extension of OCSP) and Data Certification, are similarly not part of this
specification.
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1.1 Compatibility Aspects

This specification is based on IETF documents (RFCs and drafts) and contains basically
profiling information to tailor those standards to the specific needs of the target application
area. Where necessary, this Common PKI specification adds new definitions to those in the
PKIX documents or restricts the usage of available data components in some way. As usua in
the Common PKI Specification, such definitions are aways commented and the
corresponding note is marked with the words * Common PK1 Profile’.

Besides conformance with international standards, backward compatibility with [ISIS] and
[MTTv2] will be provided, so that available systems and information (e.g. certificates, signed
documents) can further be used.

The LDAP protocol (Lightweight Directory Access Protocol) presented here is based on
LDAP v3 [RFC4510] et sqg. Nevertheless, only protocol elements specified in LDAP v2
[RFC1777] are and SHOULD be used in Common PKI-compliant PKI. Specia attertion will
be paid to the handling of attribute certificates (ACs) and revocation lists (CRLS) of ACs, as
these content types are currently being worked out by IETF and are thus not yet part of
standards (RFCs).

The OCSP v1 protocol, which must be supported by all conforming certification authorities,
is defined in [RFC2560] and will be profiled in this Common PKI specification.

When offering or accessing time stamp services, Common PKI—compliant systems MUST
apply the protocol defined in [RFC3161] and profiled in [ETSI-TSP]. Except for hash
algorithm support, ro further profiling information is added by this specification to the profile
of ETSI.
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2 Directory Access via LDAP

The LDAP protocol (Lightweight Directory Access Protocol) presented here is based on
LDAP v3 [RFC4510] et sgq. Basically, only protocol elements specified in LDAP v2
[RFC1777] are and MAY be used in Common PKI-compliant PKI. Nevertheless, Common
PKI-compliant systems MUST employ LDAP v3. The reason for this cecision lies in the
usage of binary attribute types and UTFS8 strings in requests as described below.

Basically, attribute values are stored and retrieved by an LDAP v2 directory in string
representation, described in [RFC1778]. However, the string representation is basically suited
to vl PKCs and vl CRLs and is not appropriate for v3 PKCs and v2 CRLS, since there has
been no string form defined yet for the numerous extension types included in those data
structures.

As areaction to the above encoding problem of some attribute values, LDAP v3 introduces
the binary syntax, which is consistent with the above mentioned way of encoding. By
including the binary option in requests, clients can request the LDAP v3 directory to store or
retrieve attribute values of any type (!) in binary encoded form. According to [RFC4523], this
latter option MUST always be used in requests for storage and requests of certificates and
CRLs. This means that requests on LDAP v2 and respectively on LDAP v3 servers are
different.

This Common PKI specification proposes to handle ACs and CRLs of ACs within the
LDAP/OCSP-infrastructure as if they were PKCs and respectively CRLs of PKCs. This
means that ACs and CRLs on ACs will be stored in their DER-encoded binary representation
in attributes of type userCertificate and respectively certificateRevocationList, just as PKCs
and respectively CRLs of PKCs. Common PKI-compliant clients MUST be prepared to
receive a DER-encoded AttributeCertificate object in place of a Certificate and to properly
process it. There is no difference between the CRL-syntax for PKCs and respectively for ACs,
the syntax CertificateList is employed in both cases.
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Common PKI Profile: Note that handling PKCs and ACs in the same way is a different
approach than that followed in [X.509:2005]. In that document, ACs are forced to be kept
separated from PKCs: ACs and CRLs of ACs are kept in different directory attributes
(attributeDescriptor Certificate, attributeCertificateRevocationList and
attributeAuthorityRevocationList). Furthermore, [X.509:2005] forbids the same CA to issue
the same CRL to keep information about PKCs and ACs at same time. In contrast to that,
Common PKI1 allows CAs to issue PKCs and ACs and to publish corresponding revocation
information in the same CRL. In order to be able to unambiguously identify PKCs and ACs
issued by the same CA, seria numbers MUST be unique among all PKCs and ACs, a further
difference compared to the PKIX scheme.

2.1 The Common PKI LDAP Schema

The nature of this section is purely informative. Its purpose is to provide an example of an
LDAP-Schema, and it does not specify requirements on the implementation of an LDAP-
Schema.

Common PKI conforming directories shall be prepared to store the following data objects:
root certificates
cross certificates
CA certificates
end entity (or user) certificates, including PKCs aswell as ACs
revocation lists (CRLS), that may include entries for PKCs aswell as ACs
delta revocation lists, corresponding to the above complete CRLs

This section illustrates a directory schema, i.e. object classes, attribute types and a Directory
Information Tree (DIT) structure that MAY (but need not) be used to implement a compliant
directory. The following design goals have been followed in the design of the schema:

end entity certificates and CRLs SHOULD be grouped around the entry representing the
issuing CA instance

as far as possible, standard object classes, attribute types and syntaxes SHOULD be used,
defined in RFCs

it MUST be possible, to find a certain certificate using the issuer and subject DNames and
the certificate serial number contained in the certificate.

it MUST be possible to search for certificates of an end entity with the help of partial
information about the end entity, such as name Gurname or commonName), affiliation
(organization, organizational unit), address (postal Address, e.g. in case of private persons
without affiliation).

The exemplary DIT structure is depicted in Figure 1. In the following, we present object
classes and attributes types that MAY be used in the directory entries of the proposed schema.
The formal definitions are given in ASN.1 syntax.

Common PKI1 Profile: Note that the only requirement for a directory to be Common PKI-
compliant is that the directory delivers adequate responses to arelatively small set of requests
that are specified in Section 2.2. This means that conforming schema implementations MAY
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dightly differ from the one described here, according to differences in the “built-in” features
(attribute types and object classes) of a directory product or to some other design criteria.

Entry
'‘COUNTRY"

Entry 'ORGANISATION'
(cert.authority, trust center)

o root certificates
o cross certificates for root certs.
. CRL. delta CRL

Entry 'ORGANIZATIONAL UNIT'
(certificate and/or CRL issuer)

. CA-, DIR-, TSP-certificates
. cross certificate for CA certs.
. CRL, delta CRL

Entry 'COMMON NAME'
(end entity certificate)

one end entity certificate

Figure 1: An exemplary DIT structurefor Common PKI-compliant directories
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Table 1: Attribute Types and Attribute Sets
# |ASN.1 DEFINITION SEMANTICS SUPPORT |REFERENCES No
LDAP RFC TABLE TES
SERVER
STANDARD X.520 DNAME ATTRIBUTES
1 |(25.4.41 NAME name an abstract class used to derive other DNameno RFC4519
EQUALITY caselgnoreMatch attribute types below relevance|2.18
UBSTR caselgnoreSubstringsMatch 1.3.6.1.4.1.1466.115.121.1.15 refers to the
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15) Directory String syntax [RFC4517].
2 |(2543NAME’cn ++ RFC4519
SUP name) 2.2
3 |(2544NAME’sn + RFC4519
SUP name) 2.32
4 |(25.4.42 NAME 'givenName' + RFC4519
SUP name) 212
5 |(2.5.4.5NAME 'serialNumber’ 1.3.6.1.4.1.1466.115.121.1.44 refers to the/++ RFC4519 [1]
EQUALITY caselgnoreMatch Printable String syntax [RFC4517]. 2.21
SUBSTR casel gnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.44 )
6 [(2546NAME’C "countryName' in X.500 ++ RFC4519
SUP name 1.3.6.1.4.1.1466.115.121.1.11 refers to the 2.2
SYNTAX 1.3.6.1.4.1.1466.115.121.1.11 Country String syntax [RFC4517].
SINGLE-VALUE)
7 |(254.7NAME’I "localityName’ in X.500 + RFC4519
SUP name) 2.16
8 [(25.48NAME’st’ "stateOrProvinceName' in X.500 + RFC4519
SUP name) 2.33
9 |[2.5.4.9 NAME ’street’ "streetAddress’ in X.500 + RFC4519
EQUALITY caselgnoreMatch 1.3.6.1.4.1.1466.115.121.1.15 refers to the 234
SUBSTR caselgnoreSubstringsMatch Directory String syntax [RFC4517].
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)
10 |(25.4.10 NAME'© "organizationName’ in X.500 ++ RFC4519
SUP name) 2.19
11 |(2.5.4.11 NAME 'ou’ "organizationalUnitName' in X.500 ++ RFC4519
SUP name) 2.20
12 |(2.5.4.12 NAME 'title +- RFC4519
SUP name) 2.38

Directory Access via LDAP
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13 |( 2.5.4.15 NAME ’businessCategory’ occupation of a person - RFC4519 [2]
EQUALITY caselgnoreMatch 1.3.6.1.4.1.1466.115.121.1.15 refers to the| 21
SUBSTR casel gnoreSubstringsMatch Directory String syntax [RFC4517].
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

14 |(2.5.4.16 NAME 'postalAddress 1.3.6.1.4.1.1466.115.121.1.41 refers to thel+ RFC4519
EQUALITY caselgnoreListMatch Postal Addresssyntax [RFC4517]. 2.23
SUBSTR caselgnorelListSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.41)

15 |(2.5.4.17 NAME ’postal Code’ 1.3.6.1.4.1.1466.115.121.1.15 refers to thel+ RFC4519
EQUALITY caselgnoreMatch Directory String syntax[RFC4517]. 2.24
SUBSTR caselgnoreSubstringsM atch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

16 |(2.5.4.43 NAME ’initials +- RFC4519
SUP name) 2.14

17 |(2.5.4.44 NAME 'generationQualifier’ +- RFC4519
SUP name) 211

18 |2.5.4.46 NAME 'dnQudlifier’ distinguished name qualifier: disambiguating|+- RFC4519
EQUALITY caselgnoreMatch information to be added to a DName, if for 2.
ORDERING caselgnoreOrderingMatch example two DSAs, that are to be merged,
SUBSTR casel gnoreSubstringsMatch contain entries with the same DName
SYNTAX 1.3.6.1.4.1.1466.115.121.1.44 ) 1.3.6.1.4.1.1466.115.121.1.44 refers to the

Printable String syntax [RFC4517].
PKI-SPECIFIC ATTRIBUTES

19 |(2.5.4.36 NAME 'userCertificate’ As required by this attribute type’'s syntax, [++ RFC4523
DESC ' X.509 user certificate’ values of this attribute are requested and 4.1
EQUALITY certificateExactMatch transferred using the attribute description
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 ) "userCertificate;binary".

20 ((2.5.4.37 NAME 'cACertificate As required by this attribute type's syntax, [++ RFC4523
DESC ' X.509 CA certificate’ values of this attribute are requested and 4.2
EQUALITY certificateExactMatch transferred using the attribute description
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8) "cACertificate;binary".

21 ((2.5.4.40 NAME ’crossCertificatePair’ As required by this attribute type’'s syntax, [++ RFC4523
DESC ' X.509 cross certificate pair’ values of this attribute are requested and 4.3

EQUALITY certificatePairExactMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.10)

transferred using the attribute description

" crossCertificatePair;binary".

Directory Access via LDAP

Common PKI Part 4 — Page 11 of 35



Common PKI Part 4: Operational Protocols Version2.0
22 ((2.5.4.38 NAME ’authorityRevocationList’ As required by this attribute type’'s syntax, [++ RFC4523
DESC ' X.509 authority revocation list’ values of this attribute are requested and 45
EQUALITY certificateListExactMatch transferred using the attribute description
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9) "authorityRevocationList;binary".
23 [(2.5.4.39 NAME ’certificateRevocationList’ As required by this attribute type’'s syntax, [++ RFC4523
DESC ' X.509 certificate revocation list’ values of this attribute are requested and 4.4
EQUALITY certificateListExactMatch transferred using the attribute description
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9) " certificateRevocationList;binary"”.
24 ((2.5.4.53 NAME ’'deltaRevocationList’ As required by this attribute type's syntax, |+- RFC4523
DESC ' X.509 delta revocation list’ values of this attribute are requested and 4.6
EQUALITY certificateListExactMatch transferred using the attribute description
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9) "deltaRevocationList;binary".
25 ((0.9.2342.19200300.100.1.25 NAME "dc’ "domainComponent’ in RFC 1274 +- RFC4519
EQUALITY caselgnorel ASMatch 1.3.6.1.4.1.1466.115.121.1.26 refers to the| 24
SUBSTR casel gnorel A5SubstringsMatch IA5 String syntax [RFC4517].
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)
ATTRIBUTE SETSUSED IN OBJECT CLASSDEFINITIONS
26 |PostalAttributeSet ATTRIBUTE ::={ X.521 5.2 [3]
postal Address | postal Code | streetAddress }
27 |LocaleAttributeSet ATTRIBUTE ::={ X.5215.3
localityName | stateOrProvinceName | streetAddress }
28 |OrganizationalAttributeSet ATTRIBUTE ::={ X.521 5.4 [3]

Postal AttributeSet | L ocal eAttributeSet | businessCategory }

[1] |[X520], [RFCA4519]: serial number of adevice

have the same DName

[RFC3739]: this attribute is used to disambiguate subject DNames of qualified certificates, e.g. if a CA would need to issue certificates to different entities, that otherwise

Common PKI1 Profile: The interpretation of this attribute is as in [RFC3039] and refers to the instance (person or organization) represented by the DName, i.e. to the
person, even if the DName indicates an affiliation of the person in form of an organization attribute.

[2] |[X.520]: occupation of some common object, e.g. person or organization
[RFCA4519] 5.16: This attribute describes the kind of business performed by an organization.
Common PKI Profile: the interpretation of this attribute isasin [ X520], i.e. occupation of a person or organization

[3] |Common PKI Profile: These attribute set definitions are not identical with those in X.521. Attributes not listed in this table, being not relevant in this specification, have

been | eft out.
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Table 2: Object Classes

# |ASN.1 DEFINITION SEMANTICS SUPPORT |REFERENCES No
LDAP RFC TABLE TES
SERVER
X.509 OBJECT CLASSES
1 |(2.5.6.0NAME 'top’ ABSTRACT MUST objectClass) abstract classto derive other classes below |no RFC4512
relevance|2.4.1
2 |(2.5.6.2NAMEcountry’ classto define country entriesinthe DIT ++ RFC4519
SUPtop 3.2
STRUCTURAL
MUST ¢
MAY ( searchGuide $
description) )
3 [(2.5.6.4 NAME 'organization’ ++ RFC4519
SUPtop 38
STRUCTURAL
MUST o

MAY ( userPassword $ searchGuide $ seeAlso $
businessCategory $ x121Address $ registeredAddress $
destinationindicator $ preferredDeliveryMethod $
telexNumber $ teletexTerminalIdentifier $
telephoneNumber $ international|SDNNumber $
facsimileTelephoneNumber $ street $ postOfficeBox $
postal Code $ postal Address $ physical DeliveryOfficeName $
st $1 $ description ) )

4 |(2.5.6.5 NAME ’'organizationalUnit’ ++ RFC4519
SUPtop 311
STRUCTURAL
MUST ou

MAY ( businessCategory $ description $ destinationlndicator $
facsimileTelephoneNumber $ international|SDNNumber $ | $
physical DeliveryOfficeName $ postal Address $ postal Code $
postOfficeBox $ preferredDeliveryMethod $
registeredAddress $ searchGuide $ seeAlso $ st $ street $
telephoneNumber $ teletexTerminal ldentifier $
telexNumber $ userPassword $ x121Address) )
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5 [(25.6.6 NAME 'person’

SUPtop

STRUCTURAL

MUST (sn'$
cn)

MAY ( userPassword $
telephoneNumber $
seeAlso $ description) )

++ RFC4519
312

PKIX-SPECIFIC OBJECT CLASSES

6 |[(2.5.6.15 NAME ’'strongAuthenticationUser’
DESC ' X.521 strong authentication user’
SUPtop AUXILIARY

MUST userCertificate)

6or7: RFC4523 [1]
++ 5.5

7 |(25.6.21 NAME 'pkiUser’
DESC ' X.509 PKI User’
SUPtop AUXILIARY
MAY userCertificate)

6or7: RFC4523
++ 51

8 |(2.5.6.16 NAME ’certificationAuthority’
DESC ' X.509 certificate authority’
SUPtop AUXILIARY

MUST ( authorityRevocationList $

certificateRevocationList $ cACertificate)
MAY crossCertificatePair )

8or9: |RFC4523 [2]
++ 5.7

9 [(2.5.6.22 NAME 'pkiCA’

DESC ' X.509 PKI Certificate Authority’

SUP top AUXILIARY

MAY ( cACertificate $ certificateRevocationList $
authorityRevocationList $ crossCertificatePair ) )

8or9: RFC4523
++ 5.2

10 [(1.3.6.1.4.1.1466.344 NAME ' dcObject’
SUPtop

AUXILIARY

MUST dc)

An auxiliary class defined in X.500 style to|+- RFC4519
contain a domainComponent attribute 3.3

COMMON PKI-SPECIFIC OBJECT CLASSES

11 |(2.262.1.10.3.6 NAME ’'pkiUserData

DESC 'joint-iso-ccitt(2) bmpt(262) telekom(1) security(10)
objectClass(3) pkiUserData(6)’

SUPtop AUXILIARY

MAY ( countryName $ serial Number $ givenName $

++
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title $ postal AttributeSet $ organizationName $
organizationalUnitName $ organizationalAttributeSet ) )

)

12 |(2.262.1.10.3.7 NAME 'pkiCaData ++

DESC 'joint-iso-ccitt(2) bmpt(262) telekom(1) security(10)
objectClass(3) pkiCaData(7)’

SUPtop AUXILIARY

MUST commonName

MAY deltaRevocationList)

[1] | [RFC4523]: This object classis deprecated in favor of pkiUser.

[2] |[RFCA4523]: This object classis deprecated in favor of pkiCA.

Table 3: Entries of the Proposed Directory Schema

# |ENTRY NAME |ENTRY STRUCTURE SEMANTICS REFEREN- |NO
CES TES
1 |COUNTRY [Object class: Country Thisentry istheroot entry of the DIT in the proposed schema. | T2.#2

Mandatory attributes: countryName (DName attribute)

2 |ORGANIZAT |Object class: Organization This entry corresponds to a certification authority or a trust | T2.#3,9,11 ([1]
ION Mandatory attributes: organizationName (DName attribute) |center. Each authority MUST be represented by exactly one
Auxiliary object class: pkiCA such entry.

Optional attributes: caCertificate The organizationName DName-attribute MUST contain the
authorityRevocationList organizationName of the authority in the same form as in the
crossCertificatePair issuer field the certificatesit issues.
certificateRevocationList If the authority issues certificates for other CAs, then this

Auxiliary object class:  pkiCAData: entry MAY contain: self-signed root-certificates or CA-
Mandatory attributes: commonName certificates of the authority, an ARL and/or cross certificates
Optional attributes: deltaRevocationList of those certificates and/or a common CRL of CA certificates

issued by al signing instances of the authority,

If the authority issues certificate for end entities, then the entry
MAY contain: a common CRL (and optionally a delta-CRL)
of end entity certificates issued by all signing instances of the
authority.

(Signing instances are represented by subordinate
ORGANIZATION UNIT entries, see below).
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3 [ORGANI- Object class: Organizational Unit This entry corresponds to exactly one signing instance of a|T2.#4,9,11 ([2]
ZATIONAL Mandatory attributes: organizationalUnitName certification authority, i.e. to a CA-certificate. Different CA- [3]
UNIT (DName attribute) certificates of a certification authority are stored in different
Auxiliary object class:  pkiCA entries of the DIT.
Optional attributes: caCertificate The organizationalUnitName DName-attribute MUST contain
certificateRevocationL ist the commonName of the signing instance as written in the
Auxiliary object class:  pkiCAData: issuer field of the certificates that have been signed by this
Mandatory attributes: commonName instance.
Optional attributes: deltaRevocationList Thlsentry MAY optionally contain:
either: exactly one CA -certificate, cross certificates of
this CA certificate and/or a CRL (and optionally a
delta-CRL) of certificatesissued by the CA.
or: acertificate for CRL-signing (DIR-certificate) and
corresponding CRLs (and optionally delta-CRLYS), if
the entry represents a CRLDistributionPoint of an
indirect CRL.
or: acertificate for OCSP-signing (OCSP-certificate)
or: acertificate for TSP-signing (T SP-certificate)
For %arch facilities, the mandatory commonName attribute
MUST contain the same commonName as the
organizationalUnitName attribute.
4 |COMMON Object class: Person This entry corresponds to exactly one end entity certificate. | T2.#2,7,10
NAME Mandatory attributes: commonName (DName attribute) Different certificates of an end entity are stored in different
Optional attributes: surname entries of the DIT.
Auxiliary object class:  pkiUser The commonName DName-attribute MUST be build
Optional attributes: userCertificate according to the following pattern:
Auxiliary object class:  pkiUserData: <subject commonName>SER:<cert.serial number>
Optional attributes:; countryName | The optional attributes of this entry MAY contain an arbitrary
serialNumber | subset of the attributes included in the subject DName of the
given Name | end entity certificate and serve for search purposes. It is
title | especialy RECOMMENDED to include the serialNumber
postalAttributeSet | atribute, if several users exist with the same commonName
organizationName | and serialNumber has been used by the CA to distinguish
organizationalUnitName | among them, as recommended by [RFC3039].
organizational AttributeSet } When used in this context, businessCategory refers to the
occupation or profession of the user.

[1]

Common PKI1 Profile: When using this schema, organizationName MUST be unique among all certification authorities of the PKI1.

(2]

Common PKI Profile: When using this schema, commonName MUST be unique among all CA certificates of a certification authority.
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2.2 Access Protocol

Basically, only read (reading information at a well-defined entry) and search (searching for an entry with specific attributes) operatiors will be
performed by Common PKI-conforming clients. The following operations MUST be supported by all Common PKI-compliant servers and clients:

Table 4. Access Operations

# |OPERATION DESCRIPTION REFERENCES NoT
RFC ES
1 |bind An LDAP session will always be opened with a bind operation. Since certificates and CRLs are signed [RFC4511 4.2

documents, no security measures have to be met when reading or searching the directory. Hence, clients
MUST always request the version 3, ‘anonymous’ session, which is indicated by NULL parameters in the
name and authentication fields. More closely, name contains an empty string in this case whereas
authentication contains the simple choice option filled with an empty octet string. Servers MUST allow
anonymous read and search reguests.

2 |unbind Closes or aborts an LDAP session. RFC4511 4.3
3 |[read a particular end entity|End entity certificates can be requested by a client by starting a single-level search at the COMMON NAME|RFC4511 4.5
certificate entry of the end entity. The DName of this entry can be constructed by the client as follows:

C=<countryName of issuer>,0=<organizationName of issuer>,0OU=<commonName of issuer>,
CN=<commonName of subject> SER=:<cert.serial humber>

4 |read aparticular CA CA certificates can be requested by a client by starting a single-level search at the ORGANIZATIONAL UNIT|RFC4511 4.5
entry of the end entity. The DName of this entry can be constructed by the client asfollows:

C=<countryName of issuer>,0=<organizationName of issuer >, OU=<commonName of issuer >

5 |[read the certificate of theThis certificate is stored at an ORGANIZATION entry, superior to the entry of the issuing (signing) instance.|RFC4511 4.5
issuer of aCA certificate The certificate can be requested by aclient by starting asingle-level “search” at that entry. The DName of thig
entry can be constructed by the client asfollows:

C=<countryName of issuer>,0=<organizationName of issuer >

As this node might contain several certificates, the client must still select the proper one by comparing the
issuer of the CA certificate with the subject DName of the returned certificates.
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read the CRL (or delta-CRL)|CRLs are stored either at an ORGANIZATION entry for al signing instances of a CA (indirect CRL), at|RFC4511 4.5
corresponding to an end entity| ORGANIZATIONAL UNIT entry for a particular signing instance or at a CRLDistributionPoint, that is
certificate indicated in the certificate that is to be validated.
In the former two cases, the CRL can be obtained by starting a subtree-search at the ORGANIZATION entry.
The DName is asfollows:
C=<countryName of issuer>,0=<organizationName of issuer >
In the latter case, asingle level search at the CRLDistributionPoint entry (of type ORGANIZATIONAL UNIT)
will return the CRL.
read the CRL (or delta-CRL)|The CRL can be found by means of a single-level search either at an ORGANIZATION entry or in aRFC4511 4.5
corresponding to a CA|CRLDistributionPoint, indicated in the certificate. DNames are formatted as above.
certificate
search for certificates of an{Using subject DName attributes, a subtree-search can be started either at an ORGANIZATION or at an|RFC4511 4.5

end entity

ORGANIZATIONAL UNIT entry. The more attribute types are supported by the PkiUserData class, the higher

the chance to locate exactly the certificate entries of the end entity.
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3 Directory Access via OCSP

The Online Certificate Status Protocol (OCSP) enables applications to determine the (revocation) state of an identified certificate. OCSP may be
used to satisfy some of the operationa requirements of providing more timely revocation information than is possible with CRLs and may also be
used to obtain additional status information. An OCSP client issues a status request to an OCSP responder and suspends acceptance of the certificate

in question until the responder provides a response. This protocol specifies the data that needs to be exchanged between an application checking the
status of a certificate and the server providing that status.

3.1 Protocol Elements

Table 5 and Table 6 specify the OCSP request message. Due to the flexible syntax, OCSP responses can be of various types (Table 7). There is one
basic type of response, BasicOCSPResponse (Table 8), that MUST be supported by all PKIX-conforming clients and responders.

Table5: OCSPRequest

# |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC2560|TABLE TES
1 OCSPRequest :: = SEQUENCE { 41.1
2 tbsRequest TBSRequest , The requestor MAY sign the DER-encoding of this #3 [1]
“to be signed” part of the data structure.
3 optional Signature [0] EXPLICIT Signature OPTI ONAL } The optional signature of the requestor +- +- #10 [1]
4 TBSRequest ::= SEQUENCE { 411
5 version [0] EXPLICIT OCSPVersion DEFAULT v1, Version number of the OCSP protocol #9
6 request or Nane [1] EXPLIQT General Name CPTI ONAL, Name of the requestor +- +- RFC5280|P1.T8.#2 ([1]
4.2.1.7
7 requestLi st SEQUENCE GF Request, List of single status requests T6 [2]
8 request Extensions [2] EXPLIC T Extensions OPTI ONAL } OCSPRequest extensions +- ++ RFC5280|T9,
4.1 P1.T9
9 OCSPVersion ::= | NTEGER { v1(0) } 41.1
10 |[Signature ::= SEQUENCE { 4.1.1 [1]
1 signatureA gorithm Al gorithmdentifier, An identifier of the signature algorithm used by the RFC5280|P1.T4
requestor to sign the request 41.1.2
12 si gnature BIT STRING The signature of the requestor
13 certs [0] EXPLICIT SEQUENCE GF Certificate Certificatesthat are relevant for the verification of the[+-  |++ [1
CPTI ONAL } signature
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[1]

[RFC2560]: The requestor MAY choose to sign the request message, e.g. when the responder requires an authentication of users. In this case, the requestor MUST specify|

its name in the requestorName field (#6) and MAY include certificatesin the certsfield (#13) that help the responder to verify the signature.

Common PKI Profile: If the requestor chooses to sign the request message, reguestorName MUST contain a directoryName with the subject DName of the signer’s|
certificate. Alternative names MAY additionally be inserted. So that the request can be validated, certs SHOULD contain all certificates of a certificate path, but MUST at

|east contain the requestor’ s signing certificate.

Responders may choose not to verify the signature, if the OCSP serviceis publicly available.

[2]

Common PKI Profile: thelist MUST contain at |least one single request.

Table 6: (Single) Request

# |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC2560|TABLE TES
1 Request ::= SEQUENCE { 4.1.1
2 reqCert Cert 1D, Uniquely identifies the certificate being requested #4
3 si ngl eRequest Ext ensi ons [0] EXPLI G T Extensions OPTI ONAL } (Single) Request extensions +- ++ RFC5280(T9,
4.1 P1.T9
4 |CertlD ::= SEQUENCE { Uniquely identifies the certificate being requested by 411
identifying the public key (not certificate!) of its
issuer and its serial number.
5 hashAl gorithm A gorithnidentifier, Hash algorithm to build hash values below RFC5280|P1.T4 [1]
41.1.2
6 i ssuer NameHash OCTET STRING Hash of issuer's DER-encoded DName, as it occurs
in the certificate being requested
7 i ssuer KeyHash  OCTET STRING Hash of the DER-encoded public key of the issuer of [2]
the certificate being requested. Calculated over the
public key (excluding tag, length and unused bits in
the BIT STRING representation).
8 serial Nunber  CertificateSerial Nunber } Serial number of the certificate being requested RFC5280|P1.T2
4.1.2.2

[1]

Common PK| Profile: The hash functionsto use for certlD are defined in Table 1 of Part 6.

[2]

RFC2560: The hash of the public key isincluded here, so that the issuer can be identified even in the case, when DNames of two different CAs are accidentally identical.
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Table 7. OCSPResponse

# |ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN [PROC|RFC2560(TABLE TES
1 OCSPResponse :: = SEQUENCE { 4.2.1 HA4
2 responseSt atus OCSPResponseSt at us, Processing status of the request
3 responseBytes  [0] EXPLIGT ResponseBytes CPTIONAL } Response data is returned here, if the request bel+  [++ #12
successfully processed
4 OCSPResponseSt at us :: = ENUMERATED { 421
5 successf ul (0), Response has valid confirmation ++ |+t
6 mal f or medRequest (1), Illegal request format, not conforming to the OCSP|++  [++
syntax
7 internal Error (2), The OCSP responder reached an inconsistent internal |[++  [++
state. The query should be retried, potentialy with
another responder.
8 trylater (3), The OCSP responder is in operational status, but|++  [++
temporarily unable to return a status.
9 Value ‘4’ isnot used.
10 si gRequi red (5), The server reguiresthe client to sign the request. =+ |+
11 unaut hori zed (6) } The client is not authorized to query the server. ++ [+
12 |ResponseBytes ::= SEQUENCE { 4.2.1
13 responseType OBJECT | DENTI FI ER, indicates the type of response [1]
14 response OCTET STRING } DER-encoding of the response data [1]
[1] |RFC2560: In this profile, only response type BasicOCSPResponse is defined (Table 8). This response type MUST be supported by all conforming clients and responders.
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Table 8: BasicOCSPResponse

# |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC2560|TABLE TES
1 i d- pki x- ocsp OBJECT IDENTIFIER ::= { id-ad-ocsp } ++ ++ 4.2.1
2 |id-pkix-ocsp-basic OBJECT IDENTIFIER ::={ id-pkix-ocsp 1}  [The OID to be used in conjunction with(++ [++ [4.2.1
BasicOCSPRequest.
3 Basi cOCSPResponse :: = SEQUENCE { ++ ++ 421
4 tbsResponseDat a ResponseDat a The responder signs the DER-encoding of this “to be 421 #8
signed” part of the data structure.
5 si gnatureA gorithm Al gorithmdentifier, An identifier of the signature algorithm used by the RFC5280|P1.T4
responder to sign ResponseData 41.1.2
6 si gnature BIT STRING The signature of the responder represented as BIT [1]
STRING [2]
7 certs [0] EXPLICT SEQUENCE OF Certificate Certificatesthat arerelevant for the verification of the[+ [+ RFC5280|PL.T1 [3]
CPTI ONAL } signature 41.1
8 ResponseDat a ::= SEQUENCE { 421
9 versi on [0] EXPLICT Version DEFAULT v1, Version of BasicOCSPResponse RFC5280|P1.T2
41.2.1
10 responder | D Responder I D, Identifier of the responder #14
11 producedAt General i zedTi ne, Time of signing the response [4]
responses SEQUENCE OF Si ngl eResponse, List of single responses, for all but NOT necessarily #18
in order of the single requests
responsekxtensions [1] EXPLICI T Extensions OPTI ONAL } BasicOCSPResponse extensions +- ++ RFC5280|T9,
4.1 P1.T9
14 |ResponderID ::= CHO CE { 4.2.1
15 byNarre [1] EXPLICT Nane, DName of the responder + [+ |RFC5280|P1.T5 [5]
4124
16 byKey [2] EXPLIAT KeyHash } Hash of responders public key (see below) + [+ #17 [5]
17 |KeyHash ::= OCTET STRING SHA -1 hash of responders public key (excluding tag, 4.2.1 [6]
length and unused bits in the BIT STRING
representation)
18 |Singl eResponse ::= SEQUENCE { A single response 4.2.1
19 certiD CertID, Uniquely identifies the queried certificate 4.1.1 T6.#4 [7]
20 cert Status Cert St at us, Certificate status #24
21 thi sUpdat e Gener al i zedTi e, The time at which the status being indicated was [4
known to be correct. [8]
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22 next Updat e [0] EXPLICT GeneralizedTime OPTIONAL, The time at or before which more up-to-date]+-  [++ [4]
information will be available. [8]
23 singl eExtensions [1] EXPLIC T Extensions OPTI ONAL } SingleResponse extensions +- ++ RFC5280(T9,
4.1 P1.T9
24 |[CertStatus ::= CHO CE { 4.2.1
25 good (0] IMPLICIT NULL, indicates that the certificate ISNOT revoked. ++ [+ [9]
26 revoked [1] IMPLICT Revokedinfo, indicates that the certificate IS revoked, either|++ [++ #28
permanently or temporarily (on hold).
27 unknown [2] IMPLICIT Unknownlnfo } indicates that the responder does not know about the[++  |++ #31
certificate being requested
28 [Revokedinfo ::= SEQUENCE { 4.2.1
29 revocati onTi ne Ceneral i zedTi ne, time of revocation
30 revocati onReason [0] EXPLICI T CRLReason OPTI ONAL } reason of revocation +- +- RFC5280|P1.T38
531
31 [Unknowninfo ::= NULL 4.2.1

[1]

RFC2560: All definitive response messages (responseStatus=successful) MUST be digitally signed. The key used to sign the response MUST belong to one of the

following:

() the CA who issued the certificate(s) in question

(b) aTrusted Responder whose public key istrusted by the responder (and installed directly at the client), affected certificatesinclude the OCSPNocheck extension.

(c) a CA Designated Responder (Authorized Responder) who holds a specially marked certificate issued directly by the CA, indicating in the ExtendedKeyUsage
extension that the responder may issue OCSP responses for that CA.

[DraftOCSPv2]: The above list is extended with the following option:

(d) akey associated with the CA (i.e. a CA'sOCSP-signing key)

Common PKI Profile: As described in (d) above, the responder’s certificate MAY be issued for the CA by some other trusted authority. This set-up allows clients to

obtain reliable status information even if the key of the issuing CA has been compromised. This configuration is RECOMMENDED for all Common PKI-compliant CAs.

Clients MUST NOT rely on the authorization rules, i.e. they MUST accept responder certificates issued by any trusted authorities.

(2]

RFC2560: If an OCSP responder knows that a particular CA's private key has been compromised, it MAY return the revoked state for all certificatesissued by that CA.
Common PKI Profile: Reliable status information can be delivered, when using the setup (d) described in [1]. In such a configuration, OCSP responders SHOULD in
return the actual status, i.e. SHOULD NOT return the revoked state, unless the certificate has been explicitly revoked.

(3]

Common PK| Profile: So that the response can be validated, certs SHOULD contain all certificates of acertificate path, but MUST at least contain the responder’ s signing
certificate.

[4]

Common PK| Profile: Timeinstances MUST be specified using theformat YYYYMMDDhhmmssZ.

[5]

Common PKI1 Profile: As all certificates of the certificate path are included in the response, it is not critical which CHOICE option is used here. If byName is given, it
MUST contain the same DName as the responders subject field.

(6]

Remark: If the responder uses the CA public key, thisvalueisidentical to the keyldentifier field of the AuthorityKeyldentifier extension in the certificate being requested, if
computed according to method a) in P1.T11.[2].

[7]

Common PKI Profile: the certlD in a SingleResponse MUST be identical to that in the corresponding (single) Request. (T6.#4)
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[8] [|RFC2560: The thisUpdate and nextUpdate fields define a recommended validity interval. This interval corresponds to the {thisUpdate, nextUpdate} interval in a CRL, e.g.
if status information has been obtained from a CRL. Responses whose thisUpdate time is later than the local system time SHOULD be considered unreliable. Responses
whose nextUpdate value is earlier than the local system time value SHOULD be considered unreliable. If nextUpdate is absent, the responder indicates that newer
informetion is available al thetime.

[9] [RFC2560: ATTENTION! As status information delivered by OCSP may be obtained from CRLS, good does not necessarily mean that the certificate was ever issued or
that the response time lies within the certificate’s validity interval. Additional information regarding the status, such as positive statement of availability or validity, may be

included in response extensions.
Common PK1 Profile: This Common PKI-specification defines the private single response extension CertHash that may deliver a positive statement about the availability

of acertificate. Refer to Table 15 for more information.
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Table9: An overview of OCSP extensions

# EXTENSION OID SEMANTICS CRITI |SUPPORT REFERENCES No
CAL |[GEN (PROC|RFC2560|TABLE TES

RFC 2560 EXTENSIONS
1 |Nonce {id-pkix-ocsp 2} |extension in OCSPRequest and ResponseData: given by 4
client in a request and expected in the response, aims to
prevent replay attacks.

2 |&lID {id-pkix-ocsp 3} |extensionin ResponseData: if the responder obtains status|-- + |+ 442 Ti1
information revoked or onHold from a CRL, the CRL may be
identified here.

3  |Accept abl eResponses {id-pkix-ocsp 4} |OCSPRequest extension: The client may specify in a request,|-- + |+ 443 T12
which kinds of responses it expects

4  |ArchiveQutoff {id-pkix-ocsp 6} |extension in ResponseData extension: a responder MAY
choose to retain revocation information beyond the (RFC
certificate’' s expiry date. In this case, the responder SHOULD
include the certificate’'s cutoff date, which is obtained by
subtracting the retention period from the producedAt time.

5 |CRL entry extensions SingleResponse extension: All CRL entry extensions may
occur in single responses.

6 |Servicelocator {id-pkix-ocsp 7} [(Single) Request extension: a client may request the responder
to forward the request to another responder, which is known to
be the authorized responder for the queried certificate.

- |+~ |441 [T10

]
i
=+
+
+

4.4.4 T13

1
i
+
[
+
1

4.4.5 P1.T37

1
i
+
[
+
1

4.4.6 T14

COMMON PKI PRIVATE
EXTENSIONS

7 |CertHash (Positive Statement) {1 3 36 8 3 13} |SngleResponse extension: the responder may include this ++ T15
extension in a response to send the hash of the requested P1.T43.#4
certificate to the requestor. This hash serves as evidence that
the certificate is known to the responder (i.e. it is available in
the queried directory) and will be used as means to provide a
positive statement of availability.

1
i
+
[
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3.1.1 Standard OCSP Extensions

Table 10: Nonce
# |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC2560|TABLE TES
1 i d- pki x- ocsp- nonce OBJECT | DENTI FI ER :: = {i d- pki x- ocsp 2} 4.4.1
2 Nonce ::= ANY +- +- [1]
[1] |RFC2560: No syntax is given for this extension value.
Common PKI Profile: Use the ASN.1 type ANY on this place, in order for clients to be able to parse any returned object type here. As supporting this extension by
Common PKI -compliant respondersis optional, clients MUST NOT rely on responders returning the nonce.

Table11: CrlID
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN [PROC|RFC2560(TABLE TES
1 i d- pki x-ocsp-crl OBJECT | DENTI FI ER :: = {i d- pki x- ocsp 3} 4.4.2
2 |O11D = SEQUENCE { Specifies a CRL which has been used by thel+- [+  [|4.4.2
responder to obtain status information
3 criurl  [0] EXPLICIT IASString OPTI ONAL, URL at which the CRL is available +- +-
4 criNum [1] EXPLICIT I NTEGER OPTI ONAL, CRL number P
5 criTime [2] EXPLICT GeneralizedTime OPTIONAL } time of CRL creation +- +-
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Table 12: AcceptableResponses

# |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC2560|TABLE TES

1 |id-pkix-ocsp-basic ~ OBJECT IDENTIFIER ::= {id-pkix-ocsp 1}  |OID denoting response type BasicOCSPResponse. 4.2.1 Table 8.#2

2  |id-pkix-ocsp-response OBJECT IDENTIFIER ::= {id-pkix-ocsp 4 [QID to be used with extension Acceptabl eResponses. 4.4.3

3 Accept abl eResponses ::= SEQUENCE OF OBJECT | DENTI FI ER +- +- 4.4.3 [1]

[1]

RFC2560: Responders and clients MUST be capable of responding/receiving BasicOCSPResponse.
Common PKI Profile: Clients MAY include this extension in the request. If included, the AcceptableResponses MUST contain id-pkix-ocsp-basic. If included in the

request, the responder MUST reply with an BasicOCSPResponse object. The responder MAY reply with an BasicOCSPResponse, even if it does not recognize thig
extension.

Table 13: ArchiveCutoff

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|RFC2560|TABLE TES
1 i d- pki x- ocsp- archi ve-cutoff CBJECT | DENTIFIER :: = 4.4.4
{i d- pki x- ocsp 6}
2 ArchiveCutoff ::= CeneralizedTi me + ++ 4.4.4 [1]

[1]

RFC2560: A responder MAY choose to retain revocation information beyond the certificate’s expiry date. In this case, the responder SHOULD include the certificate’ g
“cutoff” date, which is obtained as follows: cutoff date = producedAt time - retention period.

Applications would use the cutoff date to contribute to a proof that a digital signature was (or was not) reliable on the date it was produced even if the certificate needed to
validate the signature has long since expired.

Remark: The condition cutoff date > expiry date (which is identical to the condition: producedAt time > expiry date + retention period) indicates the fact, that status
information returned by the OCSP responder is not any more reliable, i.e. status information may have been deleted.

Common PKI1 Profile: The verification of a certificate at some time beyond its expiry date is desirable for message authentication and especially important for non-
repudiation services. There are three approaches to provide for status information beyond the expiry date:

(@) statusinformation MAY be retained by the OCSP responder and the ArchiveCutoff extension included in the response,

(b) statusinformation MAY be retained by the OCSP responder and a positive statement (“ certificate is available and has not been revoked”) included inthe response,

(c) avalid OCSP response message MAY beincluded in the digital signature, as proposed inthe ETSI standard ES 201 733, so that clients need not query the responder.
Common PKI-compliant CAs MUST provide one of the above mechanisms to provide status information on certificates issued for authentication and non-repudiation
purposes. Compliant clients MUST support all these mechanisms.

[2]

Common PK 1 Profile: ArchiveCutoff MUST havetheformat YYYYMMDDO000000Z.
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Table 14: Servicel ocator
# |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC2560|TABLE TES
1 i d- pki x- ocsp- servi ce-1ocator OBJECT IDENTIFIER ::= 4.45
{i d- pki x- ocsp 7}
2 Servi celLocator ::= SEQUENCE { +- +- 4.45 [1]
3 i ssuer Narre, RFC5280|P1.T5
4124
4 locator  AuthoritylnfoAccess OPTI ONAL } RFC5280|P1.T23
4221
[1] [Common PKI Profile: Compliant certificates always contain directory access information. Hence, clients are able to find the authorized responder for that certificate. This
extension MAY still be supported and included, e.g. if clients within some community are configured to guery awell-known responder and support this option.
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3.1.2 Common PKI Private OCSP Extensions

Table 15: CertHash (Positive Statement)

# |ASN.1 DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|RFC2560|TABLE TES

1 i d- cormonpki - at- cert Hash OBJECT IDENTIFIER ::= {1 3 36 8 3 13}
2 Cert Hash :: = SEQUENCE { +- 4+ 1]
3 hashAl gorithm Al gorithnidentifier, The identifier of the algorithm that has been used the RFC5280|P1.T4

hash value below. 4112
4 certificateHash OCTET STRING } A hash over the DER-encoding of the entire PKC or

AC (i.e. NOT ahash over thsCertificate).

[1] [[RFC2560]: The "good" state indicates a positive response to the status inquiry. At a minimum, this positive response indicates that the certificate is not revoked, but does
not necessarily mean that the certificate was ever issued or that the time at which the response was produced is within the certificate’ s validity interval. Response extensions
MAY be used to convey additional information on assertions made by the responder regarding the status of the certificate such as positive statement about issuance,
validity, etc.

Common PKI Profile: The responder may include this extension in aresponse to send the hash of the requested certificate to the responder. This hash is cryptographically
bound to the certificate and serves as evidence that the certificate is known to the responder (i.e. it has been issued and is present in the directory). Hence, this extension is g
means to provide a positive statement of availability as described in T8.[8]. As explained in T13.[1], clients may rely on this information to be able to validate signatures
after the expiry of the corresponding certificate. Hence, clients MUST support this extension.

If apositive statement of availability isto be delivered, this extension syntaxand OID MUST be used.

A further note on security: Including the hash of the queried certificate in the response prevents impersonation attacks of the following scenario:

Mallory manages to get the private key of a CA. The corresponding CA certificate is immediately revoked. Using the stolen CA key, Mallory creates a faked certificate
with the same serial number as an existing one (the original) and containing a new public key. Using the corresponding private key, Mallory signs a message and sends it,
adong with the faked certificate, to Alice. Alice succeeds to mathematically verify the signature and wants to check the state of the received certificate by sending its serial
number to the OCSP server. The server returns the answer good, if the original certificate has not been revoked. Having received the response good, Alice thinks that the|
(actually faked) certificate is O.K. and accepts the signature. Sheis unable to detect that the response corresponds to another certificate than what she was asking about.
This threat is apparently not handled by PKIX documents. The security gap can be closed by including either the certificate or a fingerprint of it in the response,
respectively in the positive statement as proposed here. It is crucial that the signature of the responder can be reliably verified. Hence, departing from the practice proposed
by RFC2560, the certificate of the responder SHOULD be issued by some independent the CA, i.e. not by the CA the certificates of which the responder provides
infornation about. This configuration is described in T8.[1], item d).
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3.2 Certificate Contents

3.2.1 Queried certificates

[RFC2560]: In order to convey to OCSP clients a well-known point of information access,
CAs SHALL provide the capability to include the AuthoritylnfoAccess extension (defined in
[RFC5280], section 4.2.2.1) in certificates that can be checked using OCSP. Alternatively, the
accesslLocation for the OCSP provider may be configured locally at the OCSP client. CAs that
support an OCSP service, either hosted locally or provided by an Authorized Responder,
MUST provide for the incluson of a vaue for a uniformResourcelndicator (URI)
accessLocation and the OID value id-ad-ocsp for the accessMethod in the AccessDescription
SEQUENCE. The vaue of the accessLocation field in the subject certificate defines the
transport (e.g. HTTP) used to access the OCSP responder and may contain other transport
dependent information (e.g. a URL).

Common PKI Profile: If status information can be obtained via OCSP for a certificate, the
AuthoritylnfoAccess containing an URL for HTTP transport extension MUST be included.

3.2.2 Responder’s certificates

[RFC2560]: a certificate's issuer MUST either sign the OCSP responses itself or it MUST
explicitly designate this authority to another ertity. OCSP signing delegation SHALL be
designated by the inclusion of id-kp-OCSPSgning in an extendedKeyUsage certificate
extension included in the OCSP response signer's certificate. This certificate MUST be issued
directly by the CA that issued the certificate in question.

[DraftOCSPv2]: This draft allows another trusted authority to certify a key associated with
the CA asthe CA's OCSP-signing key.

Common PKI Profile: As proposed in [DraftOCSPv2], the responder’s certificate MAY be
issued for the CA by some other trusted authority. The responders certificate, Regardless of
whether issued by the CA itself or issued for the CA by some other authority, the responder’s
certificate MUST include the extendedKeyUsage extension with the id-kp-OCSPSgning OID.
As described in 4.2.2.2 of RFC2560, clients MUST involve this extension in the verification
process, when validating an OCSP response.

[RFC2560]: OCSP clients need to know how to check that an authorized responder’s

certificate has not been revoked. CAs may choose to deal with this problem in one of three

ways.

(@ A CA may specify that an OCSP client can trust a responder for the lifetime of the
responder’'s certificate. The CA does so by including the extension id-pkix-ocsp-nocheck.

(b) A CA may specify how the responder's certificate be checked for revocation. This can be
done using CRLDistributionPoints if the check should be done using CRLs or CRL
Distribution Points, or AuthoritylnformationAccess if the check should be done in some
other way. Details for specifying either of these two mechanisms are available in
[RFC5280].

(©) A CA may choose not to specify any method of revocation checking for the responder's
certificate, in which case, it would be up to the OCSP client's local security policy to
decide whether that certificate should be checked for revocation or not.

Common PKI Profile: Responder’s certificates MUST aways include directory access
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information, i.e. use option (b) above.

3.3 Transport over HTTP

There is no specific transport protocol specified in RFCs for OCSP. Similarly, there is no
dedicated “well-known” port reserved for OCSP. Common PKI compliant systems MUST
employ the Hypertext Transfer Protocol (HTTP) [RFC2616] to transport OCSP messages
between clients and a server. If no port number is provided in the corresponding URL, the
commonly used port No. 80 MUST be used. Using HTTP has the advantage that software
components are easy to implement and that transport over firewalls and proxies usually does
not require any specia configuration. It is furthermore possible to provide for secure
transmission using Transport Layer Security (TLS) or Secure Socket Layer (SSL). Note that
since al relevant OCSP messages are signed and carry only public information, it is not
indeed necessary to provide for such additional security.

An OCSP request will be sent to the responder by means of the POST method. The request
message MUST include the following lines:

POST <responder URL>

Cont ent - Type: application/ocsp-request
Cont ent - Lengt h:
<t he DER encoded OCSPRequest object >

If the POST-request could be processed, the server MUST return response status 200 (OK)
and MUST include the DER-encoding of the resulting OCSPResponse object in the response
message. No transport encoding (e.g. to base-64 encoding) is to be applied, i.e. messages are
to be transported in unaltered, pure binary form.
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4 Directory Access via FTP and HTTP

The standard access mechanism for Common PKI-compliant directories is LDAP v3, which
provides access to certificates and CRLs including search and matching facilities. This
Common PKI specification is intended to be kept at the “necessary minimum” needed for
interoperability of client and server applications of the PKI. Therefore, the transport of
certificates and CRLs via email is NOT any longer required to be supported (required by
[MTTv2]), whereas the support of FTP and HTTP for the transport as defined in [RFC2585]
is optiona (just asin [MTTvZ2]). This means that Common PKI-compliant directory services
MAY, but need not make certificates and CRLs available for download via FTP and/or HTTP
and respectively that Common PKI-compliant clients MAY but need not be prepared to
obtain them in this way.

If a certificate is made available via FTP or HTTP, the corresponding FTP/HTTP-URI MAY
be included in the SubjectAltNames extension of the certificate. Certificate file names MAY
be built according to one of the following patterns:
[ftp|http]://<CAdomain>/<IssuerCommonName>/<uniqueCommonName>.<CertSerialNumber>.cer
[ftp|http]://<CAdomain>/<IssuerCommonName>/<commonName>.<DNserialNumber>.<CertSerialNumber>.cer

If a CRL is made available via FTP or HTTP, the corresponding FTP/HTTP-URI MAY be
included in the SubjectAltNames extension of the certificate. CRL file names MAY be built
according to one of the following patterns:

[ftp|http]://<CAdomain>/<IssuerCommonName>/all.crl

[ftp|http]://[<CAdomain>/<IssuerCommonName>/delta.crl (in case of adelta CRL)

Note that the naming of certificates and CRL files corresponds to their DNames in the
Common PKI directory schema.
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5 Time Stamp Protocol (TSP)

Common PKIl-compliant systems MUST apply the protocol defined in [RFC3161] and
further profiled in [ETSI-TSP], when offering or accessing time stamp services.
Cryptographic agorithms, in particular hash algorithms, SHALL be supported according to
the requirements defined in Common PKI1 Part 6.

Common PKI compliant applications and TSAs MUST transport TSP messages via HTTP.
Using HTTP has the advantage that software components are easy to implement and that
transport over firewalls and proxies usualy does not require any specia configuration. It is
furthermore possible to provide for secure transmission using Transport Layer Security
(TLYS), as proposed in [RFC3161].

A time-stamp request will be sent to the TSA by means of the POST method. The request
message MUST include the following lines:

PCST <TSA URL>

Cont ent - Type: application/time-stanp-request
Cont ent - Lengt h:
<t he DER encoded Ti neSt anpReq object >

If the POST-request could be processed, the server MUST return response status 200 (OK)
and MUST include the DER-encoding of the resulting TimeStampResp object in the response
message. No transport encoding (e.g. to base-64 encoding) is to be applied, i.e. messages are
to be transported in unaltered, pure binary form.

No specific method is specified in this version of Common PKI for requestor authentication.
A future version shall consider this issue. RFC3161 proposes TLS and CM S for this purpose.
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1 Preface

The purpose of certificate path validation is verifying the binding between an end entity (a
user, an organization or a server) and his’hher/its public key. This binding is certified by an
authority that issues a public key certificate (PKC) for the end entity (EE), which is called the
subject of the certificate. The subject is identified in the certificate by adistinguished name
(DN). Alternative names of the subject, such as email address, can additionally be contained
in the certificate. The certificate is authenticated by the signature of the issuing authority over
the certificate’ s content.

Other users, wanting to use the public key of an entity (for encryption or for signature
verification), may obtain higher/its PKC from a public repository or directory. If fetched from
apublic directory, the relying party needs to be able to verify whether the public key is indeed
authentic, i.e. it belongs to the intended communication partner. This can be done by verifying
the signature over the entity’s certificate by means of the public key of the issuing authority.
The authenticity of this authority key must however be checked by verifying the PKC of the
authority. This procedure of recursively verifying certificates of issuers of other certificates
can be terminated, when a trusted public key or certificate can be used at a verification step. A
trusted key or certificate can be obtained from a trusted authority using some reliable out-of-
band procedure or mechanism and must be stored securely on the local system. The trusted
public key is called a security anchor or a root key. The chain of certificates up to the trusted
key is called certificate path, whereas the procedure is called certificate path validation.

The Common PKI Specification is intended for hierarchical PKIs, where root keys are issued
by top-level trusted authorities that issue certificates for other certification authorities (CAS).
Such a trusted public key of an authority is usualy published in form of a self-signed
certificate, i.e. where the issuer of the certificate is the same identity as the subject and which
is signed by the private key that corresponds to the certified public key. For the sake of
interoperability, Common PKI-compliant authorities MUST publish their public keys in form
of self-signed certificates. In this document, it is always assumed that the certificate path
includes a trusted self- signed certificate as last element.

For security reasons, some constraints must be checked while validating the certification path.
These constraints are specified in certificate extensions, such as BasicConstraints
CertificationPolicy, PolicyConstraints etc., and must be considered while vaidating the
certificate path. Certificates may get revoked before their expiry date. Hence, it is important to
obtain up-to-date information from a trusted server about the revocation status of each
certificate of the path. The most common technique for providing certificate status
information is issuing certification revocation lists (CRLS). Hence, Common PKI-compliant
CAs MUST issue CRLs and publish them in an LDAP directory. Optionaly, CAs MAY
provide an online OCSP-service. Information about how to access these LDAP- and OCSP-
services is included in the CRLDistributionPoints and respectively in the Authorityl nfoAccess
extensions of all, except root, certificates.

Reliable status information about root certificates cannot be obtained relying on the same
trusted root. Typically, no CRLs are issued for self-signed root certificates, as the CRL should
be signed using the corresponding root key itself. Hence, no valid CRL can be issued after the
root certificate gets revoked. Therefore, some other reliable out-of-band mechanism, such as a
communiqué, shall be used in case of revoking a self-signed root certificate. In the path
validation agorithm, presented in this specification, root certificates are assumed to be
inherently valid. Clients SHOULD offer the possibility to remove trusted root-certificates
from the local system or mark them invalid.
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A major goda of the Common PKI Specification is to tailor the usage of different certificate
extensions in such a manner that an automatic verification of signatures and certificates — i.e.
a verification without the interaction or judgement of the relying person - is always possible.
This is also a prerequisite for automatic verification performed by non-human end entities,
like servers. This part of the Common PKI Specification describes an algorithm for
automating the certificate path validation procedure. Conforming applications are not required
to implement exactly this algorithm, but they MUST be functionally equivalent with respect
to the external behaviour, i.e. a compliant implementation of the verification procedure
MUST yield the same result (valid or invalid) as the presented algorithm, if entering the same
certificate(s) and requesting verification for the same time of reference.

The Common PKI Specification is intended to be used in an environment where several root
CAs may exist in a hierarchica certification structure, where the CAs may even follow
different policies. Cross-certificates may build links among different certification domains. To
provide for wide interoperability among CAs and client software, this document specifies an
algorithm for building a certificate path to atrusted root in an environment with multiple root
CAs and cross-certification; as well as an algorithm for validating that certificate path.

The validation of a certificate involves obtaining and validating up-to-date status information
from adirectory service. Specia attention has been paid throughout the entire specification to
provide client software with information in order to be able to locate directory services and to
obtain certificates, CRLs and online status information. Furthermore, the validation of CRLS
and of OCSP-responses has been addressed too.

The certificate path building and validation algorithm has been extended to process end-entity
attribute certificates (AC). So that an automatic verification of such paths is always possible,
some specific extensions used by the validation procedure must be present in conforming ACs
as well. This raises some requirements on the contents of ACs.

Preface Common PKI Part 5 — Page 6 of 35



Common PKI Part 5: Certificate Path Validation Version2.0

2 Certificate Path Validation Procedure

In the following we present a procedure for building and validating a certificate path. Conforming applications are not required to implement
exactly this algorithm, but they MUST be functionally equivalent with respect to the external behaviour, i.e. compliant implementations of the
validation procedure MUST be able to build some existing certificate path and yield the same result (“valid’, “invalid”) for this particular path and
the same time of reference.

Certificate path validation is influenced by a number of input policy and naming constraint parameters that are specified by the application
according to the validation policy of the relying party (refer to T1.#6 below). The validation algorithm described here is generic in the sense that it
supports al policy and naming constraints that are supported by the basic path validation algorithm (BPVA) in [RFC5280]. Applications with a
fixed, limited set of policy or naming constraint parameters MAY chose not to implement those parts of the algorithm, which will never be active
due to the specific input parameter settings. Still, the implementation is considered compliant, if it delivers the same results for the limited parameter
set as the generic version. An example is an implementation that never processes naming constraints or one that always inhibits policy mapping.

Many of the data types used in the presented procedure correspond to ASN.1 types, described in Part 1 (Certificate and CRL Profile). These data
types borrow the name of the corresponding ASN.1 data type (e.g. Certificate, Name). They are defined here as object classes that offer methods for
accessing embedded datafields ( e.g. Getlssuer() ), as usual in object-oriented programming. Some new data types are introduced in Table 1.

Table 1. Common Data Types

# |DATA TYPE DESCRIPTION RFC |No
TES
1 |typedef enum { The CertType enumeration type is used to classify certificates. 3.2
gf’; IOACE” ; ) Sef-signed certificates are certificates where the digital signature may be verified by the public
ssuedCACert ; . g . e .
CACert key bound into the certificate. Self-signed root CA certificates are used to convey apublic key for
CrossCACer t; use to begin certification paths. Self-issued certificates are CA certificates in which the issuer and
Eﬂggﬁ I| ttyjjgl subject are the same entity. Self-issued certificates are generated to support changes in policy or
} CertTyp e;y ' for key roll-over operations. Self-issued certificates are not counted, when eval uation path length,

naming and policy constraints during path validation. In other CA certificates the issuer and
subject are different entities. Regular CA certificates describe a trust relationship between two
CAs within one PKI hierarchy. Cross-certificates are typically issued by a CA of one PKI
hierarchy to a CA in another PKI hierarchy to create a trust relation on one direction. End entity|
public key certificates are issued to subjects that are not authorized to issue certificates. Attribute
certificates are issued only for end entities.

2 |class Certinfo { This data structure can be seen as the basic item of the local certificate repository. It is used to
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Cert Type cert Type;

bool r evoked,;

Ti me revocTi ng;

CRLReason revocReason;

Ti ne st at usl nf oNext Updat e;
Certificate cert;

AttributeCertificate acert;

store one PKC or AC and corresponding information. The certType member makes searching for
specific certificate types easier. Therevoked flag is set if the certificate has been revoked.

If the certificate has been revoked, revocTime contains the time of the revocation, otherwise the
date in validity.notAfter. If the certificate has been revoked and the reason for that is known,
revocReason contains the reason of the revocation, otherwise the value ‘ unspecified' .
statuslnfoNextUpdate is initialized to the date in the validity.notBefore field of the certificate and
contains the date of the most recent on-line status check respectively the date when CRL
information still can be considered as valid, i.e. the date in the nextUpdate field, minus 1 second
of the most recently downloaded CRL.

Actual implementations may reduce or extend thisinformation.

3 |typedef vector<Certlnfo> CertlnfolList;

The CertInfoList type is an ordered list of CertInfo objects. This data structure models the local
certificate depository too.

4 |typedef enum {
cert Si gni ng,
crl Si gni ng,
ocspSi gni ng,
ti meSt anpi ng,
nonRepudi ati on,
dat aOr KeyEncrypti on,
dat aAut henti cati on
} KeyPur pose;

The KeyPurpose enumeration type identifies the key usage options that are relevant for the
Common PKI Specification. The usage of a key pair resp. of the corresponding PKC is
constrained as indicated in the BasicConstrains the KeyUsage and the ExtendedKeyUsage
extensions. Note that a PKC may possibly be authorized for more than one of the purposes, e.g. a
CA certificate may be used to sign certificates and CRLs as well.

5 [typedef vector<CertPolicyld> PolicylList;

The PolicyList type contains alist of policy OIDs.

6 [class PathConstraints {

Pol i cyLi st userlnitial PolicySet,

bool initial ExplicitPolicy,

bool initial AnyPolicylnhibit,
bool initial PolicyMappinglnhibit,
Ceneral Nanes initial PermttedSubtrees,
Gener al Nanes initial Exl udedSubtrees

The PathConstraints data structure conveys input parameters from the relying application to the
basic path validation algorithm (BPVA). These parameters contain policy constraints or naming
constraints that have to be verified during path validation.
In particular:

userlnitialPolicySet contains a set of initial policy identifiers naming the policies that are
acceptable to the relying party or application. The special policy value anyPolicy indicates that
the relying party is not concerned about certificate policy and accepts any policy. The set must
not be empty. The default value is a set with the single value anyPolicy.

initial ExplicitPolicy indicatesif the relying party requires the path having a valid policy explicitly
declared by CAs in the certificates. The default value is false, i.e. the relying does not require
having an explicitly declared valid policy. Still, a CA in the hierarchy may enforce explicit policy
declaration by including the PolicyConstraints extension and properly setting the
requireExplicitPolicy variable.

initial AnyPolicylnhibit indicates whether the relying party accepts the policy OID anyPolicy if it
is included in a certificate. The default value is false, i.e. anyPolicy is accepted by the relying
party as declared policy. Still, a CA in the hierarchy may inhibit processing anyPolicy by
including the InhibitAnyPolicy extension.

initial PolicyMappinglnhibit indicates whether the relying accepts policy mapping. The default

6.1.1

(9)

(€)

Certificate Path Validation Procedure
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value is false, i.e. the relying party alows policy mapping. Still, a CA in the hierarchy may|
inhibit policy mapping by including the PolicyConstraints extension and properly setting the
inhibitPolicyMapping variable.

initial PermittedSubtrees indicates for each name type aset of subtrees within which all subject| (h)
and subjectAltNames names in al certificates in the path must fal. The default value is an empty
GeneralNames object, indicating that the relying party is not concerned about such name
constraints. CAs may further restrict the constraints by including the NameConstraints extension
and properly setting the permittedSubtrees variable.
initial Excluded Subtrees indicates for each name type aset of subtrees within which no subject (i)
and subjectAltNames names in the certificates in the path may fall. The default value is an empty
GeneralNames object, indicating that the relying party is not concerned about such name
constraints. CAs may further restrict the constraints by including the NameConstraints extension
and properly setting the excludedSubtrees variable.

7 |typedef T1A5String Ldaplrl; An URL for accessing a directory over LDAP. As described in [RFC4516], the URL format does
not only contain a server address, but parameters for the LDAP-read or search operation.

8 [typedef 1A5String CespUrl; An URL for accessing the OCSP-service of a directory. The standard transport mechanism for
OCSP-messagesisHTTP.

9 |class Olinfo { The Crlinfo structure contains all information about a CRL.

CertificatelList crl;

} For the simplicity of the algorithm description, CRL segmentation is not considered in this|

document and Crlinfo contains merely a CRL object. We only note here that Crlinfo should
actually be able to contain different segments of a CRL. Different segments of the same CRLSs
can beidentified by the I ssuingDistributionPoint CRL extension.

10 [typedef vector<CrlInfo> Orllnfolist; The CrlinfoList typeisan ordered list of Crlinfo objects.

The validation procedure is divided into several subroutines that cover well-defined sub-tasks to be performed — possibly many times — during the
validation. The procedure, respectively its subroutines, is presented as pseudo-program-code, using a C++-like syntax and semantics. The main
entry point of the procedure is ValidateCertificate() (see Table 2). This function expects the ‘to be verified EE certificate, a list of further
certificates (all of, some of or more than those in a path to a root trusted by the signing/decrypting party), a set of policies accepted by the relying
party or applicaion, and a reference point in time, at which validity is to be investigated. The function returns true in case of success and false if
path building or validation fails. More distinguishing answers and error messages about the performed verification stepsand about the exact reasons
of failure should be given by applications. Client applications are especially encouraged to perform as many steps of the procedure as possible and
return a list of failed actions. The description of the behaviour on failure is not subject of the current version of the Common PKI Specification.
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Table 2: ValidateCertificate()

# |PSEUDO-CODE COMMENTS RFC [No
TES

1 [bool ValidateCertificate( Thisisthe main entry point of the certificate path validation algorithm.

Certlnfo

Cert | nf oLi st
KeyPur pose

Ti me

Pol i cyConstraints
Cert | nf oLi st
CrlInfolist

in
in
in
in
in
i nout
i nout

tbvCert,
tbvCerts,

i nt endedKeyUsage,
ref Ti me,

initial PolicySet,
trustedCerts,
trustedCrls )

The ‘to be verified’ target certificate or attribute certificate is passed intbvCert.
tbvCerts may contain zero or more certificates — other than the ‘to be verified'
certificate — of a path to some root certificate. Most commonly, tbvCerts containg
certificates trusted by the signing/decrypting party, but not necessarily trusted by
the relying party.

The required usage of the certified key isindicated in intendedKeyUsage. In case of
an attribute certificate, this parameter isignored by the procedure.

The point in time, to which status information should be obtained, is passed in
refTime. It may be the current time (typical for mail authentication, encryption) or
some point in the past (typical for non-repudiation service).

pathConstraints conveys input parameters from the relying application to the basic
path validation algorithm (BPVA). These parameters contain policy constraints or
naming constraints that have to be verified during path validation.

trustedCerts MUST contain at |east one trusted self-signed root certificate and may
contain further CA and EE certificates, al of which having apath to one of those
trusted root certificates. These certificates are typically stored on the local system to
accelerate the validation procedure. trustedCerts may further contain cross
certificates (issued by atrusted CA to some other CA), each having a valid path to
one of those root certificates.

trustedCrls may contain complete CRLs that have previously been downloaded,
successfully verified and stored in the local database. This storage allows a reuse of
complete CRLs in later validations without needing to access the directory service.
trustedCrls may furthermore contain complete CRLs that are locally maintained,
e.g. by regularly downloading delta-CRLs from an LDAP-Server or by obtaining
thelist by some out-of-band mechanism (e.g. unsigned CRL s of root certificates).
This function returnstrue if the certificate has been successfully verified, including
mathematical verification, constraint and status checking; respectively false iff
mathematical check failed, some constraint is not met, a relevant certificate cannot
be obtained or has been revoked, status information cannot been obtained or no
certification path could have been built to any of the trusted root certificates.
trustedCerts will be updated with the certificates of a successfully validated path to
alow local storage and reuse of validated certificates and corresponding status

information. trustedCrls will be similarly updated with verified CRLSs.

Certificate Path Validation Procedure
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2 i f( tbvCert.KeyUsagePresent ()==true ) It is practical to check at this early stage whether the certificate is authorized for the
. . __ intended key usage indicated in parameter intendedKeyUsage Permitted key uses
f( CheckKeyUs tbvCert, t endedKey Us ==fal . . .
! Eet u?ﬁ leyse?ge( vCert, intendedkeylbage )==false ) are indicated in the KeyUsage and the ExtendedKeyUsage extensions of thvCert. If
} the intended usage is not permitted, ValidateCertificate() returnsfalse.

Common PKI Profile: Note that the KeyUsage extension MUST be present in all
PKCsandisawayscritical (P1.T12.[1]).

3 CEV }3' ”Loéi st t(;JVPat h, trustedPath; Compose and validate a certificate path using function BuildAndVerifyCertPath
t bvPat h. ear )
i f ( Bui | dAndVal i dat eCert Pat h( tbvCert, (Teble 3). . .
tbvCerts, Return false if no valid path could be built.
ref Ti ne,

pat hConstraints,

trustedCerts,

trustedCrls,

t bvPat h,

trustedPath )==fal se )
return fal se;

4 trustedCerts. UpdateCertList( trustedPath ); If verification succeeds, trustedCerts will be updated with the certificates of g
successfully verified path to alow their reuse certificates of trustedPath not yet
present in trustedCerts will be inserted in the list, status information of certificates
readily present in the list will be updated to contain the most recent date of checking
the status.

5 return true; Validation succeeded, returntrue
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2.1 Building the Certificate Path

A PKI can beillustrated by a directed graph: each vertex represents a key-pair of an entity (i.e. a CAs or an EE) whereas an edge c(A,B) from Ato B
represents a certificate, signed by A and containing the public key B. Self-signed root certificates are represented by an edge c(A,A) returning to the
same vertex. The certificate path validation algorithm described in this document is intended to be used in hierarchical PKIs with possibly many
multiple root CAs and root keys. A hierarchical PKI can be depicted as atree: each vertex A (including the root R) can be reached along a directed
path from the root R, but the graph normally contains no cycles, except edges (R R), which belong to self-signed root certificates. Multiple edges
(i.e. certificates) leading from some A to some B are similarly alowed. If multiple root keys exist in paralel, the graph of the PKI consists of PKI-
domains, having no “ordinary” connections. Cross-certificates may huild bridges among those isands and enable a relying party to vaidate a
certificate even then, when the certificate holder and the relying party (the verifier) do not share a common most trusted root. See an example of
such a PKI in Figure 1. Cross certificate are denoted by cc(X,Y).

The algorithm presented here is constructed to handle cross-certificates and to be able to build a path — possibly via cross-certificates — from the
certificate holder entity to any specific root key, if such a path exist in the graph. The presented algorithms can cope with cycles in the graph, which
should be avoided in the praxis for performance reasons. For example, not only edges cc(B2,A), cc(A,C) and cc(C,B2) built a cycle in Figure 1, but
readily the edges cc(B2,A) and cc(A,B2).
Building a certificate path to a trusted root is not straightforward and implies searching the PKI graph. The presented algorithm follows a “depth
first” searching strategy, i.e. explores a path “in entire depth” before trying alternative paths “in breadth”. The Depth-First Path Building Algorithm
(DPBA) is sketched in concise form below:

1) Start from the “to be verified” certificate c(A2,A1), Signed by key A, of some authority and containing the key A; of an end entity and enter

the following steps with parameter i=1,

2) if A=A, that isif aroot-certificate has been found and:
a) theroot certificate is trusted, terminate the search. The certificates c(Ai+1,A), i=1...n comprise the certificate path.

b) the root certificate is NOT trusted, track back to the most recently visited “open” vertex A, i.e. one with the largest possible i and
with further certificates to chose from at step 3).

3) if A+1?A, that isthe selected certificate is not aroot certificate, select some certificate c(Ai+1,A) signed by some authority key Ai+1 from the
set of al available certificates (CA- and cross-certificates) containing A; and proceeds with parameter i+1 to dep 2). At this point the
algorithm recurs and extends thus the path towards a root.
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The decision at step 3), which certificate (i.e. edge) to explore next, is the second relevant characteristics of the searching strategy. In the algorithm
presented below, we employ the following selection criterion:

a) First choose certificates present in the local database. According to our assumptions, the local database contains only certificates that are part
of some path to a root trusted by the user that have been validated at least once. The “reuse”’ of readily explored paths may radicaly reduce
the efforts while building a path (or a segment of it) to the same root.

b) Second choose certificates delivered by the certificate user. Besides the EE certificate used for signature or encryption, the certificate user
may deliver other certificates of a certificate path he has used to validate the certificate. Typicaly, these certificates comprise the “official”
certificate path of the certificate owner, containing only “regular” CA-certificates (i.e. no cross-certificates).

c) If none of the previously mentioned certificates leads to a trusted root, fetch other certificates of the entity from the directory. Directories
must contain all cross-certificates issued for a CA key.

Due to the above search principles, the algorithm typically explores the “official” path to the root trusted by the certificate owner EE. Then, if this
root happens not to be trusted by the verifying party, the algorithm explores alternative paths— possibly via cross-certificates — at higher order keys
(i.e. keys of authorities higher in the hierarchy) before exploring aternative paths at lower order keys. This matches the common practice that they
are typically the higher order, and especially the root, authorities who issue cross-certificates among each other.

Say, user | wants to let the algorithm validate certificate c(F,K) of user K. User | trusts only the key B1, e.g. thisis the key stored on his smartcard.
If the local database contains the certificates ¢(B1,B1) and cc(B1,B2), the search algorithm first finds the path (K,G,C,B2,B1), then path
(K,G,C,A,B2,B1) and finally (K,G,F,B2,B1).

We emphasize that actual implementations are NOT mandated to implement any specific searching strategy and selection criterion, but MUST be
able to find some appropriate path to a trusted root, if such a path exist. Note furthermore that it is not necessary to maintain a local database.
Beyond giving the theoretical framework, we describe here just one, supposedly efficient, variant of the numerous possible implementations. The
certificate path can however be built and verified, even if the local database is empty (up to one trusted root certificate).
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Figure 1. An example of a PKI with multipleroot CAs and cross-certification
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Table 3: BuildAndValidateCertPath( )

# |PSEUDO-CODE COMMENTS REF. |NO
TO |TES
DPBA
1 |bool BuildAndValidateCert Pat h( _ This function performs “depth-first” search in the PK| graph and builds a certificate]
gi” Info in  thvCert, path to a root certificate, as described at the beginning of this chapter. This function
rtlnfolist in tbvCerts, ! . . . S .
Ti me in ref Ti e, is recursively called during the search procedure and each time it is called, it
Pat hConstraints in pat hConstraints, performs steps 2) and 3) of the DPBA.
g{el”l 'm[‘LE:-'StSt : " ::‘JZE ‘éggeqtssv The ‘to be verified' certificate (PKC or AC) is passed in tbvCert to the function
Certlnfolist in tbvPat h, ' tbvPath carries readily built segments of the path through recursive calls. The other
Cert ! nfolist out trustedPath ) parameters have the same semantics asin Table 2.
{ In case of success, the function returns true and the constructed and verified path in
trustedPath. The structure of the pathis:
for all'i in{1,n-1}, the subject of certificatei istheissuer of certificatei+1,
certificatei=1 is atrusted self-signed root certificate,
certificatei=n isthe ‘to be verified’ target certificate
If no path could be built or validation failed, the function returnsfalse.
2 if( tbvPath. FindCert( tbvCert ) ) If tbvCert is readily present in thvPath, it indicates having run into a cycle in the
return false, PK| graph. To avoid infinite looping, backtracking isinitiated by returning false,
3 thvPath. Insert At Front ( tbvCert ); ThetbvCert isinserted at the front of the path, i.e. asitem with index 1.
4 if( tbvCert.CetCertType() == RootCACert ) If the certificate just reached is a self-signed root certificate, the search terminates. |2)
5 if( trustedCert.findCert( thvCert ) If the root certificate istrusted by the user, i.e. it occursintrustedCerts, the function 2)a)
i f( Validat eCertPat h( tbvPath caII.s ValidateCertPath() to validate thg path (I'aple 4). If the path.cannot be
tbvCerts, validated for some reason (e.g. some certificate expired, policy constraints cannot
ref Ti ne, be met or directory services were not available), backtracking is initiated by
pat hConstrai nts, returning false. In this way, the algorithm is able to track back to some “open”
trustedCerts, . . -
trustedals )==fal se ) vertex in the search graph and explore an alternative path. If validation succeeds,
return fal se; the path is copied to the output variable trustedCertPath and true isreturned.
trustedCertPath = tbvPat h;
return true;
}
6 el se _ If the root certificate cannot be found among those trusted by the user, backtracking 2)b)
) return fal se; isinitiated by returning false.
7 if( tbvCert.AuthKeyldlsPresent() == false ) Asthe certificate just added to the path is not aroot certificate, the algorithm is now 3)

return fal se;

i f( tbvCert.Aut hKeyl dContai nsKeyld() == fal se )
return fal se;

OCTET STRI NG aut hori t yKeyl d;

about to build the path further. To be able to find al certificates containing the key
used to sign tbvCert, (i.e. a signer or authority certificate to tbvCert), the authority
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aut horityKeyld = tbvCert. Get Keyl dFr omAut hKeyl d() ;

key identifier will be retrieved from the keyldentifier field of the
AuthorityKeyl dentifier extension of tbvCert.

Common PKI Profile: Note that the AuthorityKeyldentifier extension MUST
always be present. (P1.T11.[1]) The keyldentifier field MUST always be present
and MUST be include in the SubjectKeyldentifier of the corresponding CA
certificate. The authorityCertlssuer and authorityCertSerialNumber fields MAY
also be present in AuthorityKeyldentifier. (PL.T11.[1])

Note: An application may prefer to follow exactly the “ official” path of tbvCert, if it
is indicated in the authorityCertlssuer and authorityCertSerialNumber fields. For

simplicity, we avoid here describing this option.

ggf“l”ffo'-i st issuerCerts; The variable issuerCerts collects all certificates (root-CA-, CA- and cross{3)a)
rtinfo I ssuercert; e . . . . .
i f( trustedCerts. findGertWthSubj ect Keyl d(aut horit yKeyl d, certificates) of the issuer of tbvCert, which contain the public key used to sign
i ssuerCerts) ) tvaert. . o . .
o o ‘ _ First, the locally available certificates of trustedCerts will be scanned to find
{Or( int i=0; i<issuerCerts,size(); i++) appropriate certificates. For each appropriate certificate, it will be attempted by
i ssuerCert = issuerCerts. Getlten(i); recursively calling BuildAndVaIidateCertPath() to bui]d and validate a path to a
i f( Buil dAndval i dat eCert Pat h( trusted root. If a trusted path can be built, the function returns true. If not, the
i ssuer Cert, algorithm proceeds to the next authority certificate in issuerCerts or, if none of
tbvCerts, refTime, pathConstraints, them led to success, to step #9
trust edCerts, trustedCrls, P - L .
tbvPath, trustedPath )==true ) Common PK1 Profile: The SubjectKeyldentifier MUST always be present in CA
return true; certificates and MUST have the same vaue as the keyldentifier in
) } AuthorityKeyldentifier extension of theissued certificates.
if( tbvCerts.findCertWthSubjectKeyld( authorityKeyld, If step #8 failed, proper authority certificates will be searched in the list thvCerts|3)b)

i ssuerCerts ) )

for( int i=0;
{
issuerCert = issuerCerts.Getlten(i);
i f( Buil dAndVal i dat eCert Pat h(
i ssuerCert,
tbvCerts, refTime, pathConstraints,
trustedCerts, trustedCrls,
tbvPath, trustedPath )==true )
return true;

i <issuerCerts,size(); i++)

trusted by the decrypting/signing party. For each proper certificate, it will be
attempted by recursively calling BuildAndValidateCertPath() to build and validate
a path to a trusted root. If a trusted path can be built, the function returns true. If
not, the algorithm proceeds to the next authority certificate in issuerCerts or
respectively to step #10.
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10 | Certinfolist downloadedCerts; . If step #9 failed, it will be attempted to download certificates of the issuing
If( <using URLs in alt.names to locate authority certs> ) authority (Root-CA, CA- and cross-certificates) from the directory to the
LdapUr| authCert Ul : downloadedCe(ts variable. The appllic.alion MAY use some aternative method to
if( tbvCert. GetCertType() != EndEntityAC ) locate and obtain those authority certificates.
i F( tbvCert. | At Nanes| P . 28 Common PKI Profile: The LDAP-URL pointing to the CA certificate SHOULD
M tszeit N zzﬂgA‘ t Naﬁiofmi Z:i;?lgL(d)apUrl 0 ) Recgncluded in the Issuer AltNames extension of PKCs and resp. in the issuer field of]
S.
authCertWl = ‘ Further notes on the storage of cross-certificates:
} tbvGert. getFirst Ldaplr| From ssuer Al t Names() ; Whereas CA-certificate are usualy stored in a caCertificate attribute at the
} directory entry of the authority entity, cross-certificates should be found in a
el se crossCertificatePair attribute.
_ . According to [X.509:2005], cross-certificates MUST occur in the issuedToThisCA
y authGertUrl = tbvCert.getFirstLdapurl From ssuer(); fields of crossCertificatePair attributes in the directory entry of the certificate
if( authCertUrl .l sEmpty() ) owner, ie. .the subj_'ect CA. (P4.T1.[21]) Additionally, thg same c_ertificates MAY be
~return fal se; published in the issuedByThisCA fields of CrossCertificatePair attributes in the
i f ( Request CaAndCrossCert sVi «ilLd&lID(({let hICer(t_jUé& ta directory entry of the trusted, issuing CA. Applications may achieve better]
return fal se: ownl oadedCerts) ==fal se ) performance, if collecting all ‘issuedByThisCA' cross-certificates at once from the
} ' directory entry of the CA they trust and storing them locally.
el se
{
downl oadedCerts = <use sone alternative nmethod to downl oad
certs of the issuing authority >
}
11 | if( downl oadedCerts.findCert WthSubj ect Keyl d(aut horityKeyld, |Proper certificates of the authority, i.e. those with the right key identifier, will be|3)c)
I ssuer Certs) ) selected inissuerCerts.
for( int i=0; i<issuerCerts,size(); i++) For each proper authority certificqte, it will _be attempted by recursively calling
{ BuildAndValidateCertPath() to build and validate a path to a trusted root. If a
issuerCert = issuerCerts.Cetlten(i); i i i
1 1( Bui | dAndval | dat eCer t Pat h( t[]usted path can be bu-l|.t, the.fu.nctlon returns true. If. not, the algorithm proceeds to|
i ssuer Cert the next authority certificate inissuerCerts or respectively to step #10.
, tbvCerts, refTime, pathConstraints,
trustedCerts, trustedOls,
tbvPath, trustedPath )==true )
return true;
}
12 ) return fal se; No trusted path could be built from any authority certificate, return false;
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2.2 Validating the Certificate Path

The following algorithm is compatible with the ‘Basic Path Validation Algorithny, briefly BPVA, presented in Section 6.1 of RFC 5280. Some
minor modifications (corrections and enhancements) have been applied to BPVA, which are conspicuously indicated by the words ‘Common PKI
Profile’. The algorithm assumes that certificates do not use subject or unique identifier fields or private critical extensions, as recommended in
[RFC5280] and as strictly enforced by Common PK1. However, if these components appear in certificates, they MUST be processed. Finally, policy
qualifiers are also neglected for the sake of clarity and simplicity.

Table 4: ValidateCertPath()

# [PSEUDO-CODE COMMENTS RFC |NoO
TES
BASIC PATH VALIDATION 6.1.1
1 |[bool ValidateCertPath( Certlnfolist in  tbvPath, This function performsbasic certificate path validation. 6.1.1
Certinfolist —in  thvCer!s, tbPath is built by BuildAndvalidateCertPath() and contains the n certificates of a(a),
KeyPur pose in i nt endedKeyUsage, | Path toatrusted root asfollows: (b),
Pat hConstraints in  pathConstraints, - foraliin{1n-1}, the subject of certificatei istheissuer of certificatei+1,{(d),
8‘9” ' n?fc)i'i" Sft | L‘gﬂtt : :l‘ﬁ: gggelr tss) certificate =1 is atrusted self-signed root certificate, (©),
{ - certificatei=nisthe ‘to be verified' target certificate (h),
int n = tbvPath.size(); The other function parameters have the same meaning and constraints as those of (0,
BuildAndValidatePath() in Table 3. tbvCerts may contain further certificates that
are only used in validating ternary signed objects, like CRLSs.
This function returns true if the certificate could be successfully validated,
including its digital signature verification and checking constraints; respectively
false, if itsdigital signature verification failed or some constraints cannot be met.
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INITIALIZATION 6.1.2

2 PolicyList validPolicySet = { anyPolicy }; A set of certificate policy identifiers comprising the policies recognized by the CAd6.1.2
along the certificate path together with policies deemed equivalent through policy|(a)
mapping. validPolicySet is initialized with a single policy item anyPolicy
indicating that no specific policy has been found yet which applies for the path. At
the end of basic path validation, the set will either contain a number of valid policy
OIDs or will be empty, if no valid policies were found. At the end of path
validation, the valid policy set will be matched against the policies accepted by the
relying party (i.e. against userInitial PolicySet).

Common PKI Profile: For the sake of simplicity, policy qualifiers — which are
only carried along, but not evaluated in BPVA — are ignored. Furthermore, the data
structure holding valid policiesis a set of policy OIDs rather than atree of complex
data objects. Still, the present algorithm is functionally equivalent with the BPVA
in [RFC5280]. The simplifications lead to a more transparent algorithm design as
well asto less error-prone implementations.

3 General Nares permittedSubtrees = permittedSubtrees contains a set of root names defining a set of subtrees within|6.1.2
pathConstraints. initial Perm ttedSubtrees; which all subject and subjectAltNames names in subsequent certificates in the(b)
certification path MUST fall. The list is initialized with subtrees accepted by the
relying party. Applications conforming to this profile MUST be able to process
name constraints that are imposed on the directoryName name form and SHOULD
be able to process name constraints that are imposed on the rfc822Name,
uniformResour cel dentifier, ANSName, and iPAddress name forms.

For the syntax and semantics of name vaues refer to Section 4.2.1.10 of
[RFC5280].

4 | General Nanes excludedSubtrees = excludedSubtrees contains a set of root names defining a set of subtrees within|6.1.2
pathConstraints. ini tial Bxcl udedSubtrees; which no subject or subjectAltNames name in subsequent certificates in the(c)
certification path may fall. The list is initialized with subtrees refused by the
relying party.

Only the name forms listed under #2 need to be supported.
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5 int explicitPolicy = o _ The counter explicitPolicy indicates the number of certificates at the current and|6.1.2
pathConstraints.initial ExplicitPolicy ? 0 : n+l; lower levels in the path that may have no valid policy explicitly declared by the|(d)
CAs. If zero, an explicit valid policy is needed in the certificates at this and lower|
levels. Once set, this variable may be decreased, but may not be increased. (That is,
if a CA in the path requires an explicit policy, a later certificate cannot remove this|
requirement.)

If the relying party requires an explicit policy, the initial value is 0. Otherwise the
initial value is n+1, which indicates that no explicit policy is required, unless a CA
lower in the hierarchy enforces this by means of including the PolicyConstraintg
extension and properly setting the requireExplicitPolicy variable.

6 int inhibitAnyPolicy = _ o The counter inhibitAnyPolicy indicates the number of certificates at the current and|6.1.2
pathConstraints.initial AnyPolicylnhibit 2 0 : n+l; lower levels in the path that may have anyPolicy. If zero, anyPolicy is not allowed (e)
in the certificates at this and lower levels. Once set, this variable may be decreased,
but may not be increased. (That is, if a CA in the path inhibits anyPolicy, a later
certificate cannot remove this requirement.)

If the relying party inhibits anyPolicy, the initial value is 0. Otherwise the initial
value is n+1, which indicates accepting anyPolicy along the path, as long as one
CA lower in the hierarchy does not prohibit it by means of including the
InhibitAnyPolicy extension.

7 int policyMapping = , ) o The counter policyMapping indicates the number of certificates at the current and|6.1.2
pathConstraints. initial Pol i cyMappi nglnhibit 2 0 : n+l; lower levels in the path at which policy mapping may be applied. If zero, policy|(f)
mapping is not alowed in the certificates at this and lower levels. Once set, this
variable may be decreased, but may not be increased. (That is, if a certificate in the
path prohibits policy mapping, alater certificate cannot remove this requirement.)

If the relying party inhibits policy mapping, the initial value is 0. Otherwise the
initial value is n+1, which indicates that policy mapping is allowed dong the path,
as long as one CA lower in the hierarchy does not prohibit it by means of including
the PolicyConstraints extension and properly setting the inhibitPolicyMapping
variable.

8 int maxPathLength = n; maxPathLength integer is initialized to n, is decremented for each non-self-issued|6.1.2
certificate in the path, and may be reduced to the value in the pathLenConstraint (k)
field within the BasicConstraints extension of a CA certificate.

BASIC CERTIFICATE PROCESSING 6.1.3
9 for(int i=1; i<=n; i++) This for cycle runs through al certificates of the path, starting at the trusted root
{ certificate and ending at the end-entity certificate.
10 Certinfo &bvCert = certPath. Getlten(i); tbvCert is just a reference (or aias) to the ith item of the path, which is the ‘to be

verified' certificate at this step.
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1 C]?(” ! n;o) & ssCert; issCert is just a reference (or alias) to the certificate of the issuer of tbvCert. It can|6.1.2

| 1> ‘g . . .

i ssCert = certPath. Getlten(i-1): be a CA a ro_ot-CA- ora cr_oss—certmca}te. issCert contains aII_ parameters of the|(g...j)

el se verifying key in step i: public key, public key algorithm, public key parameters,|6.1.4

issCert = certPath. Getlten(i); issuer name. (c..f)

12 if( VerifySignature( tbvCert, Verify signature over tbvCert using public key and signature algorithm of the|6.1.3
y sig g p ey g g

i ssCert. GetPublicKeylnfo() )==fal se )

return fal se: issuing CA, returnfalse if fails. @)
13 if( (refTime < tbvCert.GetValidityNotBefore()) or Check whether refTime lies within the validity period. 6.1.3
(ref Time > tbvCert. GetValidityNotAfter()) ) @)

return false;

14 i ( CheckRevocationStatus( tbvCert, Check whether the certificate has been revoked before refTime and is not currently(6.1.3
ﬁg]}’%elrés' on hold status that commenced before refTime. This may be determined by|(a)(3)
pat hConst r ai nt s, obtaining a CRL or requesting online status checking. If a sufficiently recent CRL
trustedCerts, or sufficiently recent gatus information is locally available, i.e. if the most recent

Curn fal s trustedals )==fal se ) time the status is known to be valid lies at or after refTime, the local information
return Tal se; maybeapp“ed

15 if( tbvCert.Getlssuer() != issCert.GetSubject() ) Verify that certificates correctly chain, i.e. the issuer of tbvCert is the subject of|6.1.3

return fal se; ;
issCert. @4
16 bool i sSel flssuedinternmediate = This and the following steps are skipped, if certificate i is a self-issued intermediate]6.1.3

(tbvCert. Get Cert Type() ==Sel f | ssuedCACert) and (i<n);

i £( not (i sSel f1 ssuedl nt er nedi ate) ) certificate: Verify that the subject name and each alternative name in thestep

subjectAltNames extension (critical or non-critical) are consistent with the(b)
i f( permttedSubtrees. contai nDNane( permittedSubtrees variable.

Ceturn fal se: tbvCert. Get Subject())==false )  |Common PKI Profile: Applications conforming to this profile MUST be able to

i £( per ni tt edSubt r ees. cont ai nAl | Gener al Nanes, process name constr.al'nts that are |mppsed on dlrectoryNanje, rfc822Name,

tbvCert . Get Subj ect Al t Narres() ) ==fal se ) |uniformResourceldentifier, dANSName, and iPAddress name forms, independently of

return fal se; the criticality of the subjectAltName extension. Restrictions apply only when the

specified name form is present in tbvCert. If a constrained name type is absent the
certificate, the certificate is acceptable.

17 i f( excludedSubtrees. cont aLngglanEée b B Verify that the subject name and each alternative name in the subjectAltNameg6.1.3
Coturn fal se: tbvCert. Get Subj ect () ==true ) extension (critical or non-critical) are consistent with the excludedSubtrees variable. |step
i f ( excl udedSubt r ees. cont ai nAnyCF Gener al Nanes( Common PKI Profile: The same remarks apply for excludedSubtrees as for ((c)

tbvCert. Get Subj ect Al t Nanmes())==true ) [permittedSubtreesabove.
return fal se;
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18 PolicyList certPolicySet = tbvCert.GetCertPolicyd Ds(); The certPolicySet list holds all policy OlDsthat are present in CertificatePolicies. |6.1.3
i gﬁgﬁgglol fﬁsestet egpt%/()():i?gfge g ;’md If there is no policy information in the certificate, the list remains empty. If|(d)(1)
y=et. enpty anyPolicy is not allowed (since inhibitAnyPolicy is in effect and the certificate ig|(d)(2)
i f( (inhibitAnyPolicy==0) and not a self-issued intermediate certificate), remove it from certPolicySet. d)(3)
ceptolti’(oli |S§|e|e];| fgﬁg\‘j'e?t :L;Eg: ia::;) )? In the rest of this step the validPolicySet will be maintained (if not already empty)
bool certPoli c'yAny = certPoli cySet' .cont ai ns(anyPol i cy); according to thelflforrnatlgn intbvCert _('f not em_ptY): ) . .
bool validPolicyAny = validPolicySet.contains(anyPolicy); - IfanyPolicy is neither present in certPolicySet nor invalidPolicySet, then
if( certPolicyAny==fal se ) [lcase 6.1.3(d)(1) the resulting matching policy set is the intersection of the policy sets.
! fE/a\|/iaLiIP?)r?lclyCS)é?ni_l_L?lefgez:t i ga(ca\fael i6 déblsi( g;(&g S' ) anyPo_Iicy invaI_idPoIiQyS§t matches_ all policiesincertPolicySet, so the
certPol i cies): resulting matching policy is certPolicySet.
el se _ - [Ilcase 6.1.3(d)(1)(ii) On the other hand, anyPolicy in certPolicySet matches all policiesin
val i dPolicySet = certPolicySet; validPolicySet, so the resulting matching set is validPolicySet itself, i.e. no
el se //case 6.1.3(d)(2) .
{} //validPolicySet remains unchanged changeis needed.
Common PKI Profile: GetCertPolicyOIDs() MUST consider policy OIDs in the
CertificatePolicies extension aswell as in QualifiedCertificateSatements.
19 if( certPolicySet.enpty()==true ) If the CertificatePolicies extension is not present, clear validPolicySet. 6.1.3
validpolicySet = {}; Common PK| Profile: GetCertPolicyOIDs() MUST consider policy OIDs in the|(e)
CertificatePolicies extension as well as in QualifiedCertificateStatements.
20 if( (explicitPolicy==0) and If issuers or the relying party enforce (via RequireExplicitPolicy respectively vial6.1.3
val i dPol i cySet.. I sEmpty() ) initial ExplicitPolicy) the path to have an explicit policy, but thereis no valid policy/(f)
return false; . .
the validation fails.
21 if( tbvCert.Contai nsUnknownCriti cal Extensions() ) Return false, if there are unknown critical extensionsin the certificate. 6.1.4
¢ b\r/gterutr 'nPI S(I;:Séa her Ext ensi ons() ; Process (at | east) the other critical extensions. goi .
()
22 if( i==n) break; The last certificate in the path has been processed. Skip the rest of the cycle by
quitting the for cycle and proceed to the wrap-up procedure.
PREPARE FOR CERTIFICATE i+1 Thecycleisnot in thelast loop yet and prepares for the next certificate in the path. [6.1.4
The currently processed certificate must be a CA certificate.
23 if( tbvCert.PolicyMappinglsPresent() and If the PolicyMapping extension is present, it must not contain anyPolicy in any|6.1.4
tbvCert. Pol i cyMappi ng. cont ai ns(anyPol i cy) ) field, otherwise the validation fails. @

return fal se;
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24 i{f( tbvCert. Pol i cyMappi ngl sPresent () ) First, the mapped polices are collected in issuerDomainPolicySet and respectively|6.1.4
Pol i cyLi st issuerDonai nPol i cySet = {}; SUbJe?tDomamPOHCySEt Do . . ()
Pol i cyLi st subj ect Domai nPol i cySet = {}; If p0||.CyMapp| ng?O, pQIICy identifiers may.be mapped .
for( int j=1; j<PolicyMapping.size(); j++ ) If an issuerDomainPolicy matches one policy in validPolicySet (by exact math orf(b)(1)

. ) ) . ) ) by matching anyPolicy), the corresponding subjectDomainPolicy replaces
Cert Policyld issPol =PolicyMappi ng[j].getlssuerPolicy(); | . L : -
CertPolicyld subPol =Pol i cyMappi ng[j]. get Subj ect Policy(); |ssuerD0ma|nP_oI|cy n vaI_ldP(_)Ilcy_Set. .
i f( validPolicySet.contains(issPol) or If policyMapping=0, policy identifiers must not be mapped and all matching|(b)(2)
( val i dPol i cySet. cont ai ns(anyPol i cy) ) issuer DomainPolicy items are removed from validPolicySet.
i ssuer Domai nPol i cySet . add( i ssPol ) Cfomlr_non PKI Proflle: '][he pohcfy mla_ppmg operations a_rﬁ pt;:]rfor_mefl_fhere on a set
subj ect Domai nPol i cySet . add( subPol ): of policy OIDs instead of atree of policy data quects. Still, the simplified mapping
} procedure yields the same results asthe BPVA in [RFC5280].
}
val i dPol i cySet = Subtract( validPolicySet,
i ssuer Donmai nPol i cySet );
i f( policyMappi ng>0 )
val i dPol i cySet = Uni on( validPolicySet,
subj ect Donai nPol i cySet );
}
25 i f( tbvCert.NaneConstraintslsPresent() ) If permittedSubtrees is present in the certificate, set the permittedSubtrees state|6.1.4
i f( tbvCert. Excl udedSubt rees| sPresent () ) varlab!e to. the intersection of its previous value and the value indicated in the|(g)(1)
extension field.
pernittedSubtrees = Intersection( permttedSubtrees, If excludedSubtrees is present in the certificate, set the excludedSubtrees state|(g)(2)
} tbvCert. Cet Perm ttedSubtrees() ); |variable to the union of its previous value and the value indicated in the extension
i f( tbvCert.ExcludedSubtreeslsPresent() ) field. . . ) m
Note that the NameConstraints extension may only occur in CA certificates.
excl udedSubtrees = Uni on( excl udedSubt r ees,
tbvCert . Get Excl udedSubtrees() );
) }

26 if( tbvCert.GetCertType() != SelflssuedCACert ) If the certificate is not a self-issued certificate, decrement the policy related|6.1.4
if( explicitPolicy>1 ) explicitPolicy--; counters. (1)
i f( policyMappi ng>1 ) policyMappi ng- -; M)
i f( inhibitAnyPolicy>1 ) inhibitAnyPolicy--; (h)(3)

}
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27 if( tbvCert.PolicyConstraintslsPresent() )

if( tbvCert. RequireExplicitPolicylsPresent() )

{
int r = thbvCert. Get RequireExplicitPolicy();
if( r <explicitPolicy )
explicitPolicy =r;

}
if( tbvCert. InhibitPolicyMapping() )

{
int g = tbvCert. Getlnhi bitPolicyMapping();

if( g <policyMapping )
pol i cyMappi ng = q;
}

If a PolicyConstraints extension is included in the certificate, modify the
explicitPolicy and policyMapping state variables as follows:

(2) If requireExplicitPolicy is present and is less than explicitPolicy, then set it to
the value in the extension.

(2) If inhibitPolicyMapping is present and is less than policyMapping, then set it to
the value in the extension.

Note that the PolicyConstraints extension may only occur in CA certificates.

6.1.4
@)
0les)

}
28 if( tbvCert. InhibitAnyPolicylsPresent() )
{
int g = thvCert. Get I nhibitAnyPolicy();
if( q < inhibitAnyPolicy )
i nhi bitAnyPolicy = q;
}

If InhibitAnyPolicy extension is included in the certificate, modify the
inhibitAnyPolicy state variable as follows:

If the value of InhibitAnyPolicy extension is less than inhibitAnyPolicy state
variable, then then set it to the value in the extension.

Note that the InhibitAnyPolicy extension may only occur in CA certificates.

6.1.4
OI©)

29 if( tbvCert.lsCaCertificate()==false )
return false;

All certificates of the path, where i<n, must be issuer certificates (i.e. CA, root-CA
or cross-certificates). Check for these certificates that the BasicConstraints
extensionsis present in the certificate and that the CA -flag is set.

6.1.4
(k)

30 i f_(f E va'elrjti &t 06: thT%Pﬁ() I'= SelflssuedCACert ) If the certificate is not a self-issued certifcate, verify that maxPathLength is greater|6.1.4

i maxPat hLengt h>

maxPat hLenght - - : than zero and decrement maxPathLength by one. ()]
el se

return fal se;

31 i f( tbvCert.PathLenConstraintlsPresent() ) If pathLenConstraint is present in BasicConstraints and is less thar6.1.4
int len = tbvCert. Get Pat hLenGonst rai nt(): maxPathLength, set maxPathLength to the value of pathLenConstraint. (m)
if( len < naxPathLength )

nmaxPat hLength = |l en;
}

32 if( thvCert. CetKeyCertSignkeyUsageBit() !=true ) If KeyUsage extension is present, ensure the keyCertSign bit is set. 6.1.4

return fal se; Common PKI Profile: Note that the KeyUsage extension MUST be present and|(n)
MUST be marked critical (PL.T12.[1]).

33| !} End of the for cycle on code line #9.

WRAP-UP PROCEDURE All certificates in the path have been processes with success. The wrap-up|6.1.5
procedure verifies whether the verified path suffices policy requirements.

34| if( explicitPolicy>1 ) explicitPolicy--; Decrement counter explicitPolicy, which will be used below. 6.1.5

(3
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3B i tgvgrt : 2' iRZVOFJnStE;aiI nt sl ISDPIV _ese?;() oa)nd If PolicyConstraints is included in the certificate and requireExplicitPolicy has|6.1.5
tbvCert. Get RequireExplicitPolicy()== ‘L :
| explicitPolicy = O value 0, then set explicitPolicy to 0. (b)
36| if( explicitPolicy>0) The condition explicitPolicy>0 indicates that neither issuers nor the relying party|end of
return true; enforce the path to have an explicit valid policy. So the matching of the valid|6.1.5
policies against userlnitialPolicySet in the next step is skipped and the procedure
returnstrue.
37| if( ;/alidfolliCySet- I'sEnpty() ) //6.1.5 (g)(i) If the path has no valid policy, the validation fails. 6.1.5
return false; . . . . . .
Pol i cySet mat chi ngPol i cySet = {}: Oth(_erW|se the valid pollcy_ setis matched_ against set of pohq&c a_ccepted by the((g)
Pol i cySet &user Pol i cySet = J/an alias relying party by calculating the matching set of the validPolicySet and the
pat hConstraints. userlnitial PolicySet; user|nitial PolicySet (alias user PolicySet).
bool userPol i cyAny = user Pol i cySet. contai ns(anyPol i cy); If the matching set is empty, then the path policy is inconsistent with user’g
bool validPolicyAny= validPolicySet.contains(anyPolicy); . . .7
if( userPolicyAny==true ) 116.1.5 (g)(ii) required policy and the algorithm returnsfalse.
mat chi ngPol i cySet = val i dPolicySet;
el se [16.1.5 (g)(iii)
if( validPolicyAny==false ) //6.1.5 (d)(iii)(1,2)
mat chi ngPol i cySet = Intersection( validPolicySet,
userlnitial PolicySet);
el se 116.1.5 (g)(iii)(3)
mat chi ngPol i cySet = userlnitial PolicySet;
i f( matchingPolicySet.lsEnpty() )
return fal se;
38| return true; All checks have been successfully passed, returntrue.
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2.3 Checking the Revocation Status

Table 5: CheckRevocationStatus()

# |PSEUDO-CODE COMMENTS No
TES
1 [bool CheckRevocationStatus( Certlnfo inout tbvCert, The ‘to be verified PKC or AC is passal in tbvCert. If a status check to this certificate
%errnte' nfoLi st L :l;yﬁerrntas has ever taken place and has been stored in the local database, this information is
Pat hConstraints in pat hConstraints, |assumed to be present in thvCert. (If the status has never been investigated, the
Cert | nfoli st i nout trustedCerts, statusinfoNextUpdate variable contains the startOfValidity.) The point in time, to
O lInfolist inout trustedOls ) which status information should be obtained, is passed in refTime. A list of trusted
{ certificates is passed intrustedCert. The function returnsfalseif the certificate has been
revoked or the directory service cannot be reached. Otherwise the function returnstrue.
2 if( refTime <= tbvCert.statuslnfoNextUpdate ) If statusinformation islocally available and it is more recent than refTime, then:
. return trueif statuswas ‘good’;
. Eet! EF,\:Oterrf,é;r evoked ) return trueif status was ‘revoked’, but refTime is earlier than revocTime;
el se return fal se otherwise.
return (refTime < tbvCert.revocTime) If no status information is available or it is older than refTime, then obtain up-to-date]
} status information from a server as described in the following, since a certificate:
having status ‘good’ at the time indicated in statuslnfoNextUpdate, may have
been revoked since then;
‘revoked’ at the time indicated in statuslnfoNextUpdate and having been ‘on
hold’, may have been released since then.
3 if( tbvCert.GetCertType() == Root CACert ) In the validation algorithm presented in this document, root certificates are assumed to
return fal se; be inherently valid, as reliable status information to a root certificate about cannot be
obtained relying on the same trusted root. Relying software should use some other
reliable out-of-band mechanism to maintain locally available status information. For
the sake of theoretical correctness, the presented algorithm returns here false here,
because the status cannot be reliably investigated. Actual implementations may
override this step with the user’ s agreement.
4 if( tbvCert. AuthorityAccessl nfoPresent AndContai nsCcspUrl () ) This step is OPTIONAL. Actual implementations MAY or MAY NOT choose to
return CheckStat usvi aCesp( ﬁg}’%e:é support OCSP. If so and the certificate contains OCSP access info in the
i nitial Pol i cySet, AuthorityAccessinfo extension, the revocation status will be checked using OCSP.
pat hConstrai nt s, It may furthermo re be advantageous, to check first for an appropriate, locally available]
trustedCerts, CRL, before using an on-line service.
trustedCls );
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el se

5 return CheckStatusUsi ngCRL( thvCert, The revocation status will be investigated using CRLSs.

i ssCert,
tbvCerts,

ref Ti ne,

pat hConstraints,
trustedCerts,
trustedCrls );
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Table 6: CheckStatusUsingCRL ()

# |PSEUDO-CODE COMMENTS No
TES
1 |bool CheckStat usUsi ngCRL( ggrtll n;‘ 0 i nout _thCe”Oé This function checks revocation status of the ‘to be verified PKC or AC, passed in
Cerrtt | rr]]f%u st : 2 {E\slggrrt Syrt ' tbv_Cerf[, by means of obtaini ng and checking a corresponding, sufficiently recent CRL.
Ti e in ref Ti ne, Thiswill be donein the following fundamental steps:
Pat hConstraints in pat hConstraints, (@D)] using information in tbvCert, identify and obtain a proper CRL, i.e. a
Cert | nfoli st i nout trustedCerts, i i i
ol 1 nfoLi st nout trustedQrls ) , sufflcn_antly recent CRL_,correspoang t_otvaert (S_teps#2...#5), N _
{ (2 using information in the CRL, identify and obtain a proper certificate (i.e. one

with the signing key and permitted for CRL signing) of the CRL issuer and
validate it using the certificate validation algorithm (Steps #6...#11),
3) verify the signature over the CRL (Step #12),
4 check status of thvCert (Steps#13...#15).
If a status check to tbvCert has ever taken place and has been stored in the local
database, this information is assumed to be present in tbvCert. (If the status has never
been investigated, the statuslnfoNextUpdate variable contains the startOfValidity.)
issuerCert contains the certificate of the issuer of tbvCert. The semantics of the other
parameters is identical to that in ValidateCertificate() (Table 2). The function returns
false if the certificate has been revoked or the directory service cannot be reached.
Otherwise the function returnstrue.

2 CRLDi stributionPoint cdp = tbvCert. GetFirstCdp(); Typically, the CRLDistributionPoints extension contains just one CDP, but the syntax
allows giving information to more than one CDP. This is the case when the CA
segments the CRL according to different sub-domains or revocation reasons.
Segmentation increases client performance, if large CRLs are to be handled. By storing
downloaded segments, only segments that run out of validity need to be downloaded
again. (Another way of increasing performance is maintaining local copies of alarge
CRL by means of regularly downloading delta-CRLSs.)

For simplicity of the description here, it is assumed that merely one CDP is present.
The cdp variable may remain empty, if the CRLDistributionPoints extension is absent.
Applications SHOULD be able to handle segmented CRLSs.

Common PKI Profilee Conforming certificates MUST contain  the
CRLDistributionPoint extension in case of indirect CRLs. “Direct” CRLs MUST

either be stored at the node of the CA issuing the certificate in question or a
CRLDistributionPoint extension MUST be included with directory accessinformation.
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3 bool crllslndirect;

if( cdp.IsEnpty() )
crllsindirect = fal se;

else if( cdp. ContainsOrllssuer() )
crllslindirect = true;

In thisstep, it will be determined, whether the required CRL is an indirect one.

If a CRLDistributionPoints extension in the certificate contains CRL access
information and any of the CDPs contains the crlissuer field, an indirect CRL isto be
used.

el se . Common PK1 Pr ofile: The support of indirect CRLsis RECOMMENDED.
crilslindirect = fal se;
4 Nane crllssuer DNane; The DName of the CRL-issuer is determined.

if( crllsindirect )

crllssuerDNane = cdp.crllssuer. GetDirectoryNane();
el se

crllssuerDNane = thvCert. Getlssuer DNane() ;

Common PK|1 Profile: Note that the CDP MUST contain the DName of the issuer of
each indirect CRL (P1.T22.#5 & [5]).

5 Cllinfo tbvCrl;

if( trustedOls.findClInfo( crllssuerDNane, tbvOrl )==false )
tbvCOrl. next Update = <mi ni mal date val ue>;

if( refTime >= tbvCrl. next Update )

if( <using URLs in CDP/alt.names to |ocate CRL> )

LdapUrl criul;
if( crllslndirect )

crlUrl = cdp. distributionPoint.GetFirstLdapUrl();
el se
criUrl = tbvCert. Get FirstLdapU | From ssuer Al t Names() ;

Ol InfolLi st downl oadedCrl s;
i f( RequestOrlsVialLdap( crlUrl,
return fal se;

downl oadedCrl s )==fal se )

return fal se;

}

el se

{
tbvCr

}

= <use sone alternative nethod to downl oad the CRL>

i f( downloadedCrls.findCrlInfo(crllssuerDName,tbvCrl)==fal se

At this step, the proper CRL is either selected from the local database of trustedCrls.
The proper CRL isidentified by means of the DName of the issuer of the CRL, which
is contained in the crlissuerDName variable. If it is not sufficiently recent, it will be
downloaded from an LDAP server by means of the RequestCrisViaLdap() function..
This RequestCrlsVialLdap() function returns false immediately, if the service cannot be
connected. Note that CRLs are usually stored in a certificateRevocationList or an
authorityRevocationList attribute of the CDP in the directory. (P4.T1.[22] & [23])
Theoretically, there may be several CRLs present at an LDAP node. The proper CRL is
identified in the findCrlInfo() function by means of the crllssuerDName variable.
Application MAY use alternative methods to obtain the proper CRL or MAY choose to
check all CRLs present at the given node.

[RFC5280]: Note that the X.509 optional field nextUpdate MUST be included in all
CRLs.

}
6 Aut hori tyKeyl dentifier crllssuerKeyld =
tbvCrl. Get Aut hori tyKeyl d();

At this step, the key identifier of the signing certificate of the CRL issuer is determined.
Common PK1 Profile: The AuthorityKeyldentifier extension MUST aways be present
in aconforming CRL (P1.T33.[1]). Note furthermore that | ssuer AltNames SHOULD be
present in indirect CRLs and SHOULD contain an LDAP-URL of the CRL issuer’s
signing certificate. (P1.T33.[2]).
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7 Certinfolist crllssuerCerts; Analogously to Steps #8...#12 in Table 3, Steps #7...#11 of this function try locate a
iO?EtlpLgt edOe?tr!sl fslsgggecretrz ; orl 1 ssuer Keyl d proper certificate of the CRL signer. Proper certificates will be:
' crllssuerCert ) )==fal se ) - first searched in the local database (represented here by trustedCerts) (Step
#1),
for( int i=0; i<crllssuerCerts.size(); i++) - then among the “non-trusted” certificates delivered in tbvCerts (Step #8)
crilssuerCert = crllssuerCerts, Getlten(i): - and finally in adirectory or some other external resource (Steps #9,#10).
if( ValidateCertificate ( crllssuerCert, For each proper certificate found a validation will be attempted by calling
tbvCerts, refTine, crlSigning, pathConstraints, ValidateCertificate(). This may involve, as usual, building different paths as long as a|
ot Ot rust edCerts, trustedOls )==true ) path to atrusted root certificate isfound and validated. Proceed to Step #12 as soon as a
} ’ valid certificate is found.
}
8 if( validal |]§$U6f OertFOlrJ]nd?:f alse & | In this step, a proper certificate of the CRL signer will be searched among the
tbvCerts. findCert WthSubj ect Key! d( ol ::sﬂg:geeryt' d)’ ) certificates delivered in tbvCerts. It will be attempted to validate each proper
{ certificate.
for( int i=0; i<crllssuerCerts.size(); i++)
{

crllssuerCert = crllssuerCerts.Getlten(i);

if( ValidateCertificate ( crllssuerCert,
tbvCerts, refTime, crlSigning, pathConstraints,
trustedCerts, trustedCls )==true )

goto #12;
} }
9 Certlinfolist downl oadedCerts; _ In this step, URLs will be determined for directory access.
Ef( <using URLs in alt.names and CDPs to locate issuer certs>) |common PKI Profile; Note that IssuerAltNames SHOULD be present in indirect
LdapUrl crllssCertUrl; CRLs and SHOULD contain the LDAP-URL of the CRL issuer’s signing certificate.
i f( tbvOrl.lssuerAl t Namesl sPresent AndCont ai nsLdapUrl () ) (P1.T33.[2]).

crlilssCertUrl = tbvCrl. getFirstLdapU | From ssuer Al t Names() ;
else if( cdp.lsEnpty()==fal se )

crlilssCertUrl = cdp.distributionPoint Name. get Fi rstLdapUrl ();
if( crlilssCertWrl.lsEmpty() )

return fal se;
if( crllslindirect )

i f (Request CertsVi aLdap(crl|ssCert U, downl oadedCert s) ==f al se)
return fal se;

}
el se
i f( Request CaAndCr ossCertsVi aLdap(crllssCertUl,
downl oadedCerts)==fal se )
return fal se;
}
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el se

downl oadedCerts = <use some alternative nmethod to downl oad
certs of the CRL issuer>

}
i f( downl oadedCerts. findCertWthSubjectKeyld(crllssuerKeyld,

10 In this step, a proper certificate of the CRL signer will be searched among the
‘ critssuerCerts) ) |gownloadedCerts. It will be attempted to validate each proper certificate.
for( int i=0; i<crllssuerCerts.size(); i++)
{
crllssuerCert = crllssuerCerts. Getlten(i);
if( ValidateCertificate ( crllssuerCert,
tbvCerts, refTine, crlSigning, pathConstraints,
trustedCerts, trustedCls )==true )
goto #12;
}
}
11 return fal se; Return false, if no valid certificate of the CRL issuer has been found in Steps #7....#10.
12 | if( VerifySignature(t b:/:?fl - GetCZOBegeggengat 2(){ . ta The signature over the CRL is verified. If successful, the CRL is added to (respectively
feturn false O !Ssuercert. GetPublickeyinfo())==false) ynqated if readily present) inthe list of trustedCris for reuse.
trustedOls. UpdateCrl List(crl);
13 _Ogl Embr)éfrl Entdry; et G Asthe CRL has been found valid, now we can check the status of thvCert.
1T ( tbvQrl. FindEnt ry(: b\\;Oe:: : Ge: Iszrsluglr ﬂj\ﬁb"ggz) Retrieve revoc_a;ion info from the matchin_g CRL entry, if present. The matching entry
criBntry ) == fal se can be identified by means of the issuer and the serialNumber of tbvCert,
SerialNumber is part of the entry (P1.T32.#8), whereas the issuer isindicated by:
tbvCert.revoked = false either in the Certificatelssuer extension (P1.T47.#4) in the entry in question or in a
tbvCert. Ti = tbvCert. Get Val i dityNot Aft ;
tb\\/'Oerrt ' rr:\\/'ggR'eggon _ ‘u\rgspreci fi ed,a; rarty er() preced_lng entry most near to t_he entry in question. (The Certificatelssuer entry
tbvCert. statusl nfoNext Update = tbvCrl. Next Updat e; extension MUST be used in indirect CRLs.)
return true; - or in the issuer field of the “direct” CRL (T32#4), if not indicated by a
} Certificatel ssuer extension.
If tbvCert is not listed in the CRL, it will be considered valid. statuslnfoNextUpdate
will be set to the nextUpdate time of the CRL to maintain the local database.
14 | Time thisUpdate = tbvOrl. Get Thi sUpdate(); tbvCert has been found in the CRL.

if( thisUpdate > GetCurrentTinme() )
return fal se;

Ti me next Updat e;

i f( tbvOl. Next Updat el sPresent ()==fal se )
return fal se;

next Update = tbvOrl. Get Next Updat e();

if( nextUpdate < GetCurrentTinme() )
return fal se;

The datesin the fieldsthisUpdate and nextUpdate are retrieved and checked at this step
for plausibility as RECOMMENDED in P4.T8.[7] for OCSP responses.
Note that the nextUpdate field MUST always be present. (See P1.T32.[5])
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15 tgvgert . reVOkTe__d = trluE; ot Re  onDat &() tbvCert turned out to be revoked. Retrieve revocation information from crlEntry. The

tbvCert.revocTi nme = Cr ntry. t vocat i onDat e(); H H H :

i f( crlEntry. ReasonCodel sPresent () ) reason of therevocation MAY be given in the reasonCode extension.
tbvCert.revocReason = crl Entry. Get ReasonCode();

el se

tbvCert.revocReason = ‘unspecified ;
tbvCert. st at usl nf oNext Updat e = next Updat e;
return ( refTime < tbvCert.revocTinme );
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Table 7: CheckStatusViaOcsp()

# |PSEUDO-CODE COMMENTS No
TES

1 |bool CheckStatusVi aCcsp( ??” Info i nout tb;/?_e” : The ‘to be verified PKC or AC is passed in tbvCert. If a status check to this certificate

1 e In rer lime, f P - :

Pat hConstraints in pat hConst r ai nt s, has ever taken place an_d has been stored in the local database, thl_s mfo_rmatlon is

Cert | nfolLi st i nout trustedCerts, assumed to be present in tbvCert. (If the status has never been investigated, the

O | I nfoLi st i nout trustedCrls ) statusinfoNextUpdate variable contains the startOfValidity.) The point in time, to

{ which status information should be obtained, is passed in refTime. A list of trusted

certificates is passed intrustedCert. The function returnsfalseif the certificate has been

revoked or the OCSP service cannot be reached. Otherwise the function returnstrue.

2 Qespur| url = tbvCert. CetFirstH tpurl(); The URL of the OCSP service will be extracted and a request will be generated.
gfﬂ{%qggi%errtf%‘e“ : The function returns false, if the service cannot be connected to or it returned an error
tbvCert|D. Set( sha 1, code inresponseStatus (P4.T7.#2).

SHAL( tbvCert. Getlssuer() ), Common PKI| Profile: Note that certID (P4.T6.#4) MUST be build using SHA1 and
SHAL( tbvCert. Get PKWt hout TagLenUnusedBits()), respectively the OID ‘sha_1'.
tbvCert. Get Seri al Nunber () ); -
request. FilllnCcspRequest ( tbvCertID);
CcspResponse response;
i f( Request StatuslnfoViaGcsp( url, request, response )==fal se )
return fal se;
3 OfEF(t |an Pf r eSiSDCe;t =(r esponse. Geegf_e}sgggder ngat( ) é) In case of a definitive response (responseStatus="successful’ ), the responder certificate
i eri fySi gnature( response. o} gne a(), ; ; : ; i -
responder Cer t . Get Publ i cKeyl nf o())==fal se)  |IS retrieved from the response and the signature over the response is verified. Finaly,
return fal se;: the responder’s certificate is validated by means of a recursive call to the certificate
if( ValidateCertificate( respCert, path validation function.
response. gt Li e\éeoé‘:jt S(T)" . Common PKI Profile: Note that Common PKI conforming responses always contain
gg:gg?;ﬁi ngt roducedAtTi me() ; the responder’s signing certificate (P4.T8.[3]). The signing certificate can be identified
pat hConstrai nts, among the other certificates returned in certs (P4.T8.#7) using the information in the
trustedCerts, responder|D field (P4.T8.#10).
trustedCls )==fal se )
return fal se;

4 }f( response. Archi veQut of f I sPresent () ) The condition cutoff date > expiry date (which isidentical to the condition: producedAt
Time cutoffDate = response. Get Ar chi veQut of f () ; time > expiry date + retention penod) indicates the fact, thqt status mfprmaﬂon
if( cutoffDate > tbvCert.GetValidityNotAfter() ) returned by the OCSP responder is not any more reliable, e.g. if the certificate and

return fal se; corresponding status information have been deleted from the directory. (P4.T13.[1])
}
5 Si ngl eResponse si ngl eResp; The appropriate single responseis read from response.
i f( response. Fi ndSi ngl eResponse( tbvCertID, singleResp )==false ) approp gieresp &P
return fal se;
6 i f( AnyOr User Pol i ci esEnf or cesPosi ti veSt at enent ( Some policies may demand that the responder delivers evidence that the certificate has
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pat hConstraints,
userInitial PolicySet) )

i f( singleResp. CertHashl sPresent ()==fal se )
return fal se;
Cert Hash certHash = singl eResp. Get Cert Hash();
i f( Hash( tbvCert. Der Encode(), certHash.hashAlgorithm) !=
certHash. certificateHash )
return fal se;

}

been indeed issued by the CA and it is present in the directory. (P4.T15.[1])
If this is required the certificate hash, delivered in the single response will be proven
against the hash value built from tbvCert.

7 Ti ne thisUpdate = singl eResp. Get Thi sUpdat e();
if( thisUpdate > GetCurrentTime() )
return fal se;

Ti me next Updat e;
i f( singl eResp. Next Updat el sPresent () )
{

next Updat e = si ngl eResp. Get Next Updat e() ;
i f( nextUpdate < GetCurrentTime() )
return fal se;

}

el se

next Update = thisUpdate + 1 sec;
}

The dates in the fields thisUpdate and nextUpdate are retrieved and checked for
plausibility as RECOMMENDED in P4.T8.[7].

8 i f( response. Get Status()=="good" )
{

tbvCert.revoked
tbvCert.revocTi me tbvCert. GetValidityNot After();
tbvCert.revocReason ‘unspecified ;

tbvCert. st at usl nf oNext Updat e = next Updat e;

return true;

fal se;

else if( response. Get Status()=="revoked )
{
tbvCert. revoked = true;
tbvCert.revocTine = singleResp. Get Revocati onTi ne();
i f( singl eResp. RevocReasonl sPresent () )
tbvCert.revocReason = singl eResp. Get Revocati onReason() ;
el se
tbvCert.revocReason = ‘unspecified ;
tbvCert. st at usl nf oNext Updat e = next Updat e;
return ( refTine < tbvCert.revocTine );
}
el se
return fal se;

After successful verification of the signature and the certificate path, the status|
information is retrieved from the appropriate single response and added totbvCert.
Common PKI Profile: Note that Common PKI conforming responders may return
status ‘good’ only if they possess definite knowledge about the requested certificate’s
status.
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1 Preface

This part of the Common PKI specification defines a list of approved cryptographic
algorithms for digital signatures, encryption and subject public keys to be supported by
implementations that comply with the Common PKI specification.

It is mainly based on the PKIX documents [ RFC 5280] and [RFC 3279], the W3C documents
[XML_SIG] and [XML_ENC], and the OSCI profile [OSCI]. It contains all syoplementary
specifications, recommendations and restrictions the Common PKI document has defined in

addition to the corresponding base documents.

The SSMIME standard version 31 documents [RFC 3370], [RFC 3850], [RFC 3851] and
[RFC 3852] have been taken into account.

In addition to the requirements, which have to be fulfilled by conforming implementations,
recommendations are made for supporting further algorithms.

Items of the referenced standards that are not explicitly mentioned in this specification
SHALL be treated in the same way as specified in the referenced base standards.

Conformance requirements that Common PKI compliant components MUST satisfy are
specified in the following chapter.
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2 Algorithm Support

This chapter identifies a list of cryptographic algorithms required and/ or recommerded by
the different parts of the Common PKI specification.

Most of the algorithms identified in the following sub-chapters are described in

the PK1X documents [RFC 5280] and [RFC 3279], and

for XML based data structures in the W3C documents [XML_DSIG] and
[XML_ENC].

For all other algorithms, e.g. al encryption algorithms, references to the corresponding
specifications are provided.

The following tables provide information for each algorithm, including

the short name,
the respective object identifier,
or in the case of XML the related W3C link, and

reguirements and recommendations for conforming implementations.

2.1 One-Way Hash Functions

A cryptographic hash function is used to compute the message digest of a document to be
signed. A hash function must be collisionresistant which means that it is computationally
infeasible to find two different documents yielding the same message digest (which implies
that it is also infeasible to find a different document yielding the same message digest as a
given document).

Common PKI compliant components SHALL satisfy the conformance requirements for one-
way hash function as specified in Table 1.

2.2 Signature Algorithms

A signature algorithm is applied to the message digest (output value of the hash function) of
the document to be signed to generate a signature.

Signature algorithms are used for signing certificates, revocation lists, PKI messages and both
S/MIME and PEM messages. Algorithm identifiers are used in the corresponding fields of
certificates, CRLs and messages to identify the applied signature algorithm. The signature
algorithm identifier identifies both the hash function and the signature algorithm, e.g. RSA.

Common PKI compliant components SHALL satisfy the conformance requirements for
signature algorithms as specified in Table 2.
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2.3 Content Encryption Algorithms

A content encryption algorithm is applied in order to encrypt data, whereas a key encryption
algorithm (chapter 2.5) is used for encrypting the associated content encryption key.
Encryption algorithms are applied for the encryption of both confidential PKI-messages and
S/MIME and PEM messages, as well as for the encryption of XML documents.

Common PKI compliant components SHALL satisfy the conformance requirements for data
encryption algorithms as specified in Table 3.

2.4 Symmetric Key Wrap

Common PKI compliant components that support XML SHALL satisfy the conformance
requirements for symmetric key wrap algorithms as specified in Table 4.

2.5 Key Encryption Algorithms

Key encryption algorithms are used for the encryption of content encryption keys (chapter
2.3). The used key encryption keys are the public keys of the intended recipients of the
encrypted content.

Common PKI compliant components SHALL satisfy the conformance requirements for key
encryption algorithms as specified in Table 5. Both are specified in [PK CS#1].

2.6 Key AgreementAlgorithms

Key agreement is only considered in Common PKI for components that support XML.

Common PKI compliant components that support XML SHALL satisfy the conformance
requirements for key agreement algorithms as specified in Table 6.

2.7 Subject Public Key Algorithms

Common PKI compliant components SHALL satisfy the conformance requirements for
subject public key algorithms whose related OlIDs are contained in a certificate as specified in
Table7.

2.8 Message Authentication Algorithms

Message authentication algorithms are applied for the protection of PKI messages, especialy
for the authentication of initial certification requests and revocation requests.

Common PKI compliant components SHALL satisfy the conformance requirements for
symmetric key based MAC (message authentication code) algorithms as specified in Table 8.
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Table 1. One-Way Hash Functions

CRYPTOGRAPHIC ALGORITHMS REFERENCES COMMON PKI SUPPORT NOTES
# NAME SEMANTICS DOCUMENT CHAPTER | STATUS || GEN | PROC | VALUES
1 [SHA-1 one-way hash [RFC 3279] 213 ++ ++ |++ |OID: 1.3.14.3.2.26 [1]
function [RFC 3370] 2.1 [2]
[XML_DSIG] http://www.w3.0rg/2000/09/xml dsi g#shal [3]
2 |SHA-256 | one-way hash [RFC 4055] na |+ |+ OID: 2.16.840.1.101.3.4.2.1 [1]
function [XML_ENC] http://www.w3.0rg/2001/04/xmlenc#sha256  |[4]
[FIPS 180-2]
2a |SHA-384 | one-way hash [RFC 4055] na |+ |+ OID: 2.16.840.1.101.3.4.2.2 [4]
function [XML_ENC] http://www.w3.0rg/2001/04/xmlenc#sha384
[FIPS 180-2]
3 |SHA-512 |one-way hash [RFC 4055] na |+ |+ OID: 2.16.840.1.101.3.4.2.3 [4]
function [XML_ENC] http://www.w3.0rg/2001/04/xmlenct#sha512
[FIPS 180-2]
4 |RIPEMD- |one-way hash [RIPEMD-160] na |- [+ OID: 1.3.36.3.2.1 [5]
160 function [ISO/IEC 10118-3]
[XML_DSIG] http://www.w3.0rg/2001/04/xmlenc#ripemd160| [3]
5 |MD2 one-way hash [RFC 3279 211 |- -- |- | OID: 1.2.840.113549.2.2
function [RFC 1319]
6 |MD5 one-way hash [RFC 3279] 212 |- -- |+ |OID: 1.2.840.113549.2.5
function [RFC 3370] 2.2 [6]
[RFC1321]
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(1

(2]
(3]
(4
(5]

(6]

Common PKI1 Profile: SHA -1 is the preferred one-way hash function. This requirement is conformant with the PKIX and the XML_DSIG documents. SHA -1 is defined
in [FIPS 180-2] and [ISO/IEC 10118-3]. In cases where SHA -1 will not be used due to security considerations, the preferred one-way hash function is SHA -256.

S/MIME requires that sending and receiving agents MUST support SHA -1.
Thisisonly arequirement for compliant components that support XML.
SHA-256, SHA -384 and SHA -512 arereferenced in XML_ENC, but not in XML_DSIG.

Common PKI Profile: The support of the RIPEMD-160 hash function on the processing side is recommended. This algorithm is published in BNetzA08] as an
algorithm appropriate and dlowed for signing according to the German law on digital signatures [SigG01]. Neither PKIX nor [RFC 3370] specifies RIPEMD-160.
Therefore it SHOULD NOT be used on the generation side for the sake of interoperability with PKIX and/or S'MIME compliant components.

Receiving agents SHOUL D support MD5 for providing backward compatibility with MD5-digested SIMIME v2 SignedData objects.
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Table 2: Signature Algorithms
CRYPTOGRAPHIC ALGORITHMS REFERENCES CoMMON PKI SUPPORT NOTES
# |NAME SEMANTICS DOCUMENT CHAPTER | STATUS|| GEN | PROC | VALUES
1 |shalWithRSAEnNcryption RSA [RFC3279] |221 |+ ++ |++ |OID: 1.2.840.113549.1.1.5 [1,3,4,6, 9]
signature | [RFC 3851] | 2.2
agorithm| rr) ps 180-2]
[ISO/IEC http://www.w3.0rg/2000/09/xmldsig#rsa- | [7]
10118-3] shal
[XML_DSIG]
2 | sha256WithRSAENcryption |RSA [RFC 4055] na |+ |+ OID: 1.2.840.113549.1.1.11 [1,3,4,6]
signature | [FIPS 180-2]
agorithm|| [ prc 4051] http:/Avww.w3.0rg/2001/04/xmidsig- [7]
moretrsa sha256
2a| sha384WithRSAEncryption |RSA [RFC 4055] na |+ |+ OID: 1.2.840.113549.1.1.12 [1,3,4,6]
signature | [FIPS 180-2]
agorithm| 1rFc 4051] http://www.w3.0rg/2001/04/xmidsigr [7]
more#rsa sha384
3 | shab12WithRSAEncryption |RSA [RFC 4055] na |+ |+ OID: 1.2.840.113549.1.1.13 [1,3,4,6]
signature || [FIPS 180-2]
agorithm| 1rEc 4051] http://www.w3.0rg/2001/04/xmi dsigr [7]
moretrsa- shab12
4 | rsaSignatureWithRipemd160 | RSA [RIPEMD- na |- + OID: 1.3.36.3.3.1.2 [2,3,6,9]
signature | 160]
algorithm| [ISO/IEC http://www.w3.0rg/2001/04/xmldsig- [7]
10118-3] more/rsa-ripemd160
[RFC 4051]
5 | md2-WithRSAEncryption |RSA [RFC3279] |221 |+ -- |-- |OID: 1.2.840.113549.1.1.2 [1,3,4,6]
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signature
algorithm

6 | md5WithRSAENcryption

RSA
signature
algorithm

[RFC 3279
[RFC 3851]

221
22

OID: 1.2.840.113549.1.1.4

[1,3,4,6]

7 | dsa-with-shal

DSA
signature
algorithm

[RFC 3279
[RFC 3851]
[FIPS 186-2]
[XML_DSIG]

222
22

++

++

++

++

OID: 1.2.840.10040.4.3

http://www.w3.0rg/2000/09/xml dsi g#dsa-
shal

[3]

[7.8]

8 |ecdsa-with-SHA1

ECDSA
signature
algorithm

[RFC 3279
[X9.62]

223

OID: 1.2.840.10045.4.1

9 |RSASSA-PSS

RSA
signature
algorithm

[RFC 4055]

OID: 1.2.840.113549.1.1.10

[10,11]
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[1] The PKIX documents do not make any recommendation which of the RSA signature algorithms (md2withRSAEncryption,
md5withRSA Encryption, shalWithRSAEncryption) should be preferred
Common PKI1 Profile: shalWithRSAEnNcryption is the preferred signature algorithm. In cases where shalWithRSAEncryption will not be
used due to security considerations, the preferred signature algorithm is sha256WithRSA Encryption.

[2] Common PKI Profile: The support of the RIPEMD-160 hash function on the processing side is recommended. This algorithm is published
in [BNetzA08] as an algorithm appropriate and allowed for signing according to the German law on digital signatures [SigGO01]. Neither
PKIX nor SMIME specifies RIPEMD-160. Therefore it SHOULD NOT be used on the generation side for the sake of interoperability with
PKIX and/or SMIME compliant components.

[3] Conforming implementations SHALL use the PKCS1-v1 5 padding and encoding conventions described in PK SC#1 [ RFC 3447].

The parameter component of this algorithm identifier shall be the ASN.1 type NULL.

[4] SMIMEV3.1requiresthat receiving agents MUST support rsaEncryption with SHA-1 hash for message signature. Receiving agents MUST
be capable of verifying signatures on certificates and CRLs made with md5withRSAEncryption and sha-1WithRSAEncryption with key sizes
from 512 bits to 2048 hits.

[5] S/MIMEV3.1 requires that receiving agents MUST support dsa-with-shal for message signature. Receiving agents MUST be capable of
verifying signatures on certificates and CRLs made with dsa-with-shal.

[6] If any of the RSA based signature algorithms is used to sign CM S messages, the hash function OID is explicitly stated in the digestAlgorithm
field of the Sgnerinfo (P3.T4.#3). In accordance with [RFC 3370] the OID to be inserted in the signatureAlgorithm field of the Sgnerinfo
(P3.T4.#5) MUST be rsaEncryption (O1D: 1.2.840.113549.1.1.1) when generating a signed CM S message, regardless which RSA based
signature algorithms is used.

When processing a signed CM S message the OIDs for sha-1WithRSAENcryption and rsaSgnatureWithripemd160 MUST also be accepted in
the signatureAlgorithm field of the SignerInfo, provided that the respective hash function is present in digestAlgorithm field.

[7] Thisisonly arequirement for compliant components that support XML.

[8] Notethat DSA isthe default signature algorithm in [XML_DSIG].

[9] S/MIMEvV3.1requiresthat sending agents MUST support either dsa-with-shal or rsaEncryption with SHA-1 hash for message signature.

[10] [PKCS#1] recommends the use of RSASSA-PSS for new applications.

Common PKI1 Profile: Although RSASSA-PSS is considered more secure than RSA signature schemes based on PKCS#1 v1.5 padding, its
use may lead to interoperability problems due the fact that it is not supported in [RFC 3370] and [RFC 3851]. Therefore it is OPTIONAL.

[11] Support for RSASSA-PSSin XML digital signatures is currently under discussion at W3C. The agorithm identifier proposed in [XMLDSIG-
PSS] is http://www.w3.0rg/2007/09/xmldsi g- pss/#rsa- pss.
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Table 3: Content Encryption Algorithms
CRYPTOGRAPHIC ALGORITHMS REFERENCES CoMMON PKI SUPPORT NOTES
NAME SEMANTICS DOCUMENT CHAPTER STATUS [ GEN | PROC | VALUES
des-cbc content encryption algorithm [RFC 3851] 2.7 n.a ++ [+t OID: 1.3.14.3.2.7 [1], [6]
[FIPS 46-3]
des-ede3-cbc | content encryption algorithm [RFC 3851], 2.7 ++ ++ [++ OID: 1.2.840.113549.3.7 [2], [6]
[X9.52], http://www.w3.0rg/2001/04/x | [7]
[FIPS46-3], mlencttripledes-cbc
[XML_ENC]
des3-cbc content encryption algorithm [X9.17] - + OID: 1.3.36.3.1.3.2.1 [3], [6]
[MTTv2]
rc2-cbc content encryption algorithm [RFC 3851] 2.7 - |+ OID: 1.2.840.113549.3.2 [4]
aes128-cbc | content encryption algorithm [RFC 3851] 2.7 +- |+ OID: 2.16.840.1.101.34.1.2 | [5]
[FIPS 197] http://www.w3.0rg/2001/04/x | [7]
[RFC 3565] mlenctaesl28-chc
aes192-cbc [XML_ENC] OID: 2.16.840.1.101.3.4.1.22
http://www.w3.0rg/2001/04/x |[7]
mlencttaes192-chc
265256-che OID: 2.16.840.1.101.34.1.42 |7
http://www.w3.0rg/2001/04/x
mlenct#aes256-chc

Algorithm Support
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[1] The DESagorithm is defined in [FIPS 46-3]; the cipher block-chaining mode (CBC) is defined in [FIPS 81]. The padding mechanism to be
applied is described in the PEM specification [RFC1423] and in the PK CSH5 specification [PKCSHS).

[2] S/MIMEV3.1 requiresthat sending and receiving agents MUST support encryption and decryption with DES-EDE3-CBC in 3-key mode of
operation as defined in [X9.52] and [FIPS 46-3]. They SHOULD support encryption and decryption with AES at akey size of 128, 192, and
256 hits.

[3] Triple-DESwas standardized in [X9.17] in 2-key mode of operation.
Common PK1 Profile: des3-cbc is specified in [MTTv2] and SHOULD therefore be accepted for backwards compatibility with Mail TrusT
v2 compliant components. However SIMIME does not specify this algorithm. Therefore it SHOULD NOT be used on the generation side for
the sake of interoperability with SSMIME compliant components.

[4] S/IMIMEvV3 requires that receiving agents SHOULD support encryption and decryption using the RC2 [RFC 3370] or a compatible algorithm
at akey size of 40 bits.

[5] Three AES algorithm identifiers are defined for key sizes of 128,192, and 256 bits. The OIDs for AES content encryption algorithms are
defined in [RFC 3565].

[6] At least one of these algorithms MUST be supported during the generation process.

[7] Thisisonly arequirement for compliant components that support XML.
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Table4: Symmetric Key Wrap Algorithms

CRYPTOGRAPHIC ALGORITHMS REFERENCES CoOMMON PKI SUPPORT NOTES

# NAME SEMANTICS DOCUMENT CHAPTER STATUS [[GEN | PROC | VALUES

1 |3DES key encryption algorithm [XML_ENC] ++ |++ http://www.w3.0rg/2001/04/x | [1]
[X9.52] mlenc#k w-tripledes-cbc

2 |AES128 key encryption algorithm [XML_ENC] ++ | ++ http://www.w3.0rg/2001/04/x | [1]
[FIPS 197] mlenc#k w-aes128-chc

2 | AES192 key encryption algorithm [XML_ENC] - + http://www.w3.0rg/2001/04/x | [1]
[FIPS 197] mlenci#k w-aes192-cbc

4 | AES256 key encryption algorithm [XML_ENC] ++ | ++ http://www.w3.0rg/2001/04/x | [1]
[FIPS 197] mlenc#k w-aes256-chc

[1] Thisisonly aregquirement for compliant components that support XML.
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Table5: Key Encryption Algorithms

CRYPTOGRAPHIC ALGORITHMS REFERENCES COMMON PKI SUPPORT NOTES
# NAME SEMANTICS DOCUMENT CHAPTER STATUS [[GEN | PROC | VALUES
1 |rsaEncryption | key encryption algorithm [PKCSH1] 7.2 + ++ |[++ OID: 1.2.840.113549.1.1.1 [1]
2 | RSA PKCSH1 | key encryption agorithm [PKCSH1] 7.2 + ++ |++ | http://www.w3.0rg/2001/04/x | [3]
v1l5 [XML_ENC] mlenct#rsa-1 5
3 |RSAES- key encryption algorithm [PKCSH1] 7.1 ++ + |+ OID: 1.2.840.113549.1.1.7 [2]
OAEP [XML_ENC] http://www.w3.0rg/2001/04/x | [3]
mlenc#rsa-oaep-mgflp

[1] S/MIMEv3 requires that sending and receiving agents SHOULD support Diffie-Hellman defined in [RFC 2631], and MUST support
rsaEncryption.
RSAES-PKCS1-v1 5isincluded in [PKCS#1] only for compatibility with existing applications, and is not recommended for new
applications.
Common PKI1 Profile: For compatibility reasons, RSAES-PKCS1-v1 5isthe .preferred key encryption algorithm in Common PKI.

[2] [PKCS#1] recommends the use of RSAES-OAEP for new applications, e.g. for wrapping of AES content encryption keys.
Common PKI1 Profile: Although RSAES-OAEP is considered more secure than rsaEncryption, its use may lead to interoperability problems
due the fact that it is not supported in [RFC 3370] and [RFC 3851]. Therefore it is OPTIONAL.

[3] Thisisonly arequirement for compliant components that support XML.
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Table 6: Key Agreement Algorithms
CRYPTOGRAPHIC ALGORITHMS REFERENCES CoMMON PKI SUPPORT NOTES
# NAME SEMANTICS DOCUMENT CHAPTER STATUS [[GEN | PROC | VALUES
1 | Diffie- key agreement agorithm [XML_ENC] +- |+ http://www.w3.0rg/2001/04/x | [1]
Hellman [RFC2631] mlenc#dh

[1]] Common PKI Profile: Thisisonly arequirement for compliant components that support XML. Diffie-Hellman key agreement is only

considered in Common PKI for components that support XML.
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Table 7: Subject Public Key Algorithms

CRYPTOGRAPHIC ALGORITHMS REFERENCES CoMMON PKI SUPPORT NOTES

# NAME SEMANTICS DOCUMENT CHAPTER STATUS [| GEN | PROC | VALUES

1 |rsaEncryption RSA keys [RFC3279] 2.3.1 +- ++ |++ |0OID:1.2.840.113549.1.1.1

2 | dhpuwblicnumber | Diffie-Hellman keys [RFC3279] 2.3.3 +- n.a|(na |[OID:1.2840.10046.2.1 [1]

3 |dsa DSA signature keys [RFC3279] 2.3.2 +- + |++ |OID: 1.2.840.10040.4.1 [2]

4 keyrIlExchangeAIg KEA public keys [RFC3279] 234 +- n.a|na |[OID:216.840.1.101.2.1.1.22 |[3]

orithm
5 |ecPublicKkey ECDSA and ECDH keys [RFC3279] 2.35 +- +- |+ OID: 1.2.840.10045.2.1 [4]
[X9.62]

[1]] Common PKI Profile: Diffie-Hellman key agreement [X9.42] is not considered in Common PKI.

[2] DSA isdefinedin [FIPS 186-2].

[3] Common PKI Profile: KEA key exchange is not considered in Common PKI.

[4] ThisOID isused in public key certificates for both ECDSA signature keys and ECDH encryption keys.

Common PKI1 Profile: This OID can only be used in public key certificates for ECDSA signature keys, since Diffie-Hellman key agreement
[X9.42] is not considered in Common PK
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Table 8: Message Authentication Algorithms

CRYPTOGRAPHIC ALGORITHMS REFERENCES CoOMMON PKI SUPPORT NOTES
# NAME SEMANTICS DOCUMENT CHAPTER STATUS [[GEN | PROC | VALUES
1 |desMAC message authentication algorithm || [FIPS 113] +- ++ |[++ OID: 1.3.14.3.2.10 [1]
2 | hmac-SHA1 | message authentication algorithm || [RFC2104] +- + |+ OID: 1.3.6.1.55.81.2 [2]
[RFC2202]
[XML_DSIG] - +- http://www.w3.0rg/2000/09/x | [3,4]
mldsig#hmac-shal
3 | hmac- message authentication algorithm || [RFC4231] +- +- |+ OID: 1.2.840.113549.2.9 [2]
SHA256
[RFC4051] 222 - +- http://www.w3.0rg/2001/04/x | [3,4]
mldsig- moretthmac- sha256
4 | hmac- message authentication algorithm || [RFC4231] +- +- |+ OID: 1.2.840.113549.2.10 [2]
SHA384
[RFC4051] 222 - +- http://www.w3.0rg/2001/04/x | [3,4]
mldsig- moretthmac-sha384
5 | hmac- message authentication algorithm || [RFC4231] +- +- |+ OID: 1.2.840.113549.2.11 [2]
SHAG12
[RFC4051] 2292 - +- http://www.w3.0rg/2001/04/x | [3,4]
mldsig- morethmac-sha256

[1]
[2]
[3]
[4]

The DES-MAC uses DES as defined in [FIPS 46-3] and data authentication as defined in [FIPS 113].

The support of other mechanisms, like DES3-MAC is recommended.

Thisisonly arequirement for compliant components that support XML.

In the case of components that support XML, the usage of HMAC is entirely discouraged for the time being. Conforming XML clients
SHOULD NOT make use of HMAC. The reason why we do not exclude the element in this profile is the fact that it is used with good reasons

In [XKMS]. It may happen that in the future XKMS will become important for Common PK1 and thus HMAC may return. So leaving it here
will perhaps then make things alittle easier.
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1 Preface

This part of the Common PKI specification defines a profile of the eCard APl framework
(BSI Technische Richtlinie TR-03112 as defined in the seven documents [TR-03112-1] to
[TRO3112-7]) that is specified for use in German governmental smart card applications. The
eCard APl is in turn mainly based on international standards, in particular [SOAP],

[OASIS-DSS], [1S024727-3], [XAdES] and [CAdES].

The eCard API defines Interfaces on three different layers as seen in Figure 1. The API profile
specified in this document summarizes the high-level signature, verification, encryption an
decryption functions with the necessary management and lower-level functions that a generic
smart card application SHOULD call to provide signature and/or encryption functionality
based on Common PKI message formats.

In other terms, an implementation of the APl framework MUST a least provide these
functions to the amount specified in this document. Of course it MAY implement the full
extent of the eCard PKI framework.

This document contains the following sections:
Chapter 2 specifies general mechanisms and data types of the AP

Chapter 3 lists the required API functions

Annex A provides a header file for a C/C++ binding of the API

Annex B provides a package definition for a Java binding of the AP

Annex C provides an extended (w.r.t. [TR-03112-4]) schemafor Card Information Files
References to the standards on which this part of Common PKI is based.
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2 General Mechanisms and Data Structures

2.1 Architecture

Figure 1 illustrates the general architecture of the eCard API framework as defined in [TR-
03112-1]. Note that a PKI application may directly access the APl interfaces of any of the
three layers below.

Application
Layer
PK1 Applications
| dentity M gmt-Interface -- eCard-Interface
Layer :
M anagement ' . . .
; E t
Services Signature Services ncryption Services

Sarvice 1S024727-3-1nterface Support -1 nterface
Access
Layer ) i ,

Generic Card Services Support Services
Terminal | FD-Interface
Layer

Card InterfaceDevices

Figure 1: Architecture of the eCard APl according to [ TR-03112-1] (simplified)

At each of the five API interfaces, a Web service interface is to be provided. These Web
service interfaces are in main parts identical to the Web services defined by [OASIS-DSS],
[OASIS-EP] [1S0O24727-3] and [1SO24727-4], amended by some management and support
functions.

2.2 Card Info Files

In order to support specific card types on the 1SO 24727 Service Interface [1S024727-3]
without the need to implement a card type specific code on top of the Generic Card Interface
[1S024727-2], the eCard APl Framework employs the mechanism of Card Info files (CIFs).

A CIF contains a signed XML Car dl nf o structure that defines the mapping of generic
SO 24727 Service Interface function calls to card type specific application protocol data
units (APDUSs) as well as the means to recognize the respective card type by the card’s answer
to reset (ATR, for contact cards) or answer to select (ATS, for contactless cards) and other
information.

The XML Car dI nf o structure is defined in Annex A of [TR-03112-4]. That structure needs
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some amendments to be appropriate for the purposes of this Common PKI profile. Currently,
there are efforts to integrate an appropriate Car dI nf o schema in an upcoming international
standard via CEN. Future versions of this Common PKI specification will reference that
schema in the international standard once it is finalized. For the time being, greliminary
redefinition of the Car dI nf o schemaof [TR-03112-4] that is appropriate for the purposes of
this profile is given in Annex C.

For the purpose of this Common PKI profile, an application MAY handle the Car dI nf o

structure as an opaque data block, whereas clearly an implementation framework MUST be
able to verify and use the content of a CIF.

2.3 Bindings

In implementation of the API specified MUST support a tightly coupled binding of the Web
service functions via direct calls in the C/C++ or Java programming language. In this binding,
the XML input/output data structures are not trandated to the respective language-specific
data type definitions, but rather the XML data are directly passed to wrapper functions in
form of C unsigned char arrays resp. Java input/output streams.

At least one of the bindings as specified in Annex A (C/C++) and Annex B (Java) MUST be
implemented, both SHOULD be implemented.

In addition, any other binding required by [TR-03112-1] such as the loosely coupled SOAP
binding viaHTTP (specified by [SOAPv11]) MAY also be implemented.

2.4 XML Schemas and Namespaces

The XML datatype definitions in chapter 3 are based on the XML schemas shown in Table 1.
Table1: XML Schemas and Namespaces

# [XML DATA NAMESPACE COMMON [REFERENCES NO
FORMAT PREFIX TES
1 |XML Schema http://ww. w3. or g/ 2001/ XM_.Schema XS [XML Schema]
xsd
2 |WSDL v1.1 http://schenas. xm soap. or g/ wsdl / wsdl [WSDLV1.1]
3 |SOAPV 1.1 http://schemas. xnl soap. or g/ wsdl / soap/ [soap [SOAPV1.1]
4 |SAML v1.0 urn: oasi s:nanes:tc: SAM.: 1. 0: assertion [sam [OASIS-SAML]
5 |[XMLDSig http://ww. w3. or g/ 2000/ 09/ xm dsi g# ds [XMLDSig]
6 |XMLEnNc http://ww. w3. or g/ 2001/ 04/ xm enc# xenc [XMLEnC]
7 |XAdESV1.2.2 http://uri.etsi.org/01903/v1l. 2. 2# XAJES [XAJES]
8 |Trust Service http://uri.etsi.org/ 02231/ v2# tsl [TS-102231] [1]
Provider status
information
9 |OASISDSS Core [|urn:oasis:nanmes:tc:dss: 1.0:core:schema |dss [OASIS-DSS]
v1.0
10 |OASIS Advances |Urn:oasis:names:tc:dss:1.0:profiles:Ad [OASIS-AdES]
Electronic Signature ES: schema#
Profiles of DSS
v1.0
11 |OASIS DSS urn:oasis:nanmes:tc:dss:1.0:profiles:en [dsse [OASIS-EF|
Encryption Profile |C"YPti on: schema#
v0.2 (Draft)
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12 |1SO 24727 Web urn:iso:std:iso-iec:24727:tech: schema |iso [1S024727-3] |[2]
Service Binding [1S024727-4]
[TR-03112-4]
13 |1S0 24727 http://ww. iso.org/ 24727 ec [1S024727-4] |[3]
IFD-API Web
Service Binding
14 |OASIS DSS urn:oasis:names:tc:dss:1.0:profiles:ve |vr [OASIS-VR] [4]
Verification Report rificationreport:schema# [TR-03112-2]
v0.2 (Draft)
15 |eCard AP http://ww. bsi. bund. de/ ecard/api/1.0 ec [TR-03112-2] |[5]
data structures, [TR-03112-3]
[TR-03112-5]
[TR-03112-7]
16 |Common PK1 2.0 [http://www conmon- cpsa [6]
Signature API pki . org/ xm ns/ 2. 0/ Si gnat ur eAPI /

[1] [Available asfile draft_ts102231v020101xsd.xsd from
http://lwww.bsi.bund.de/literat/tr/tr03112/api/1.0/wsdl.zip

Available asfilesISOCo mmon.xsd, 1S024727-3.xsd, 1SO24727-3-Protocols.xsd, | SOIFD.xsd,
I SOIFDCallback.xsd and Cardinfo.xsd from http://www.bsi.bund.de/literat/tr/tr03112/api/1.0/wsdl.zip

[2

—_—

[3]|Available as files ISOCommon.xsd and | SOIFD.xsd in Annex B of [1S024727-4]

[4] |Available asfile VerificationReport.xsd from http://www.bsi.bund.de/literat/tr/tr03112/api/1.0/wsdl.zip

[5] |Available asfiles eCard.xsd, eCard-Protocols.xsd, Support.xsd and Management.xsd from
http://www.bsi.bund.de/literat/tr/tr03112/api/1.0/wsdl.zip

[6] [ That namespace and prefix is used for schemas defined by or adapted to this Common PKI specification.
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3 API Functions

3.1 General Request and Response Data Structures

Table2: RequestType

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN |[PRrROC|BASE COMMON TES
STANDARDS. |PKI
1  |<conpl exType name="Request Type"> Generic Web service request data structure for|[++  [++  [[1SO24727-3] [1]
<conpl exCont ent > the API framework. [TR-03112-1]
4.1.1
2 <restriction base="dss: Request BaseType"> Based on the OASIS Digital Signature Service [OASIS-DSS] |#4
</restriction> RequestBaseType.
3 </ conpl exCont ent >
</ conpl exType>
4 <conpl exType nane="Request BaseType" > [OASIS-DSS]
<sequence>
5 <el ement ref="dss:Optional I nputs" m nCccurs="0"/> Optional input parameters to a specific function|+- ++
request.
<el enent ref="dss: | nput Docunents” m nCccurs="0"/> |OpPT|ONAL nput documents. +- ++ T3
</ sequence>
<attribute nane="Request| D' type=,string"
use="optional "/ >
<attribute name="Profile" type=,anyURl"
use="optional "/ >
</ conpl exType>
[1] |Common PKI Profile: Generation requirements pertain to an application calling the API framework. Processing requirements pertain to the APl Framework called by an
application.
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Table 3: InputDocuments

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|BASE COMMON TES
STANDARDS. |PKI
1 |<elenent name="I|nput Docunents”> Generic input documents to an APl function [OASIS-DSS]
<conpl exType> call
<sequence> '
<choi ce maxQOccur s="unbounded" >
2 <el ement ref="dss: Docunent"/> +- ++
3 <el ement ref="dss: Transf or nedDat a"/ > +- ++
4 <el ement ref="dss: Docunent Hash"/ > +- ++ [2]
5 <el ement name="Qther” type="dss: AnyType"/> +- ++ [1]
6 </ choi ce>
</ sequence>
</ conpl exType>
</ el enent >
[1] |[TR-03112-2]: Possible Ot her document typesaredsse: St ruct ur edDat aType anddsse: OpaqueDat aType.
[2] |[TR-03112-2]:Ina Si gnRequest , hisoption MAY only be used for the request of time stamps.
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Table4: ResponseType

# |XML SCHEMA DEFINITION SEMANTICS SUPPORT  |REFERENCES No

GEN |PROC|BASE COMMON  |TES

STANDARDS. |PKI

1  |<conpl exType name="ResponseType"> Generic Web service response data structure for|++  |++  [[1SO24727-3] (1]

<conpl exCont ent > the API framework. [TR-03112-1] [2]

4.1.2

2 <restriction base="dss: ResponseBaseType"> Based on the OASIS Digital Signature Service [OASIS-DSY]

<sequence> ResponseBaseType.
3 <elenent ref="dss: Result"/> Result of the API function call. ++ [++  |[OASIS-DSY||T5
4 </ sequence>

</restriction>
</ conpl exCont ent >
</ conpl exType>

(1

Common PKI Profile: Generation requirements pertain to the APl Framework called by an application. Processing requirements pertain to an application calling the API

framework.

(2]

[TR-03112-1]: Thisrestricted ResponseType is used for al functions of the API framework with the exception of OASIS DSS compliant functions of the application

level eCard interface, which usethe original dss: ResponseBaseType.

API Functions
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Table5: Result
# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC|BASE COMMON TES
STANDARDS. |PKI
1 |<element name="Result"> Generic result code of an API function call. [OASIS-DSS]
<conpl exType> [TR-03112-1]
<sequence> 412
2 <el ement name="Resul t Maj or” type=,anyURl"/> Major result code indicating general success or [++  |++ [1]
failure.

3 o <el f”g”; name="Resul tM nor” type=,anyUR " OPTIONAL minor result code indicating details|+- [+ (2

m nteurs= > on failure reasons or further information.
4 <el ement name="Resul t Message” OPTIONAL further result code URIs or human-|{+ [+

type="dss: I nternational StringType" m nCccurs="0"/> readable message.
5 </ sequence>

</ conpl exType>

</ el emrent >
[1] |[TR-03112-1]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t maj or #error

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t naj or #war ni ng
[2] |[TR-03112-1]: Resul t M nor MUST beincluded if Resul t Maj or codeis#error or #war ni ng.
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3.2 Application Level Functions

Table6: InitializeFramewor k

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN |PrROC|BASE COMMON TES
STANDARDS. |PKI
1 |<elenent name="InitializeFramework" Function call without input parameters ++ |+ |[TR-03112-3] |T2 [1]
type="i so: Request Type"/ > 3.1.1
2 <el enent nane="InitializeFranewor kResponse"> Function output including mandatory result data|++  [++ T4, T5 [2]
<conpl exType> structure.
<conpl exCont ent >
<ext ensi on base="iso: ResponseType" >
<sequence> _
3 , <el ement nane="Version" maxQccurs="1 Version number of the API framework started.
m nCccurs="1">
<conpl exType>
<sequence>
<el enent nane="Mjor" type="integer"/> Major version number. ++ + [3]
<el ement name="M nor" type="integer" Minor version number. ++ + [3]
maxQCccurs="1" minQccurs="0"/> (TR:
+-
6 _ <el ement name="SubM nor " Sub version number below minor version. +H |+ [3]
type="integer" maxQCccurs="1" minCccurs="0"/> (TR:
+-
7 </ sequence>

</ conpl exType>
</ el ement >
</ sequence>
</ ext ensi on>
</ compl exCont ent >
</ conpl exType>
</ el enent >

[1] [[TR-03112-3] semanticsis: Initialize the APl framework including lower level API interfaces. MUST be the first API function called.

[2] |[TR-03112-3]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ r esul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / conmon#i nt er nal Err or
http://ww. bsi.bund. de/ ecard/api/1.0/resul tm nor/al/comon#Par anet er Error
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|[3] |Common PK1 Profile: The application calling the framework SHOULD check whether the version of the API framework. is acceptable. |

Table7: TerminateFramework

#  |XML SCHEMA DEFINITION SEMANTICS SUPPORT  |REFERENCES NO
GEN |PrROC|BASE COMMON  |TES
STANDARDS. |PK |
1 |<el enent name="Term nat eFramewor k" Function call without input parameters. + ++  [[TR-03112-3] |T2 [1]
type="i so: Request Type"/> 31.2
2  |<el enent name="Ter m nat eFr amewor kResponse” Function output including mandatory result data|++ |+ T4, T5 [2]
type="i so: ResponseType"/ > sructure

[1] |[TR-03112-3] semantics is: Terminate the current session between application and APl framework interfaces. The only AP function that MAY be called after
TerminateFramework is another InitializeFramework..

[2] |[TR-03112-3]: Possible major and minor result codes are:

http://wwv. bsi . bund. de/ ecard/ api /1. 0/ r esul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error

http://ww. bsi.bund. de/ ecard/ api/ 1. 0/ r esul t maj or #war ni ng
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/al / common#i nt er nal Error
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ al / conmon#Par anet er Er r or
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / cormbn#sessi onTer m nat edWar ni ng
http://ww. bsi . bund. de/ ecard/api/ 1. 0/resul tm nor/al/common#notlnitialized
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Table 8: SignRequest

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN [PROC|BASE COMMON (TES
STANDARDS. PKI
1 |[<element name="Si gnRequest " Function call with input parameters. + |+ |[oASIsDsS (12,73 |1
type="dss: Request BaseType" ></ el enent > [2]
[CASIS-AdES] 3]
[OASIS-SigG]
[TR-03112-2]
321
2 [<element name="Si gnRequest | nput” Optional input parameters to Si gnRequest . [++  [++ T2
type="ec: Si gnRequest | nput Type"/ >
<conpl exType nane="Si gnRequest | nput Type" >
<sequence>
3 <el ement name="Connect i onHandl e” Reference to a connected card application. + [+ |[1S024727-3] |T26#5  |[10]
t ype="i so: Connecti onHandl eType" maxCccurs="1"
m nQccurs="1"/> [TR-03112-4]
321
4 _ <elemeni name="KeySel ector” OPTIONAL reference to cryptographic key and|+-  [++ #25
type="ec: Ke)(/j;SeI ect_'c?rl]'yp_e: o s associated algorithm. Default is to use standard
maxteeurs= m nteeurs= key and algorithm for encryption.
5 <choi ce> _ _ Reference to asignature policy. |+ (4]
<el erent nane="Si gnat ur ePol i cy"
type="anyURl "/ >
6 <el enent nanme="Si gnOpt i ons” Explicit options for signature generation. + [+ #8
type="ec: Si gnOpti onsType" maxCccurs="1"
m nCccurs="1"/>
</ choi ce>
7 </ sequence>
</ conpl exType>
8 <conpl exType nanme="Si gnOpti onsType" >
<sequence>
9 <el ement name="Si gnat ureFornf' type="anyURl " OPTIONAL reference to a particular XAdES or|[+-  |[++  |[[OASIS-AdES] (5]

maxCccurs="1" m nQccurs="0"/>

CAdES signature form, which is to be

generated.

API Functions
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10 <el enent name="Si gnat ureType” type="anyURl" OPTIONAL reference to a particular signature [+-  [++ (6]
maxQeceur s="1" m nGceurs="0"/> or time stamp message format, which is to be
generated.
| <el ement ref="dss: Properties® maxQzcurs="1" OPTIONAL instructions to embed particular|+- |++ [[OASIS-DSY (7]
m nGceur s="0"/> signed on unsigned attributes in the signature to [OASIS-AJES]
be generated.
12 <el enent name="1 ncl udeEContent" type="bool ean” TRUE for enveloping signatures. FALSE for|+ ++
mexQceur s=" 1" m nGecurs="0"/> detached signatures. Ignored, if given, for
timestamps.
13 o <el erent. fe“d:';jgssi_ ' r(‘fc' Ude(}?io?;?:' OPTIONAL list of objects to be included in an|+  [++ |[OASIS-DSS]
raxiredrs=-unboundeds m niteurs= XML signature. Default is to sing the complete
XML document.
14 N <el ggﬁpt refc;" dss: §i09?<’;t urePl acement OPTIONAL instruction where to place thel+- [+t [[OASIS-DSS]
raxtreurs= m nteeurs= signature element in a signed XML
document. Default is a new node at the end of
the XML document.
15 |  <element ref="dss:Schemas® maxQccurs="1" OPTIONAL set of XML schemas to be applied+-  [++ [[OASIS-DSS]
m nGceurs="0"></ el ement > for validation of an XML form input document.
Default is to use the configured standard
schemas.
16 _<element name="TrustedVi ewerInfo®” OPTIONAL instruction to show the document|+-  [++ #19 (3]
t_ype: ec: Trust edVi ewer I nfoType" maxOccurs="1 to be signed in a trusted viewer before the
M nQceurs="0"/> signature is generated. Default is to skip the
trusted viewer.
17 </ sequence>
</ conmpl exType>
18 <el ement nane=" Pr evi ousTi neSt aerHaSh" Data element for the pre\llous tlmestamp hash +- ++ [7]
t ype="XAdES: Di gest Al gAndVal ueType"/ > signed attribute
19 <conpl exType nane="Trust edVi ewer | nf oType" >
<sequence>
20 ,<elenment name="TrustedViewerid" = OPTIONAL reference to a trusted viewer.|- +- 9]
type="ec: Trust edVi ewer | dType” maxCccurs="1 Default is to use the configured standard trusted|(TR: |(TR:
m nCccurs="0"/> .
viewer. +- ++)
21 <el ement name="Styl eSheet " _ OPTIONAL style sheet for visualization of an|+  [++ #24
type="ec: Styl eSheet Type" maxCccurs="1" ni nCccurs="0"/>|y ML document.

API Functions
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2 <el ement nane="1ncl udeVi ewer Mani f est” OPTIONAL instruction whether to embed al+- ++
type="bool ean” maxQccurs="1" m nQccurs="0"/> reference to the style sheet in the signature
manifest of XML signatures. Default is to
embed the information for XML signatures and
to omit such information for CM S signatures.
23 </ sequence>
</ conpl exType>
24 <conpl exType name="Styl eSheet Type" > Reference to a style sheet.
<si npl eCont ent >
<ext ensi on base="base64Bi nary" >
<attribute name="Styl eSheetld" type="anyURI "
use="optional "/ >
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
25 <conpl exType nanme="KeySel ect or Type"> Reference to cryptographic key and associated |+- ++
<sequence> algo”thm
6 <choi ce> [XMLDsig] [8]
<el enment ref="ds: Keyl nfo"></el enent >
27 <seq|uencet> O D\a Name of a Differential-Identity (DID) in the|*- ++
<el ement name=" me" P—
type="iso: Dl DNameType" maxQccurs="1" m nCccurs="1"/> gggnec?ﬁqgﬁﬁ;ﬁhletiSﬁzxfd by the
28 _ <elerent name="Di DScope” = _ |OPTIONAL parameter to uniquely identify a|+  [+*
type="iso: DI DScopeType" maxCccurs="1" m nCccurs="0"/> DID. MAY be omitted if DI DNare is already
</ sequence> umqﬁe
29 </ choi ce>
<choi ce maxCccurs="1" m nCccurs="0">
30 ~ <el ement name="Si gnl nf 0" . OPTIONAL reference to a particular signature |+- ++
type="iso: Si gnl nfoType" nmaxCccurs="1" m nCccurs="1"/> algorithm or associated card command.
31 _, <element name=" Eﬂcrypt I onMet hod” OPTIONAL reference to a particular key|*- |++ [[XMLEnc]
type="xenc: Encrypti onhet hodType"/ > ancryption algorithm and associated parameters.
P </ choi ce>

</ sequence>
</ conpl exType>
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3 <el enenlt ”?”‘3:" Si gnRespanse” > Function output including mandatory result data|+-  |[++ [[OASIS-DSS] |T5 [11]
<conpl exType> FUCILITE. 17
<conpl exCont ent > structure [TR-03112-2] [12]
<ext ensi on base="dss: ResponseBaseType" > 321
<sequence> _ _
#A <el enent ref="dss: Si gnat ureChj ect” Signatures or timestamps, if successfully|++ |+ [OASIS-DSS| [13]

m nCccurs="0" maxCccur s="unbounded"/> generated

35 </ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el emrent >

[1] [[TR-03112-2] semanticsis: Generate electronic signatures for the input documents.

Common PKI Profile: The generated signatures can be qualified or advanced electronic signatures according to Common PKI Parts 1 to 8 or qualified electronic
sighnatures according to Common PK1 part 9 (SigG Profile).

[2] |[TR-03112-2]: Input documents are to be passed as elements of type dss: Docunent . Additionally input document type dss: Docunent Hash MAY be used for
generating timestamps. Other forms of input documents MUST NOT be used.

Common PKI1 Profile: Large amounts of data (e. g. digital images) to be signed MAY be passed to the API function in form of a file by using the
dss: At t achment Ref er ence variant of dss: Docunent .

[3] |Common PKI Profile: If there are multiple input documents given for batch processing and one of these documents cannot be processed as requested, the whole batch is
to be discarded. If display by a trusted viewer has been selected by the application but one of multiple documents in a batch cannot be displayed by the selected viewer
(e. g. due to an unsupported document type), the whole batch has to be discarded, too.

[4] |[TR-03112-2]: Animplementation of the API framework MAY support specific predefined signature policies.

Common PK1 Profile: Signature Policies MAY be supported. If an implementation of the API framework chooses to support signature policies, they MUST be specified
in detail in the accompanying documentation. Signature policies MUST be compliant with all requirements and restrictions of the Common PKI profile.

[5] |Common PKI Profile: The signature forms urn: oasi s: nanes: tc: dss: 1. 0: profil es: AdES: f or ms: BES and urn: oasi s: nanes: tc: dss: 1. 0:
profil es: AAES: f or ns: ES- T MUST be supported by an implementation of the API framework. Other signature forms MAY be supported. Unsupported signature
form URIswill lead to the result code/ r esul t mi nor/i |/ si gnat ur e#unknownSi gnat ur eForm
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(6]

[TR-03112-2]: Permitted URIs are:

urn:ietf:rfc: 3275 for XML-DSig (optionally XAdES) signatures

urn:ietf:rfc: 3369 for CMS (optionally CAdES) signatures

http://ns. adobe. com pdf for PDF signatures

urn:ietf:rfc: 3161 for timestamps according to [RFC3161]

urn: oasi s: nanmes:tc:dss: 1.0:core: schema: XM.Ti neSt anpToken for XML timestamps
urn:ietf:rfc: 4998 for archive timestamps according to [RFC4998]

Common PKI Profile: XM L-DSig/XAdES signatures according to the profile specified in Common PKI Part 8, CMS/CAdES signatures according to the profile specified
in Common PKI Part 3 or RFC 3161 timestamps according to the profile specified in Common PKI Part 4 MUST be supported. PDF-signatures SHOULD be supported.|
Other signature types MUST NOT be used and MUST lead to theresult code/ r esul t mi nor /i | / si gnat ur e#si gnat ur eFor nat Not Support ed.

[7]

[TR-03112-2]: In addition to the respective URIs specified in [OASIS-AdES], the URI http://ww. bsi . bund. de/ ecard/ api/ 1.0/ properties/
previ ousTi meSt anpHash MAY be used to embed the hash value on the Si gnat ur e respectively Ti meSt anpToken element of previously generated timestamp
as assigned attribute.

This feature can be employed by an application to provide evidence that the signature in question has been generated after the point of time indicated by that particular
timestamp.

Common PKI1 Profile: Support for the signed attribute ur n: oasi s: names: tc: dss: 1. 0: profi | es: XAdES: Si gni ngDat aCbj ect Properti es is not
required. All other signed aattributes defined in[OASIS-AdES] and [TR-03112-2] MUST be supported by an implementation of the API framework.

Common PKI Profile: The timestamp to be used inPr evi ousTi neSt anpHash must be an RFC 3161 timestamp compliant with the profiling in Common PKI Part 4.

(8]

Common PK1 Profile: Only X.509v3 public key certificates compliant with the Common PKI Part 1 or Part 9 (SigG Profile) and only signature algorithms compliant with
Common PK1 Part 6 MUST be used inKey| nf o elements.

(9]

[TR-03112-2]: Tr ust edVi ewer | d isdefined withm nOccur s="1".

Common PKI Profile: The verbal description in [TR-03112-2] clearly states that this element isoptional, hence mi nOccur s=" 0" . isconsidered a corrigendum.
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[10] |According to [TR-03112-4] the Connect i onHandl e isobtained by acall to the Car dAppl i cat i onConnect function.
Common PKI Profile: Using the functions defined in this profile, the Connect i onHandl e can be constructed asfollows:

Pat hSecurity MUST be omitted.

Channel Handl e MUST be omitted.

Cont ext Handl e SHOULD be omitted or otherwise |eft empty, see T20.[2].

| FDName can be obtained by acall totheLi st | FDs function.

Sl ot | ndex: can be obtained by acall to the Get St at us function

Car dAppl i cati onl denti fi er canbeomitted to reference the alpha card application by default.

Car dHandl e can be obtained by acall tothe Connect function.

Recogni ti onl nf o can be omitted.
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[11] |[TR-03112-2]: Possible major and minor result codes are:
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #war ni ng
http://wwv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t mi nor/ al / cormon#noPer m ssi on
http://ww. bsi.bund. de/ ecard/ api /1. 0/ resul t m nor/al / comon#i nt er nal Error
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / common#par anet er Er r or
http://wwv. bsi . bund. de/ ecard/ api / 1. 0/ resul t m nor/ dp#unknownChannel Handl e
http://ww. bsi.bund. de/ ecard/ api/ 1.0/ resul tm nor/dp#comuni cati onError
http://wwmv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#t rust edChannel Est abl i shnent Fai | ed
http: //wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#unknownPr ot ocol
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ dp#unknownWebser vi ceBi ndi ng
http://wmv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ sal #unknownDI DNane
http: // ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t mi nor/ sal #unknownDat aSet Nane
http://ww. bsi.bund. de/ ecard/ api /1. 0/ resul t m nor/sal #unknownDS| Nane
http://ww. bsi . bund. de/ ecard/api/ 1.0/ resul tm nor/il/signature#unknownSi gnat ur ePol i cy
http://ww. bsi . bund. de/ ecard/ api/1.0/resul tm nor/il/signature#si gnatureFor mat Not Support ed
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul tm nor/il/signature#PDFSi gnat ur eFor NonPDFDocunent
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul tminor/il/signature#unabl eTol ncl udeECont ent
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul tmnor/il/signature#i gnoredSi gnaturePl acenent Fl ag
http://ww. bsi . bund. de/ ecard/ api/1.0/resultmnor/il/signature#certificateNot Found
http://ww. bsi.bund. de/ ecard/api/1.0/resul tmnor/il/service#timeStanpServi ceUnreachabl e
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul tm nor/il/signature#resol uti onOf Obj ect Ref er encel npossi bl e
http://ww. bsi . bund. de/ ecard/api/1.0/resultmnor/il/signature#transformati onAl gorithmNot Supported
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/resul tm nor/il/signature#unknownVi ener
http://wwv. bsi . bund. de/ ecard/ api/ 1.0/ resul tm nor/il/signature#signatureTypeDoesNot Support Si gnat ureForntCl ari fi cati onWar ni ng
http://ww. bsi.bund. de/ecard/api/ 1.0/ resul tmnor/il/signature#unknownSi gnat ur eForm
http://wwv. bsi . bund. de/ ecard/api/ 1. 0/resul tmnor/il/signature#i ncl udeCbj ect Onl yFor XMLSi gnat ur eAl | oned
http://ww. bsi.bund. de/ ecard/ api/1.0/resul tmnor/il/algorithmthashAl gorithnNot Supported
http://ww. bsi . bund. de/ ecard/api/ 1.0/ resultm nor/il/al gorithm#si gnatureAl gorithnNot Supported
http://wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ sal #securityConditi onsNot Sati sfi ed
http://wwmv. bsi . bund. de/ ecard/api/1.0/resul tminor/ifdl/term nal #noCar d
[12] |[TR-03112-2]: Enveloped XML signatures or PDF documents with embedded signatures MAY be returned as OPTI ONALOut puts element of type
dss: Docunment Wt hSi gnat ure.
[13] [[TR-03112-2]: XML-DSig/XAdES signatures are returned in form of a ds: Signature element. CMS/CAJES signatures are returned in form of 4

dss: Base64Si gnat ur e. RFC 3161 timestamps are returned in form of aRFC3161t i meSt anpToken element of adss: Ti neSt anp.
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Table9: VerifyRequest

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN |PROC|BASE COMMON |TES
STANDARDS. PKI
1 |<element nane="VerifyRequest"> Function call with input parameters. + |+t |[TR-03112-2] |T2 [1]
<conpl exType> 3.2.2 [2]
<conpl exCont ent > o (3]
<ext ensi on base="dss: Request BaseType" >
<sequence> _ _
2 <el ement ref="dss: Si gnat ur eCbj ect” Signatures and timestamps to verify. +  |++  |[OASIS-DSS] (3]
maxQccur s="unbounded" mni nCccurs="0"/> [4]
3 </ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >
4 <el ement name="VerifyRequest | nput" Optional input parameters to|++  |++ T2
type="ec: Veri f yRequest | nput Type"/ > Veri f vRequest
<conpl exType name="Veri f yRequest | nput Type" > yreq '
<sequence>
5 _<el ement narme="Channel Handl e” OPTIONAL parameter for addressing remote{~ |+  [[TR-03112-4]
type="i so: Channel Handl eType” maxQccurs="1 systems. Default is addressing local system. (TR |(TR |3.1.3
m nCccurs="0"/> + ++)
6 <choi ce> _ _ Reference to a signature policy. +- ++ T8#5
<el enent name="Si gnat ur ePol i cy"
type="anyURl "/ >
7 _ <element name="VerifyOptions" = OPTIONAL explicit options for signaturel+-  |++ #10 (5]
type="ec: VerifyOptionsType” maxCccurs="1 verification. Default are the configured standard
m nCccurs="0"/> ti
</ choi ce> options.
8 <el enent ref="dss: Addi ti onal Keyl nf 0" OPTIONAL further certificates required for[+-  [++ |[[OASIS-DSS]
maxCccur s="1" m nQccurs="0"/> signature verification.
9 </ sequence>
</ conpl exType>
10 <conpl exType name="VerifyOpti onsType">
<sequence>
1 <el ement name="UseVerificationTi ne” OPTIONAL point of time that serves as|* [+t |[OASIS-DSS| (6]

type="dss: UseVerificati onTi meType" maxCQccurs="1"
m nCccurs="0"/>

reference time for the verification process.
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12 | <el ement name="ReturnQptions” maxQccurs="1" OPTIONAL instructions whether the signature [+~ [++
m nocc“rigoo I>exT o to be verified is to be amended by particular
<g2quen)é2> unsigned attributes and/or which information is
to be included in the verification report. Default
are the configured standard options.
13 o 1<e| ?”g)‘t ref =’(')d/551 Ret urnUpdat edSi gnat ur€” |nstructions how the signature to be verified is{*-  |[++ |[OASIS-DSS]
maxCccurs="1" m nCccurs="0"/> ; ; ;
to be amended by particular unsigned attributes. [OASISAdES]
14 o ) 1”<el _errggt narr:a;: Report Opti ons” Instructions, which information is to be included|+-  |++ [[OASIS-VR]
maxccur s= m nUccur s= H ' H
type="vr : Report Opt i onsType”/ > in the verification report.
15 </ sequence>
</ conpl exType>
</ el ement >
16 | <element name="CheckQptions” maxQccurs="1" OPTIONAL instructions which verification step|+-  [++  [[OASIS-VR]
m nCceur s="0" type="vr: CheckOpti onsType”/ > are to be performed. Default are the configured
standard options.
17 __ <element name="Si gnVeri fi cati onReport” OPTIONAL instruction whether the verification|[+-  [++ [[OASISVR]  |T8#10 (7]
type="anylURl * maxQccurs="1" m nGocur s="0"/> report is to be protected by a signature or
timestamp of a certain Si gnatureType.
Default is not to sign the verification report.
18 _ <element name="TrustedVi ewerinfo” = OPTIONAL instruction to show the document|+  [++ Te#19  |[3]
t_ypg ec. Ir gs; id\ﬁ ewer | nfoType” maxCccurs="1 to verification result in a trusted. Default is to
m htreurs= skip the trusted viewer.
19 </ sequence>
</ conpl exType>
20 t<e| enegt “ge"e:" Ve”nyRisF)O”/S‘*" Function output including mandatory result data|++ [+  [[OASIS-DSS] |T5 (8]
ype="dss: ResponseBaseType”/ >
structure. [TR-03112-2]
322
21 <conpl exType name="Veri f yRequest Qut put Type” > Optional output parameters to|++ + [TR-03112-2]
<sequence> Veri f yRequest . 322
22 o <el g[ﬂen}) reg =’agss; Doogunent_ W(f)t ?fl gnat ur e” OPTIONAL documents with embedded|+- [+  [[OASIS-DSS]
maxtreurs=-unbounded m ntkeurs= signatures, amended by unsigned signature
attributes if such an amendment was requested.
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23 <el ement ref ="dss: Updat edSi gnat ur e” OPTIONAL signatures, amended by unsigned [+~ [+  |[OASIS-DSS]
maxQecur =" unbounded” i nGceur =707/ > signature attributes if such an amendment was
requested.
24 <el ement name="VerificationReport” OPTIONAL verification report if requested. [+ |+ [OASIS-VR] B

type="vr: VerificationReport Type” maxCccurs="1"
m nCQccurs="0"/ >

25 _ <el timent ref="dss: Si gnat ureCbj ect” maxCccurs="1" |OPTIONAL signature or timestamp on the|+- + [OASIS-DSS]
m nQccurs="0"/> verification report if requested.

%6 </ sequence>
</ conpl exType>

[1] [TR-03112-2] semantics is. Verify signed objects (document signatures, timestamps, certificates etc.). Depending on the Veri f yOpt i ons input parameter, a partial
result pertaining to certain verification steps MAY be returned.

[2] |[TR-03112-2]: Documents required to verify signatures or timestamps MAY be passed to the APl function as | nput Docunent s element if they are not part of
dss: Si gnat ur ebj ect.

Common PKI1 Profile: Large amounts of signed data (e. g. digital images) to be used for verification MAY be passed to the API function in form of afile by using the
dss: Att achment Ref er ence variant of dss: Docunent .

[3] [Common PKI Profile: If there are multiple input documents given for batch processing and one of these documents cannot be processed as requested, the whole batch is

to be discarded. If display by atrusted viewer has been selected by the application but one of multiple documents in a batch cannot be displayed by the selected viewer
(e. g. due to an unsupported document type), the whole batch has to be discarded, too.

[4] |[TR-03112-2]: Other PKI data structures such as public key certificates, attribute certificates, CRLs or OCSP responses MAY be verified using the Ver i f yRequest AP
function by embedding them in the appropriate data el ement within a“dummy” XAdES signature.

[5] |[TR03112-2]: This element is defined withm nQccur s="1".
Common PK1 Profile: The verbal description in [TR-03112-2] clearly states that this element is optional, hencemi nOccur s=" 0" isconsidered a corrigendum.

[6] [[TR-03112-2]: If is UseVeri fi cati onTi me omitted the API framework MUST determine the reference time for verification by an available time stamp or other
trustworthy indication of the signature generation time. In absence of such a trustworthy time indication, the current time of verification MUST be used as reference time,

In the latter case, a trustworthy timestamp or other time indication must be amended to the verification data so that a subsequent verification processes will end up with the
same result.

[7] |Common PKI Profile: The same restrictions asfor the Si gnat ur eType elementin aSi gnRequest (T8.[5]) apply.
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[8] |[TR-03112-2]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #war ni ng
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / cormon#noPer m ssi on
http://ww. bsi.bund. de/ ecard/ api /1. 0/ resul t m nor/al / comon#i nt er nal Error
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / common#par anet er Er r or
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ dp#unknownChannel Handl e
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t i nor/dp#communi cati onErr or
http://wwmv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#t rust edChannel Est abl i shnent Fai | ed
http://wwv. bsi . bund. de/ ecard/ api/ 1. 0/ r esul t mi nor/ dp#unknownPr ot ocol
http://ww. bsi.bund. de/ ecard/ api/ 1.0/ resul tm nor/dp#unknownWebser vi ceBi ndi ng
http: //ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t mi nor/ sal #unknownDat aSet Nanme
http://ww. bsi . bund. de/ ecard/ api /1. 0/ r esul t m nor/ sal #unknownDSI Nane
http://ww. bsi.bund. de/ ecard/api/1.0/resultm nor/il/signature#certificateNot Found
http://wwmv. bsi . bund. de/ ecard/ api/1.0/resul tmi nor/il/signature#certificateFormat Not Correct War ni ng
http://ww. bsi . bund. de/ ecard/api/1.0/resul tmnor/il/signature# nvalidCertificateReference
http://ww. bsi. bund. de/ ecard/api/1.0/resul tminor/il/signature#certificateChainlnterrupted
http://ww. bsi.bund. de/ ecard/ api/1.0/resul tminor/il/signature#resol uti onO Cbj ect Ref er encel npossi bl e
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/resul tm nor/il/signature#transformationAl gorithmNot Supported
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/resul tm nor/il/signature#unknownVi ener
http://wwmv. bsi . bund. de/ ecard/ api/1.0/resul tm nor/il/signature#certificatePat hNot Val i dat edWar ni ng
http://ww. bsi . bund. de/ecard/api/1.0/resultm nor/il/signature#certificateStatusNotCheckedWarning
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul tm nor/il/signature#si gnatureMni f est Not CheckedWar ni ng
http://ww. bsi.bund. de/ ecard/api/1.0/resultm nor/il/signature#suitabilityCOf Al gorithmsNot CheckedWar ni ng
http:// ww. bsi. bund. de/ ecard/api/1.0/resultmnor/il/signature#detachedSi gnatureW t hout ECont ent
http://ww. bsi . bund. de/ ecard/ api/1.0/resul tm nor/il/signature# nproperRevocati onl nf or mati onWar ni ng
http://wwv. bsi . bund. de/ ecard/ api/ 1.0/ resultm nor/il/signature#Si gnatureMani f est Not Correct
http://ww. bsi.bund. de/ ecard/ api/1.0/resul tmnor/il/algorithmthashAl gorithnNot Supported
http://wwmv. bsi . bund. de/ ecard/ api/1.0/resul tm nor/il/al gorithm#si gnatureAl gorithnNot Supported
http://ww. bsi . bund. de/ ecard/api/ 1. 0/resultmnor/il/signature#signatureAl gorithmNot Suitable
http://ww. bsi.bund. de/ ecard/ api/ 1.0/ resul tm nor/il/signature#hashAl gorithnmot Suitabl e
htt p: // ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ sal #securityConditi onsNot Sati sfi ed

[91 |Common PKI Profile: The same restrictions as for the signed properties associated with the Properti es element in a Si gnRequest (T8.[6]) apply to the

Si gnedPr operti es element in the verification report.

Common PK1 Profile: The verification report MUST indicate which validation model (the PK1X model according to Common PKI Part 5 or the SigG model according to

Common PKI Part 9) was used in the verification process.
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Table 10: EncryptRequest

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES NO
GEN |PROC|(BASE COMMON TES
STANDARDS. |PKI
1 |<el ement name="Encrypt Request” Function call with input parameters. +  |[++  |[OASISEP] |T2 T3 [1]
type="dsse: Encrypt Request Type"/ > [2]
[TR-03112-2] 3]
331
2 <compl exType name="Encrypti onRequest | nput Type" > Optional input parameters tol+ ++
<sequence> Encr ypt Request .
3 <el ement name="Connect i onHandl e" OPTIONAL reference to a connected card[- [+  [[1S024727-3] |T26#5, (4]
type="iso: Connecti onHandl eType" maxCccurs="1" application (TR
mi nCccurs="0"/> ' o [TR-03112-4] | T8.[10]
321
4 el ‘f(”egtel nane:"TKey§e| ecto?:r o . OPTIONAL reference to cryptographic key and|- + T8#25 (4]
ﬁnyﬁeogcﬁf's_?é.. ></eg|tg:mﬁf§ rexireurs= associated algorithm. Default is to use standard|(TR
- key and algorithm for encryption. +-
5 <el ement name="encryptionMet hod" OPTIONAL reference to an encryption method |+ |++ [5]
type="xenc: Encrypti onMet hodType" m nCccurs="0" /> to be used (TR
)
6 <el erent nanme="Reci pientCertificate" Encryption certificate(s) of one or more|++ ++ [5]
type="ds: X509Dat aType" maxCQccur s="unbounded" intended recipients. (TR
m nQccurs="0" /> ' -)
7 </ sequence>
</ conpl exType>
8 t<e' emegt “aEE:" Entcge'pt Respgnse"/ Function output including mandatory result data|++ [+  [[OASIS-EP] |T5 [6]
ype="dsse: Encryp sponseType"/ >
structure. [TR-03112-2]
331
9 <conpl exType nanme="Encr ypt ResponseType” > ++ + [OASIS-EP] [7]
<conpl exCont ent >
<extensi on base= »dss :ResponseBaseType »>
<sequence>
</ sequence>
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10 <el ement name="Qut put Docunent s” > Encrypted output documents, if encryption was|+ |+ [OASIS-EF] |T3 [8]
<conpl exType> successful.
<sequence nmaxCOccur s="unbounded’ > [OASIS-DSS]

<el ement ref= »dss : Docunment »/>
</ sequence>
</ conpl exType>
</ el enent >
11 </ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

[1] [[TR-03112-2] semanticsis: Encrypt the input documents.
[2] |[TR-03112-2], [OASIS-EP]: Input documents of type dss: Document areto be encrypted asawhole.

Common PKI1 Profile: For XML input documents, the encrypted message format MUST be XML-Enc according to the profile specified in Common PKI Part 8. For non
XML input documents, the encrypted message format MUST be CM S according to the profile specified in Common PKI Part 3.

Common PKI Profile: Large amounts of data (e. g. digital images) to be encrypted MAY be passed to the APl function in form of a file by using the
dss: Att achment Ref er ence variant of dss: Docunent .

(3] [[TR-03112-2], [OASIS-EP]: By using input documents of typedsse: St r uct ur edDat aType, parts of XML documents can be encrypted or opaque encrypted data can
beinserted into XML documents.

Common PKI Profile: The encrypted message format MUST be XML-Enc according to the profile specified in Common PKI Part 8.
[4] |Common PKI Profile: The Connect i onHandl e andKeySel ect or elementsMUST be omitted.

[5] |Common PKI Profile: TheEncr ypt i onMet hod and Reci pi ent Certi fi cat e elementsare Common PK| extensionsto the Encr ypt Request function input.
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[6] |[TR-03112-2]: Possible major and minor result codes are:
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #war ni ng
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al/conmmon#noPer m ssi on
http://ww. bsi.bund. de/ ecard/ api /1. 0/ resul t m nor/al / comon#i nt er nal Error
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / common#par anet er Er r or
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ dp#unknownChannel Handl e
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t i nor/dp#communi cati onErr or
http://wwmv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#t rust edChannel Est abl i shnent Fai | ed
http: //wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#unknownPr ot ocol
http://ww. bsi. bund. de/ ecard/ api/ 1. 0/ resul t m nor/dp#unknownWebser vi ceBi ndi ng
http: //ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t mi nor/ sal #unknownDat aSet Nanme
http://ww. bsi . bund. de/ ecard/ api /1. 0/ r esul t m nor/ sal #unknownDSI Nane
http://ww. bsi . bund. de/ ecard/api/1.0/resultmnor/il/signature#certificateNotFound
http://wwmv. bsi . bund. de/ ecard/ api/1.0/resul tmi nor/il/signature#certificateFormat Not Correct War ni ng
http://ww. bsi . bund. de/ ecard/api/1.0/resul tmnor/il/signature# nvalidCertificateReference
http://ww. bsi . bund. de/ ecard/api/1.0/resultmnor/il/signature#certificateChainlnterrupted
http://ww. bsi . bund. de/ ecard/api/1.0/resultminor/il/service#ocspResponder Unr eachabl e
http://wwmv. bsi . bund. de/ ecard/ api/1.0/resul tm nor/il/service#directoryServi ceUnreachabl e
http://ww. bsi . bund. de/ecard/api/1.0/resultmnor/il/signature#certificatePathNotVali datedWarning
http://wwmv. bsi . bund. de/ ecard/ api/1.0/resul tm nor/il/signature#certificateStatusNotCheckedWarni ng
http://wwmv. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ sal #di gi t al Si gnat ur eNot Cor r ect
http://ww. bsi . bund. de/ ecard/api/ 1. 0/resultm nor/il/signature#si gnatureAl gorithnNot Sui table
http://ww. bsi.bund. de/ ecard/api/1.0/resultmnor/il/signature#i nvalidCertificatePath
http://wwmv. bsi . bund. de/ ecard/api/ 1. 0/resultm nor/il/signature#certificateRevoked
http://ww. bsi . bund. de/ ecard/api/1.0/resul tm nor/il/signature#referenceTi meNot WthinCertificateValidityPeriod
http://wwv. bsi . bund. de/ ecard/api/ 1. 0/resultmnor/il/encryption#encryptionCO Certai nNodesOnl yFor XM_Docunent s
http://ww. bsi.bund. de/ ecard/ api/ 1.0/ resul tminor/il/encryption#encryptionFornat Not Supported
http://ww. bsi . bund. de/ ecard/ api/1.0/resultmnor/il/encryption#invalidCertificate
http://ww. bsi . bund. de/ ecard/api/ 1. 0/resul tm nor/il/key#keyGenerati onNot Possi bl e
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/resul tm nor/il/key#encrypti onAl gorithmot Supported
htt p: // ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ sal #securityConditi onsNot Sati sfi ed
(7] [TR-03112-2],[CASIS-EP]: If input documents were of type dsse: StructuredDat aType, output documents with encrypted parts are returned as
dss: OPTI ONALCQut put s element of theresponsein form of dsse: Encr ypt edEst r uct ur edDat a.
[7] |[TR-03112-2],[OASIS-EP]: Output documents are encrypteddss: Document elements.
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Table 11: DecryptRequest

#

XML SCHEMA DEFINITION

SEMANTICS

SUPPORT

REFERENCES

GEN [PrROC

BASE
STANDARDS.

COMMON
PK1

NO
TES

<el enent nane="Decr ypt Request”
t ype="dsse: Decr ypt Request Type"/ >

Function call with input parameters.

+- ++

[OASIS-EP]

T2, T3

(1

<conpl exType name="Decrypti onRequest | nput Type" >
<conpl exCont ent >
<ext ensi on base="ec: Encrypti onRequest | nput Type" >
<sequence>

Optional input
Decrypt Request. Connecti onHandl e
and KeySel ector elements are inherited
fromEncrypti onRequest | nput Type.

parameters to

++ [+

[OASIS-EP]

[TR-03112-2]
3.3.2

T10#2

(2

<el ement ref="dsse: Encrypt edStruct ur edDat a"
maxQOccur s="unbounded" m nCccurs="0"/>

+- ++

(3l

</ sequence>
</ ext ensi on>
</ compl exCont ent >
</ conpl exType>

++

<el enent nane="Decr ypt Response"
type="dsse: Decr ypt ResponseType" />

Function output including mandatory result data
structure.

+ |+

[OASIS-EP]

[TR-03112-2]
3.3.2

T5

(4]

<conpl exType nane="Decrypt ResponseType" >
<conpl exCont ent >
<ext ensi on base="dss: ResponseBaseType" >
<sequence>

+ |+

<el ement nanme="Qut put Docunent s" >
<conpl exType>
<sequence nmaxQCccurs="unbounded" >
<el enent ref="dss: Docunent"/ >
</ sequence>
</ conpl exType>
</ el ement >

Decrypted output documents, if output was
successful.

+ |+

[OASIS-DSS]

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

(1

[TR-03112-2] semanticsis: Decrypt encrypted documents.
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(2]

[TR-03112-2], [OASIS-EP]: Encrypted input documents of typedss: Docunent are passed to the API function as| nput Docunent s element of the request.

Common PKI Profile: Large amounts of encrypted data (e. g. digital images) to be decrypted MAY be passed to the API function in form of a file by using the
dss: Att achment Ref er ence variant of dss: Docunent .

(3l

[TR-03112-2], [OASIS-EP]: Partially encrypted input documents of type dsse: Enhcrypt edSt r uct ur edDat a are passed to the API function as optional input of the
request.

(4]

[TR-03112-2]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok

http://ww. bsi. bund. de/ ecard/ api/ 1. 0/ resul t maj or #error

http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t maj or #war ni ng
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / conmon#noPer m ssi on
http://ww. bsi.bund. de/ ecard/ api /1. 0/ resul t m nor/al /comon#i nt ernal Error
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/al / conmon#par anet er Er r or
http: // ww. bsi . bund. de/ ecar d/ api / 1. 0/ r esul t mi nor/ dp#unknownChannel Handl e
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#comuni cati onError
http://wwmv. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ dp#t rust edChannel Est abl i shrment Fai | ed
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#unknownPr ot ocol
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul t m nor/ dp#unknownWbser vi ceBi ndi ng
http://ww. bsi.bund. de/ ecard/ api /1. 0/ resul t m nor/sal #unknownDl DNane
http://ww. bsi . bund. de/ ecard/ api/1.0/resultmnor/il/encryption#encrypti onFor mat Not Support ed
http: //ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ sal #decr ypti onNot Possi bl e
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ sal #securityConditi onsNot Sati sfi ed
http://wwv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/sal #fi | eNot Found
http://ww. bsi . bund. de/ ecard/api/1.0/resul tmnor/ifdl/term nal #noCar d
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Table 12: ShowViewer

# XML SCHEMA DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|BASE COMMON TES
STANDARDS.
1 |<element name="ShowM ewer "> Function call with input parameters. + |+ [[TR-03112-2] (1
<conpl exType> 323
<conpl exCont ent > e
<ext ensi on base="i so: Request Type" >
<sequence>
2 <el ement name="Channel Handl e” OPTIONAL parameter for addressing remote|-- +  |[TR-03112-4]
type="i so: Channel Handl eType” maxQccurs="1 systems. Default is addressing local system. (TR |(TR |3.1.3
m nCccurs="0"/ > - +4)
3 tvbect ec: T <te| 3\”;”“ n?gfle_:" Trust eg?:ﬁ ewer_lci OPTIONAL identifier for selecting a certain|+  |++ [2]
m}'ﬁgcﬁf'sz.r.g..s/f Hewert dlype” maxtreurs= trusted viewer. Default is selecting the
configured default viewer.
4 . <el enent name="Document " ] OPTIONAL document(s) to be displayed.|+ [++ [[OASIS-DSS|
t_ype= dss: Docunent Type" naxQccur s="unbounded Subject to on the effective security policy, a
M nCeeurs="0"/> trusted viewer MAY decide to display only al
subset or overview of multiple similar
documents.
5 <el enent name="Styl eSheet Cont ent” OPTIONAL XSL style sheet that the framework|+- [+ |[[XSLv1.1]
type="base64Bi nary" maxCccurs="1" m nCccurs="0"/> MAY use to display XML content.
6 el enent name="Vi ener Message” OPTIONAL message to be displayed by the[+- [+
maxQeeur =" 1 Tcg%fg;ﬁ.;pg: trusted Viewer. Default is to use standard
<sequences messages of the trusted viewer.
7 <el ement name="Fr aneMessage” OPTIONAL message to be displayed in the[+ |+
. . type="string" maxCccurs="1 Windowstitle or heading.
m nCccurs="0"/ >
8 <element name="BodyMessage" OPTIONAL message to be displayed in thel+- |+
type="string" maxCccurs="1" windows body-
m nCccurs="0"/ >
</ sequence>
</ conpl exType>
</ el ement >
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9 <element name="Timeout” ... |OPTIONAL number of seconds, after which the|+- |+
. nOccurs—"O"/t>ype_ nonNegativelnteger” maxQecurs="1" |y ,qed viewer windows(s) will be automatically|
- closed without user interaction. Default
SHOULD be to close the viewer window(s)
after 30 seconds.
10 </ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el emrent >
11 |<si npl eType nane="Trust edVi ewer | dType" >
<restriction base="string">
<maxLengt h val ue="64"/>
</restriction>
</ si npl eType>
12 |<el ement name="ShowvVi ewer Response” Function output including mandatory result data|++ |+ [TR-03112-2] | T4, T5 [3]
type="i so: ResponseType" > structure. 323

(1

[TR-03112-2] semanticsis: Show signed objects and/or verification resultsin atrusted viewer component.

(2]

[TR-03112-2]: Reference to an unknown/unsupported viewer will result in the error message si gnat ur e#unknownVi ewer .

(3]

[TR-03112-2]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ r esul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t maj or #error

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #war ni ng
http: //ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / conmon#noPer m ssi on
htt p: // www. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / conmon#i nt er nal Err or
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul t mi nor/al / cormbn#par anet er Err or
http://wwmv. bsi . bund. de/ ecard/ api / 1. 0/ resul t m nor/ dp#unknownChannel Handl e
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ dp#comuni cati onError
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ dp#t r ust edChannel Est abl i shnent Fai | ed
http: //wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#unknownPr ot ocol
http://ww. bsi.bund. de/ ecard/ api/ 1.0/ resul t m nor/dp#unknownWebser vi ceBi ndi ng
http://ww. bsi. bund. de/ ecard/ api/1.0/resultmnor/il/viewer#tineout
http://ww. bsi. bund. de/ ecard/api/ 1.0/ resultm nor/il/viewer#cancel ati onByUser
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/resul tm nor/il/signature#unknownVi ener
http://ww. bsi. bund. de/ ecard/api/1.0/resultmnor/il/viewer#unsuit abl eSyl esheet For Docunment
http://ww. bsi . bund. de/ecard/api/1.0/resultmnor/il/viewer#vi ener MessageToolLong
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Table13: GetTrustedViewerList

#  [XML SCHEMA DEFINITION SEMANTICS SUPPORT __|REFERENCES No
GEN |ProC|BASE COMMON  |TES
STANDARDS. |PKI
1 |<el ement name="Get Trust edVi everList"> Function call with input parameters. + |+ |[TR-03112-3] |T2 [1]
<conpl exType> 34.1

<conpl exCont ent >
<ext ensi on base="i so: Request Type" >

<sequence>
2 _ <element name="Channel Handl e” OPTIONAL parameter for addressing remote|-- +  [[TR-03112-4]
type="i so: Channel Handl eType" maxCccurs="1 systems. Default is addressing local system. (TR |(TR |3.1.3
m nCQccur s="0"/ > o ++)
3 </ sequence>

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >

4  [<element name="Get TrustedVi ewerLi st Response” > Function output including mandatory result data|++ |+ |[TR-03112-3] [T4, T5 (2]
<conpl exType> structure. 34.1
<conpl exCont ent >
<ext ensi on base="i so: ResponseType" >
5 <sequence> _ List of the available trusted viewer components. |++ [+ T12#11
<el enent name="TrustedVi ewer | d"
type="ec: Trust edVi ewer | dType" maxQccur s="unbounded"
m nCccurs="0"/>
</ sequence>
6 </ ext ensi on>
</ conmpl exCont ent >
</ conpl exType>
</ el enent >

[1] [[TR-03112-3] semanticsis: Retrieve alist of all available trusted viewer components.
[2] |[TR-03112-2]: Reference to an unknown/unsupported viewer will result in the error message si gnat ur e#unknownVi ever .

[2] |[TR-03112-3]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok

http://ww. bsi. bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul t m nor/al / conmon#noPer m ssi on
http://wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / conmon#i nt er nal Error
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ al / conmon#par anet er Er r or
htt p: // ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t mi nor/ dp#unknownChannel Handl e
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Table 14: GetTrustedViewer Configuration

#

XML SCHEMA DEFINITION

SEMANTICS

SUPPORT

REFERENCES

GEN

PrROC

BASE
STANDARDS.

COMMON
PKI

No
TES

<el ement name="Get Tr ust edVi ewer Confi gurati on">
<conpl exType>
<conpl exCont ent >
<ext ensi on base="i so: Request Type" >
<seguence>

Function call with input parameters.

+-

++

[TR-03112-3]
3.4.2

T2

(1

<el enent nane="Channel Handl e"
type="i so: Channel Handl eType" maxCccurs="1"
m nQccur s="0"/ >

OPTIONAL parameter for addressing remote
systems. Default is addressing local system.

(TR
+-

+-
(TR
++)

[TR-03112-4]
3.13

<el ement nane="Trust edVi ewer | d"
type="ec: Trust edVi ewer | dType"/ >

ID of the trusted viewer for which configuration
information isto beretrieved.

++

++

T12#11

(2]

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el enent >

<el ement name="Get Trust edVi ewer Confi gur ati onResponse" >
<conpl exType>
<conpl exCont ent >
<ext ensi on base="i so: ResponseType" >
<sequence>

Function output including mandatory result data
structure.

++

[TR-03112-3]
3.4.2

T4, TS5

(3]

<el enrent nane="Vi ewer Confi gurati on"
type="ec: Vi ewer Confi gurationType"/>

Trusted viewer configuration information as it
could beretrieved.

++

#8

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el enent >

<conpl exType nanme="Vi ewer Confi gurati onType" >
<sequence>

<el emrent nane="Support edDocunent Types"
maxCQccur s="unbounded" nmi nQccurs="0">
<conpl exType>
<sequence>

Information which document types the viewer
supports.

+-

++

(4
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10 <el ement name="M nmeType” type="string"/> MIME content type associated with a document|++  |++  |[[RFC2045]
type supported by the viewer.

1 <el enent name="Application” type="string" OPTI’ONAL name of an application associated |+ |+

maxQccurs="1" m nQccurs="0"/> with the MIME type above.
2o De=" dss fg: egg;‘(}wgagg: ﬁ; y'ogghfgt ’ bounded” OPTIONAL set of style sheets that the viewer[+- [+

ype= : I y X urs="u u . .

M nOCCUr s=" 0/ > employsto display particular content.

13 </ sequence>
</ conpl exType>
</ el enent >

14 <el err?,,m » name="| FDN?ErB:/typeﬂSI ring’ OPTIONAL reference to a card terminal that is|*- +

maxQeeur s=" 17 m nQeeur s="0"/> logically associated with the trusted viewer.
15 </ sequence>

</ conpl exType>
[1] |[TR-03112-3] semanticsis: Retrieve the configuration information about a particul ar trusted viewer.
[2] |[TR-03112-2]: Reference to an unknown/unsupported viewer will result in the error nessage signature#unknownVi ener.

(3l

[TR-03112-3]: Possible major and minor result codes are:
http://ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error

http://ww. bsi. bund. de/ ecard/ api/ 1.0/ resul tni nor/al /conmon#noPer m ssi on
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / common#i nt er nal Error
http://wwv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ al / conmon#par anet er Er r or
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/resul tm nor/al/TrustedVi ewer#invalidl D
http://wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#unknownChannel Handl e

(4
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Table 15: GetCardInfoList

#  [XML SCHEMA DEFINITION SEMANTICS SUPPORT __|REFERENCES No
GEN |ProC|BASE COMMON  |TES
STANDARDS. |PKI
1  |<el ement name="Get Cardlnfolist”> Function call with input parameters. + |+ |[TR-03112-3] |T2 [1]
<conpl exType> 321

<conpl exCont ent >
<ext ensi on base="i so: Request Type" >

<sequence>
2 <el ement name="Channel Handl e” OPTIONAL parameter for addressing remote{-- +  |[[TR-03112-4]
type="i so: Channel Handl eType" maxCccurs="1 systems. Default is addressing local system. (TR |(TR |3.1.3
m nCccurs="0"/> o ++)
3 </ sequence>

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >
4  [<element name="Get Cardl nfoLi st Response”> Function output including mandatory result data|++ |+ [TR-03112-3] |T4, T5 (2]
<conpl exType> structure. 321
<conpl exCont ent >
<ext ensi on base="i so: ResponseType" >
<sequence maxQccurs="1" m nCccurs="1"> List of registered Car dI nf o structures. |+ [TR-03112-4] | Section 2.2
<el enent nane="Cardl nf 0" Annex A
type="iso: Cardl nf oType" maxCccur s="unbounded"
m nCccurs="0"/>
</ sequence>
5 </ ext ensi on>
</ conmpl exCont ent >
</ conpl exType>
</ el emrent >

[1] [[TR-03112-3] semanticsis: List all card types known by means of Car dI nf o files.

[2] |[TR-03112-3]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or#error
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/al / conmon#noPer i ssi on
http://wwmv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / conmon#i nt er nal Error
http://wwv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ al / conmon#par anet er Er r or
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul t mi nor/ dp#unknownChannel Handl e
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Table 16: SetCardInfoList

# |XML SCHEMA DEFINITION SEMANTICS SUPPORT | REFERENCES No
GEN |PRoC|BASE COMMON  |TES
STANDARDS. |PKI
1 |<element name="Set Cardlnfolist”> Function call with input parameters. +  [++  [[TR-03112-3] |T2 (1]
<conpl exType> 3.2.2

<conpl exCont ent >
<ext ensi on base="iso: Request Type" >

<sequence>

2 - <elenent nane="Channel Handl e" OPTIONA L parameter for addressing remote|-- +  [[TR-03112-4]

type="i so: Channel Handl eType” maxCccurs="1" systems. Default is addressing local system. (TR |(TR |3.1.3

m nCccurs="0"/ > +. ++)
3 - <elenent name="Cardl nf 0" Listof Car dl nf o structures to register.. +  |++  |[TR-03112-4] [Section2.2 |[2]

type="iso: Cardl nf oType" maxCccur s="unbounded" Annex A

m nQccur s="0"/ >
4 </ sequence>

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

</ el ement >
5 [<elenent name="Set Cardl nfoLi st Response” Function output including mandatory result data [TR-03112-3] | T4, T5 (3l

type="i so: ResponseType"/> structure. 322

[1] [[TR-03112-3] semanticsis: Store alist of Car dl nf o structures. The order of these structures is relevant for the recognition of card types.
[2] |[TR-03112-3]: Thelist MAY be empty.
That feature can be employed by an application to clear the current Car dl nf o list before registering new CIFs using the AddCar dI nf oFi | es function.

[3] |[TR-03112-3]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
htt p: // wwv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t mi nor/ al / Car dl nf o#i ncorrectFil e
http: //ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / cormon#noPer m ssi on
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/al / common#i nt er nal Error
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ al / conmon#par anet er Er r or
http://ww. bsi.bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#unknownChannel Handl e
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Table17: AddCardlnfoFiles

#  [XML SCHEMA DEFINITION SEMANTICS SUPPORT __|REFERENCES No
GEN |ProC|BASE COMMON  |TES
STANDARDS. |PKI
1 |<el ement name="AddCardl nfoFiles"> Function call with input parameters. [TR-03112-3] [T2 [1]
<conpl exType> 323

<conpl exCont ent >
<ext ensi on base="i so: Request Type" >

<sequence>

2 _ <element name="Channel Handl e” OPTIONAL parameter for addressing remote{-- +  |[[TR-03112-4]

type="i so: Channel Handl eType" maxCccurs="1 systems. Default is addressing local system. (TR [(TR |3.13

m nCccurs="0"/> +- ++)
3 ~ <elenent name="Cardl nfo" Car dI nf o structures to add to the current list,[*+  |[++  [[TR-03112-4] |Section 2.2

type="iso: Cardl nf oType" maxCQccur s="unbounded" if not vet present in that list Annex A

m nQccurs="1"/> yep '
4 </ sequence>

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el enent >

5 |<el ement name="AddCardI nf oFi | esResponse” Function output including mandatory result data [TR-03112-3] |T4, T5 (2]
type="i so: ResponseType"/> structure 323

[1] |[TR-03112-3] semanticsis: Append Car dI nf o structures from files for additional card typesto the Car dI nf o list. During the import consistency of the card information
and signatures, if available, on the Car dI nf o filesMUST be verified.

Common PK1 Profile: All Car dI nf o files (CIF) must be signed.

[2] |[TR-03112-3]: Possible major and minor result codes are:

http://wwv. bsi . bund. de/ ecard/ api/ 1. 0/ r esul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
http://ww. bsi. bund. de/ ecard/ api /1. 0/resul t m nor/al / Car dl nf o#addNot Possi bl e
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / Car dl nf o#al r eadyExi sti ng
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t mi nor/al / Cardl nf o#i ncorrectFil e
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/al / cormpbn#noPer m ssi on
http://ww. bsi.bund. de/ ecard/ api /1. 0/ resul t m nor/al / comon#i nt er nal Error
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ al / conmon#par anet er Er r or
http: //wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#unknownChannel Handl e
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Table 18: DeleteCardlnfoFiles

#  [XML SCHEMA DEFINITION SEMANTICS SUPPORT __|REFERENCES No
GEN |ProC|BASE COMMON  |TES
STANDARDS. |PKI
1 |<el ement name="Del et eCardl nf oFi | es"> Function call with input parameters. [TR-03112-3] [T2 [1]
<conpl exType> 3.2.4

<conpl exCont ent >
<ext ensi on base="iso: Request Type" >

<sequence>
2 _ <element name="Channel Handl e” OPTIONAL parameter for addressing remote{-- +  |[[TR-03112-4]
type="i so: Channel Handl eType" maxCccurs="1 systems. Default is addressing local system. (TR |(TR |3.1.3
m nCccurs="0"/> o ++)
3| e U;(Ieluerrentocnarrei'l" CaLdTyge:jgleny i gicer" _wgv/s  |Unique identifiers of Cardinfo structuresto|* |+* |[TR-03112-4] |Section2.2 |[2]
ype=-any maxtLcur s=-unbounded™ m ntkcurs= remove from the currently registered list. Annex A.3
4 </ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conmpl exType>
</ el enent >
5 |<element nane="Del et eCardl nfoFi| esResponse” Function output including mandatory result data [TR-03112-3] |T4, T5 (3]
type="i so: ResponseType"/> structure. 3.2.4

[1] |[TR-03112-3] semanticsis: Delete zero or more Car dI nf o files.
[2] |[TR-03112-3] Annex A.3: The uniqueidentifying URI of aCar dI nf o structureisthe sub-element Obj ect | dent i fi er of the Car dType dataelement.

[3] |[TR-03112-3]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ r esul t maj or #ok

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
http://ww. bsi . bund. de/ ecard/ api /1.0 /resul tm nor/al/ Cardl nf o#not Exi sti ng
http: //wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / Car dl nf o#del et eNot Possi bl e
http: //ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / conmon#noPer m ssi on
htt p: // wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / conmon#i nt er nal Err or
http://wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ al / conmon#par anet er Er r or
http: //wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ dp#unknownChannel Handl e
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Table 19: GetProductlinfo

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN [PROC|BASE COMMON TES
STANDARDS. [PKI
1 |<el ement name="Get Product | nfo" Function call without input parameters. + [+ T2 [1]
type="i so: Request Type"/ >
2  |<el ement name="Get Procuct | nf oResponse” > Function output including mandatory result data|++ |+ T4,T5 (2
<conpl exType> structure.
<conpl exCont ent >
<ext ensi on base="i so: ResponseType" >
<sequence>
3 <el ement name="Producer Name" type="string"/>|Manufacturer of the APl framework|++ |+
implementation
4 <el enent name="Product Nane" type="string"/> |product name of the APl framework|++ [+
implementation
5 <el erent nanme="Version" type="string"/> Version number of the APl framework|++ +
implementation
6 _ <el ement name="Bui | dNo" type="string" OPTIONAL build number of the API[+ [+
m nCceurs="0"/> framework implementation
7 <el ement name="Producer Addi ti ons” OPTIONAL additional data provided by the[+- |+

type="anyType" m nGccurs="0"/> manufacturer of the APl  framework

implementation

8 </ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conmpl exType>
</ el enent >

[1] [Common PKI Profile: Thisisan additional function. Semanticsis: Provide information about the API framework implementation.

[2] |Common PKI Profile: Possible major and minor result codes are:
http://ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t maj or #ok
or

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #err or
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t mi nor/al / cormon# UnknownAPI Functi on

if the API framework implementation does not support thisfunction.
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3.3 Card and Reader Service Level Functions

Table20: ListIFDs

#  [XML SCHEMA DEFINITION SEMANTICS SUPPORT __|REFERENCES No
GEN |PROC|BASE COMMON  [TES
STANDARDS. |PKI|
1 |<el ement name="ListlFDs"> Function call with input parameters. +  [++  |[TR-03112-6] |T2 (1
<conpl exType> 313

<conpl exCont ent >
<ext ensi on base="iso: Request Type" >
<sequence>

2 ~ <elenent nane="Cont ext Handl e" Reference to aterminal layer session. + |+ |[1S024727-4] |#4 (2]
type="i so: Cont ext Handl eType"/ >
[TR-03112-6]

311

3 </ sequence>
</ ext ensi on>
</ conpl exCont ent >

</ conpl exType>
</ el ement >
4 <si mpl eType nane="Cont ext Handl eType" >

<restriction base="hexBi nary"> </restriction>
</ si npl eType>

5 |<element nanme="List|FDsResponse"> Function output including mandatory result data|++ |+ [TR-03112-6] |T4, T5 (3]

<conpl exType> structure. 313
<conpl exCont ent >

<ext ensi on base="iso: ResponseType" >
6 <sequence> Unique names of available card terminals ++ +
<el erent nanme="1| FDNange"

maxCccur s="unbounded"” m nCccurs="0" type="string"/>
</ sequence>

7 </ ext ensi on>

</ conpl exCont ent >
</ conpl exType>
</ el enent >

[1] |[TR-03112-6] semanticsis: List al card terminals available to the API framework.

[2] |According to [TR-03112-6] the Cont ext Handl e isobtained by acall to the Est abl i shCont ext function.
Common PKI1 Profile: An empty Cont ect Handl e is used to reference the default context established by the | ni ti al i zeFr amwor k function. In functions where
this element is optional it SHOULD be omitted.
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(2]

[TR-03112-6]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t maj or #er r or

http://ww. bsi .
http://ww. bsi .
http://ww. bsi .
http://ww. bsi .
http://ww. bsi .

bund. de/ ecard/ api/ 1. 0/ resul t m nor/ al / conmon#noPer m ssi on

bund. de/ ecard/ api /1. 0/ resul t m nor/ al / conmon#i nt er nal Error

bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / common#par anet er Er r or

bund. de/ ecard/ api /1. 0/ resul t m nor/i fdl / common#unknownCont ext Handl e
bund. de/ ecard/api /1. 0/ resul t m nor/ifdl/conmon#ti meout
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Table21: GetStatus

#

XML SCHEMA DEFINITION

SEMANTICS

SUPPORT

REFERENCES

GEN [PrROC

BASE
STANDARDS.

COMMON
PK1

NO
TES

<el ement nane="Cet St at us" >
<conpl exType>
<conpl exCont ent >
<ext ensi on base="iso: Request Type" >
<seguence>

Function call with input parameters.

+- ++

[TR-03112-6]
3.15

T2

(1

<el enent nane=" Cont ext Handl e”
type="i so: Cont ext Handl eType” maxCccurs="1"
m nCccurs="1"/>

Referenceto aterminal layer session.

++ [++

[1S024727-4]

[TR-03112-6]
311

T20H#4
T202]

<el enent nane="| FDNanme” type="string”
maxQOccurs="1" m nCccurs="0"/>

Name of

(2]

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >

<el enent name="Get St at usResponse" >
<conpl exType>
<conpl exCont ent >
<ext ensi on base="i so: ResponseType" >

Function output including mandatory result data
structure.

+ |+

[TR-03112-6]
3.15

T4, T5

(3]

<sequence maxCccurs="1" m nOccurs="1">
<el emrent name="1| FDSt at us”
maxCQccur s=" unbounded” m nOccurs="0"
type="i so: | FDSt at usType”/ >
</ sequence>

Card terminal status.

+ |+

#8

</ ext ensi on>
</ compl exCont ent >
</ conpl exType>
</ el ement >

conpl exType name="| FDSt at usType" >
<sequence>

Status of asingle card terminal.

[TR-03112-6]
3.15

<el erent nane="I| FDNane" type="string"
maxCccurs="1" m nCccurs="0"/>

Unique name of the card terminal.

+ |+
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10 <el ement name="Connect ed” type="bool ean” OPTIONAL indication whether a connection to|+ |+
maxQeceur s="1" m nGceurs="0"/> the card terminal is available. MAY be omitted
if the card terminal is permanently attached to
thelocal system.
11 <el ement mi nCccurs="1" maxCQccurs="unbounded" Status of the slot(s) available in the card|++ + #17
nanme=" Sl ot St at us" type="iso: Sl ot St at usType"/ > terminal
12 <el ement nane="ActiveAntenna” type="bool ean” Indication whether a coupling antenna for|+- +
maxQccurs="1" m nGccurs="0"/> contactless cards is activated. MUST be omitted
if the card terminal isfor contact cards only.
13 <el ement m nQccurs="0" maxQceur s="unbounded” Status  information about the available[+- |+ #22
nane="Di spl aySt at us" type="iso: Si npl eFUSt at usType"/ > display(s). MUST be omitted if there is no
display available in the card terminal.
14 <el ement m nQccurs="0" maxQccur s="unbounded” Status information about the available key|*- |+ #22
nane="KeyPadSt at us" type="i so: Si npl eFUSt at usType"/ > pad(s). MUST be omitted if there is no key pad
available in the card terminal.
15 <el ement m nQccurs="0" maxQccur s="unbounded” Status information about the available biometric|+ |+ #22
nane="Bi oSensor St at us" type="i so: Si npl eFUSt at usType"/ > sensor(s). MUST be omitted if there is no
biometric sensor available in the card terminal.
16 </ sequence>
</ conpl exType>
17  |<conpl exType name="S$l ot St at usType" > Status of aslot within the card terminal. [TR-03112-6]
<Sequence> 315
18 <el ement nane="|ndex" type="nonNegati vel nteger" Slot index within the card terminal. ++ +
maxQccur s="1" m nOccurs="1"/>
19 <el enent m nQccurs="1" maxQccurs="1" TRUE if thereis acard availablein the slot. o+
nane="Car dAvai | abl e" type="bool ean"/>
20 <el ement name="ATRor ATS" type="hexBi nary" MUST hold the card’s ATR (Answer To Reset|+ |+
maxQeceur s="1" m nceurs="0"/> for contact cards) or ATS (Answer To Select for
contactless cards) if CardAvail abl e ig
True. Otherwise the element MUST be
omitted.
21 </ sequence>
</ conpl exType>
22 |<conpl exType name="Si npl eFUSt at usType" > Status of available devices (displays, key pad or [TR-03112-6]
<sequence> biometric sensors) within acard terminal. 315
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23 <el ement name="Index" type="nonNegativelnteger"/> ||ndex of the device. ++ |+

24 <el ement nanme="Avai | abl e" type="bool ean"/> TRUE if the device is available to thel*+ +
application.

25 </ sequence>

</ conpl exType>

(1

[TR-03112-6] semanticsis. Retrieve the status of one or al card terminals available to the API framework.

(2]

Thel FDNane can be obtained by acall totheLi st | FDs function.

(3l

[TR-03112-6]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api /1. 0/ r esul t maj or #ok
http://ww. bsi . bun_d. de/ ecard/ api/ 1. 0/ resul t maj or #error

http://ww. bsi .
http://ww. bsi .
http://ww. bsi .
http://ww. bsi .
http://ww. bsi .

bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / cormon#noPer ni ssi on

bund. de/ ecard/ api /1. O/ resul t mi nor/ al / conmon#i nt er nal Error

bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / cormon#par anet er Er r or

bund. de/ ecard/ api/ 1.0/ resul t mi nor/ifdl/comon#unknownCont ext Handl e
bund. de/ ecard/ api /1. 0/resul tnmi nor/ifdl/term nal #unknownl FDNane
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Table22: GetCardInfo

# XML SCHEMA DEFINITION SEMANTICS SUPPORT  |REFERENCES No
GEN |PROC|BASE COMMON TES
STANDARDS. [PKI
1  |<element name="GCet Cardlnfo"> Function call with input parameters. +  [++  [[TR-03112-5] |T2 (1]
<conpl exType> 3.4
<choi ce> .
2 : <el egm ”t‘i@:;h@glnegt i O“T'a”d' e" Reference to a connected card application. If [+~ [++  [[1S024727-3] | T26H5,
=" " > .
ype=1so nnect1 onhandl elype given, - the Cardl nf 0 Structure for the [TR-03112-4] T8[10]
respective card type will be returned. 321
3 <Seqrencet> et t - OPTIONAL indication how the CIFs to retrieve|+-  [++ (2]
<el ement nane="Action" type="anyURl" -
TEXOCCUr S=" 1" i nOecur s=* 0" / > from the repository are to be selected.
4 _,__<elenent name=" Efrdgype:jdglpt ifier” y If given, unique identifiers of Cardlnfol|t- |++ |[TR-03112-4] [Section2.2 |[3]
type=anylR " maxQeurs="unbounded” m nCceurs="0"/> structures to retrieve (or exclude from retrieval) Annex A.3
</ sequence> -
from the repository server.
5 </ choi ce>
</ conpl exType>
</ el ement >
6 |<el ement name="Cet Cardl nf oResponse” > Function output including mandatory result data|++ |+ [TR-03112-5] |T4, T5 [4]
<conpl exType> structure. 34
<conpl exCont ent >
<ext ensi on base="i so: ResponseType" >
<sequence m nCccurs="1" maxQccurs="1">
7 - <elenent name="Cardlnfo" The requested Car dI nf o structure(s) if they[*+ [+ |[TR-03112-4] |Section 2.2
type="iso: Cardl nfoType" nmaxCccur s="unbounded" could be retrieved Annex A
m nQccur s="0"/ > )
8 </ sequence> </ ext ensi on>

</ conpl exCont ent >
</ conpl exType>
</ el enent >

(1

[TR-03112-5] semantics is. Retrieve Information about a card currently available to the API framework or retrieve Car dl nf o files (CIF) from a designated repository|

server.
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(2]

[TR-03112-3]: The possible actions are:

http://wwv. bsi . bund. de/ ecard/ api/ 1. 0/ cardi nf o/ act i on#get Sepci fi edFil e

(default) to get the CIF specified by the subsequent card type identifier(s),

http://ww. bsi . bund. de/ ecard/ api /1. 0/ cardi nf o/ acti on#get Rel at edFi | es

to get all ClFsrelated to the subsequent card type identifier(s) and

http: //ww. bsi . bund. de/ ecard/ api / 1. 0/ cardi nf o/ act i on#get &t herFi | es

to get allsthe ClFs available at the repository, except for those specified by the subsequent card type identifier(s).

(3l

[TR-03112-3] Annex A.3: The unique identifying URI of aCar dl nf o structureisthe sub-element Obj ect | denti fi er of the Car dType dataelement.

(4

[TR-03112-5]: Possible major and minor result codes are:

htt p: // ww. bsi . bund. de/ ecard/ api/ 1. 0/ r esul t maj or #ok
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
http://wwv. bsi . bund. de/ ecard/ api/ 1.0/ resul tmi nor/ al/comon#noPer m ssi on
htt p: // ww. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / conmon#i nt er nal Error
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ al / conmon#par anet er Er r or
http://ww. bsi . bund. de/ ecard/ api/ 1.0/ resul tm nor/sal #unknownConnect i onHandl e
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ sal #unknownCar dType
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/resul t mi nor/sal / support#cardl nf oReposi t or yUnr eachabl e
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Table 23: Connect

#

XML SCHEMA DEFINITION

SEMANTICS

SUPPORT

REFERENCES

GEN [PrROC

BASE
STANDARDS.

COMMON
PK1

NO
TES

<el ement nane="Connect ">
<conpl exType>
<conpl exCont ent >
<ext ensi on base="i so: Request Type" >
<seguence>

Function call with input parameters.

+- ++

[TR-03112-6]
321

T2

(1

<el enent nane="Cont ext Handl e"
type="i so: Cont ext Handl eType" maxCccurs="1"
m nCccurs="1"/>

Referenceto aterminal layer session.

++ [++

[1S024727-4]

[TR-03112-6]
311

T20#4,
T20,[2]

<el enent nane="| FDName" type="string"/>

Name of the card terminal.

++ |++

(2]

<el erent nanme="Sl ot"
type="nonNegati vel nt eger"/ >

Index of aslot within the card terminal.

++ [+

(3]

<el ement nanme="Excl usi ve" type="bool ean"

maxQccur s="1" m nOccurs="0"/>

Set to TRUE if the card is to be blocked
exclusively for the application.

++ |+

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el enent >

el ement nane="Connect Response" >
<conpl exType>
<conpl exCont ent >
<ext ensi on base="i so: ResponseType" >
<seguence>

Function output including mandatory result data
structure.

+H+ |+

[TR-03112-6]
3.2.1

T4, T5

(4]

<el enent nane="Car dHandl e"
type="i so: CardHandl eType" maxCccurs="1"
m nCccur s="0"/ >

Reference to the connected card if the
connection attempt was successful.

+ |+

#10

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >

10

<si mpl eType nane="Car dHandl eType" >
<restriction base="hexBinary"> </restriction>
</ si nmpl eType>

Reference to a connected card.
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(1

[TR-03112-6] semanticsis: Establish a connection to a card.

(2]

Thel FDNane can be obtained by acall totheLi st | FDs function.

(3]

The Sl ot | ndex can be obtained by acall to the Get St at us function.

(4]

[TR-03112-6]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t maj or #ok
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #err or

http://ww. bsi .

http://ww. bsi

http://ww. bsi .
http://ww. bsi .
http://ww. bsi .
http://ww. bsi .

http://ww. bsi

http://ww. bsi .

bund.
. bund.
bund.
bund.
bund.
bund.
. bund.
bund.

de/ ecard/ api/ 1.
de/ ecard/ api / 1.
de/ ecard/ api/ 1.
de/ ecard/ api /1.
de/ ecard/ api/ 1.
de/ ecard/ api/ 1.
de/ ecard/ api/ 1.
de/ ecard/ api/ 1.

0/ resul t m nor/ al / conmon#noPer m ssi on

0/ resul t m nor/ al / cormon#i nt er nal Err or

0/ resul t m nor/ al / cormon#par anet er Err or

O/ resul tm nor/ifdl/conmmon#unknownCont ext Handl e
O/resultm nor/ifdl/term nal #excl usi veNot Avai | abl e
O/resultmnor/ifdl/termnm nal #unknownl FDNanme
O/resul tminor/ifdl/terni nal #sl ot | ndexNot Exi sti ng
O/resultm nor/ifdl/term nal #noCard
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Table 24: Disconnect

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES NO
GEN |PROC|(BASE COMMON TES
STANDARDS. |PKI
1  |<element name="Di sconnect”> Function call with input parameters. + ++  |[TR-03112-6] [T2 (1]
<conpl exType> 3.2.2
<conpl exCont ent > o
<ext ensi on base="iso: Request Type" >
<sequence>
2 . <element name="CardHandl e” Reference to the connected card. o T23#10
type="i so: Car dHandl eType"/ >
3 _<el ement name="Action" type="iso:ActionType" |OPTIONAL indication of the action to be[+-  [++ #5
maxQecurs=" 1" m nCoeur s="0%/ > performed with the card.
4 </ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >
5 |<sinpleType name="ActionType"> Indication of the action to be performed with the|+  |++  [[TR-03112-6] (2]
<restriction base="string"> card upon deactivation. 322
<enuner ation val ue="Reset"/>
<enuner ation val ue="Unpower"/>
<enurer ation val ue="Eject"/>
<enurmeration val ue="Confiscate"/>
</restriction>
</ si nmpl eType>
6 |<el ement name="Di sconnect Response” Function output including mandatory result data [TR-03112-6] | T4, T5 (3]

type="i so: ResponseType"/ >

structure.

322

(1

[TR-03112-6] semanticsis. Terminate the connection to acard.

(2

Common PKI Profile: Reset and Unpower MUST be supported by the framework. Ej ect and Confi scat e SHOULD be supported, if the IFD provides the

respective mechanical capability. An application SHOULD NOT rely onEj ect or Conf i scat e actions.
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(3]

[TR-03112-6]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok
htt p: // ww. bsi . bund. de/ ecard/ api / 1. 0/resul t maj or #err or

http: // ww. bsi
http: // ww. bsi

http://ww. bsi .
. bund. de/ ecard/ api / 1.

http://ww. bsi

http://ww. bsi .
http://ww. bsi.

. bund. de/ ecard/ api / 1.
. bund. de/ ecar d/ api / 1.

bund. de/ ecar d/ api / 1.

bund. de/ ecard/ api / 1.
bund. de/ ecard/ api /1.

0/ resul t m nor/ al / conmon#noPer m ssi on

0/ resul t m nor/ al / common#i nt ernal Error

0/ resul t m nor/ al / cormon#par anet er Err or

O/ resul tmi nor/ifdl/comon#i nval i dCar dHandl e
0/ resultm nor/ifdl/common#ti neout

O/resul tnminor/ifdl/termn nal #mechani cal Functi onNot Support ed
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Table 25: VerifyUser

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES NO
GEN |PROC|(BASE COMMON TES
STANDARDS. |PKI
1 |<element name="VerifyUser"> Function call with input parameters. +  [++  [[TR-03112-6] |T2 [1]
<conpl exType> 33.1
<conpl exCont ent > ~
<ext ensi on base="iso: Request Type" >
<sequence>
2 <el ement name="Car dHand| e Reference to a connected card. |+ [2]
type="i so: Car dHandl eType"/ >
3 _ <el enent nane="1Input Unit" Device and method to be used for user|*+ |++ #10
type="iso: | nput Uni t Type"/ > authentication.
4 type=" nonl\;gjlalte??/gtl n?zgﬁf'l‘ Dﬁzggzhrggxl m nCccurs="0 OPTIONAL index of the display device in the - i
[hs card terminal to be used for user interface
messages.
5 . _<A|e' %Bewgt ”am??" At VUNE%iages"_" ¥ OPTIONAL alternative user interface messages|+ |+
:nygg;c:;rsg;"O't‘/> ssageslype’ maxttcurs= provided by the application. Default is to use
N standard messages.
6 _<el enent name="Ti meout Unt i | Fi r st Key” OPTIONAL timeout if the user does not type a|+ |+ [3]
type="positivelnteger" maxQccurs="1" m nCccurs="0"/> key, in milliseconds
7 .<.el ement name="Ti meout Aft er F? rst Key" OPTIONAL timeout if the user types an|+- + [3]
type="positivelnteger” maxCccurs="1" mnGccurs="0"/> lingtficient number of keys, in milliseconds.
8 <el ement nanme="Tenpl ate" type="hexBinary"/> |aAppU template for the verify command|++ ++
according to [1SO7816-4]
9 </ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >
10 |<conpl exType nanme="I| nput Uni t Type" > [TR-03112-6]
<choi ce> 331
11 <el ement nane="Pi nlnput" type="iso: Pinlnput Type"/>|yge a PIN input device. T+ ++ #15
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12 <el ement name="Bi onet ricl nput” Use a biometric input device. - + #31
type="iso: Bi onetricl nput Type"/> (TR |(TR
+- ++)
13 </ choi ce>
</ conpl exType>
14 |<conpl exType name="Pi nl nput Type"> Details of aPIN input device. ++ |+ |[TR-03112-6]
<sequence> 331
15 <el enent name="Index" type="nonNegativelnteger"/> ||ndex of the input device within the card|++ ++
terminal.
16 <el ement name="PasswordAttri but es” OPTIONAL PIN/password attributes according{+-  [++
type="iso: Passwor dAttri but esType" maxCccurs="1" to [I1SO7816-15] and [ISO7816-15AM2]
m nQccurs="0"/ > '
17 </ sequence>
</ conpl exType>
18 |<si mpl eType nane="PadChar Type" > Padding Character.
<restriction base="hexBi nary">
<l ength val ue="1" fixed="true"/>
</restriction>
</ si npl eType>
19 |<conpl exType nanme="Passwor dAttri butesType"> PIN/password policy. [1SO7816-15]
<sequence> (1507816
15AM2]
[TRO3112-
6] 3.3.1
20 <el enent name="pwdFl ags” Information about the nature of the PIN. o+ #28
type="i so: Passwor dFl agsType"/>
21 <el ement name="pwdType" Character set used for the PIN. [+ #29
type="iso: Passwor dTypeType"/ >
2 <el ement name="m nLengt h" Minimal number of characters. + [+
t ype="nonNegati vel nt eger"/ >
23 <el ement name="st or edLengt h" Number of PIN characters stored inthecard. ~ [++  |++
type="nonNegati vel nt eger"/ >
24 <el ement nanme="rnmaxLengt h" Maximal number of characters. +- ++
type="nonNegati vel nt eger" maxQOccurs="1"
nm nCccur s="0"/ >
25 <el ement nanme="padChar" type="i so: PadChar Type" OPTIONAL padding character used if more[+  [++ #18
maxQeeur s="1" m nQceur s="0"/> then mi nLengt h characters are stored in the
card.

API Functions

Common PKI Part 7 — Page 53 of 83



Common PKI Part 7: Signature AP Version2.0
26 el ement name="|ast Passwor dChange” type="dateTi me" |OPT|ONALtimeof last PIN change. +- ++
maxQOccurs="1" mi nQccurs="0"/>
27 </ sequence>
</ conpl exType>
28 |<sinpl eType nanme="Passwor dFl agsType"> Password attribute flags. + |+ |[1SO7816-15]
<uni on menber Types="iso:BitString">
<si npl eType> [1SO7816-
<list> 15AM2]
<si npl eType>
<restriction base="token"> [TR-03112-6]
<enuner ation val ue="case-sensitive"/> 331
<enuneration val ue="local "/>
<enuner ati on val ue="change-di sabl ed"/ >
<enuner ati on val ue="unbl ock-di sabl ed"/ >
<enuneration value="initialized"/>
<enuner ati on val ue="needs- paddi ng"/ >
<enumer at i on val ue="unbl ocki ngPasswor d"/ >
<enuner ation val ue="soPassword"/ >
<enuner ati on val ue="di sabl e-al | owed"/ >
<enumeration value="integrity-protected"/>
<enurner ati on val ue="confidentiality-
protected"/>
<enurer ati on val ue="exchangeRef Dat a"/ >
<enurmer ati on val ue="reset RetryCounter1"/>
<enuner ati on val ue="reset RetryCounter2"/>
</restriction>
</ si npl eType>
</list>
</ si npl eType>
</ uni on>
</ si npl eType>
29 |<sinpl eType name="PasswordTypeType"> Character set used for the PIN. + [+ |[1SO7816-15] (4]
<restriction base="string">
<enumer ation val ue="bcd"/ > [TR-03112-6]
<enuner ation val ue="ascii-nuneric"/> 331
<enuneration val ue="utf8"/>
<enuner ati on val ue="hal f - ni bbl e- bcd"/ >
<enuner ation val ue="i s09564- 1"/ >
</restriction>
</ si npl eType>
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30 |[<sinpleType name="BitString">
<restriction base="string">
<pattern value="[0-1]{0,}"/>
</restriction>
</ si nmpl eType>
31 |<conpl exType name="Bi onetriclnput Type"> Details of a biometric input device. - +  |[TR-03112-6]
<sequence> (TR |(TR (331
+- ++)
3P <el ement nanme="Index" type="nonNegativelnteger"/> ||ndex of the input device within the card|- +-
terminal. (TR |(TR
+- ++)
33 <$| ement nane="Bi or‘reltl ri cSubtype” Subtype of biometric method according to the |- +- [1S019784-1]
type="nonNegati vel nteger"/> BioAPI specification. (TR |(TR
+- ++)
A </ sequence>
</ conpl exType>
35 |<conpl exType name="Alt VUVessagesType" > Alternative user interface messages provided by
<sequence> the application.
36 <el ement nane="Aut henti cati onRequest Message” Initial prompt for authentication. +- +
type="string" maxQccurs="1" m nCccurs="0"/>
37 <el ement nanme="SuccessMessage” type="string" Successful authentication responsetotheuser. [+ |+
maxQOccur s="1" m nCccurs="0"/>
33 <el ement name="Aut henti cati onFai | edMessage” Failed authentication response to the user.|+- +
type="string” maxCccurs="1" mnCccurs="0"/> SHOULD indicate that the card may be blocked
dueto the failed attempt.
39 <el ement nanme="Request Confi rmati onMessage" Prompt to repeat the last input. +- +
type="string" maxQccurs="1" mi nCccurs="0"/>
40 <el enent nane="Cancel Message” type="string" Cancelled authentication response to theuser. [+ [+
maxQOccurs="1" m nQccurs="0"/>
41 </ sequence>
</ conpl exType>
42 |<el ement name="VerifyUser Response”> Function output including mandatory result data [TR-03112-6] | T4, T5 (5]
<conpl exType> structure. 331
<conpl exCont ent >
<ext ensi on base="iso: ResponseType" >
<sequence>
a3 _<el enent nanme="Response” type="hexBinary"  |Return code of the card (e. g. 90 00 for
maxQoeur s=" 1" m nQceurs="1"/> successful authentication)
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14

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >

(1

[TR-03112-6] semanticsis: Initiate a user authentication to the card via PIN or bionetric means.

(2

The Car dHandl e can be obtained by acall tothe Connect function.

(3

Common PK1 Profile: If the card terminal comprises a display, an appropriate cancel message SHOULD be displayed by the card terminal if atimeout during PIN entry,

occurred.

(4

Common PKI Profile: The additional valuei s09564- 1 means that the PIN isto be encoded in the 2 PIN Block format according to [1SO9564-1].

(3]

[TR-03112-6]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul t maj or #ok
http://ww. bsi . bun_d. de/ ecard/ api /1. 0/ resul t maj or #error

http://ww. bsi

http://ww. bsi .

http://ww. bsi

http://ww. bsi .

http://ww. bsi

http://ww. bsi .
http://ww. bsi .
http://ww. bsi .
http://ww. bsi .

http://ww. bsi

. bund.
bund.
. bund.
bund.
. bund.
bund.
bund.
bund.
bund.
. bund.

de/ ecar d/ api / 1.
de/ ecard/ api/ 1.
de/ ecard/ api/ 1.
de/ ecard/ api/ 1.
de/ ecard/ api/ 1.
de/ ecard/ api / 1.
de/ ecard/ api/ 1.
de/ ecard/ api/ 1.
de/ ecard/ api/ 1.
de/ ecard/ api /1.

0/ resul t m nor/ al / comon#noPer m ssi on

0/ resul t m nor/ al / common#i nt er nal Error

0/ resul t m nor/ al / cormon#par anet er Err or

O/resul tm nor/ifdl #cancel ati onByUser

0/ resultm nor/ifdl/comon#ti meout

O/resul tm nor/ifdl/comon#i nval i dCar dHandl e
O/resultmnor/ifdl/termnal #noCard

O/resul tm nor/ifdl/termn nal #1 FDBusy

O/resul tm nor/ifdl /I Ctunknownl nput Devi ce
O/resul tminor/ifdl /I OQfunknownBi onet ri cSubt ype
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Table 26: DSIRead

# XML SCHEMA DEFINITION SEMANTICS SUPPORT REFERENCES NoO
GEN |PROC|BASE COMMON TES
STANDARDS. |PKI
1 |<el ement name="DS| Read"> Function call with input parameters. + |+ |[TR-03112-4] |T2 [1]
<conpl exType> 3.4.9
<conpl exCont ent > o
<ext ensi on base="iso: Request Type" >
<sequence> _
2 ~ <elenent nanme="Connect onHandl e" Reference to a connected card application. + |+ [[1S024727-3] |#5,
type="iso: Connect i onHandl eType"/ >
[TR-03112-4] (T8.[10]
321
3 ~ <el ement nane="DSI| Nane" Name of the DSI that isto be read. + |+ #20 (2]
type="i so: DSI NanmeType"/ >
4 </ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el enent >
5 |<conpl exType name="ConnectionHandl eType"> Reference to a connected card application. ++  |++  |[TR-03112-4]
<conpl exCont ent > 321
6 <ext ensi on base="iso: CardAppli cati onPat hType" > Reference to a card application. #13
<sequence>
7 ~ <el enent nanme="Car dHandl e” Reference to a connected card. ++ [+ T23#10 [3]
type="i so: Car dHandl eType"/ >
8 . <el ement name="Recogni tionlnfo" maxQccurs="1" |OpPTIONAL additional info for selecting the|- +-
m nQceur s=" 0" > card that contains the DSI to be read. (TR [(TR
<conpl exType> +) ++)
<sequence>
9 <el enent nanme="CardType" type="anyURI" |OPT|ONALcard typeidentifier. - +
maxQccurs="1" m nCccurs="0"/> (TR |(TR
+-) ++)
10 ) __<element name="CaptureTi me" OPTIONAL specification of the time when the|- +-
type="dat eTi me" maxCccurs="1" nmi nCccurs="0"/> card was recognized. (TR [(TR
+-) ++)
1 <el ement nanme="| CCSN' type="string OPTIONA Lcard serial number. ~ |+
maxQccurs="1" nm nCccurs="0"/> (TR |(TR
+-) ++)
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12

</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

13

<conpl exType nane="Car dAppl i cati onPat hType" >
<sequence>

Referenceto a card application.

[TR-03112-4]
3.13

14

<el enment nane="Channel Handl e"
type="i so: Channel Handl eType" maxCccurs="1"
m nCccurs="0"/>

OPTIONAL parameter for addressing remote|
systems. Default is addressing local system.

(TR
+-

(TR
++)

15

<el enment nane=" Cont ext Handl e"
type="i so: Cont ext Handl eType" maxCccurs="1"
m nCccur s="0"/>

OPTIONAL reference to a termina
session.

layer

(TR
+-

++

[1S024727-4]

[TR-03112-6]
311

T20#4,
T20[2]

16

<el ement name="1|FDName" maxCccurs="1"
m nQccurs="0" type="string"/>

OPTIONAL name of the card terminal in which

the card that contains the DSI to be read is
inserted.

+-

++

(4

17

< el enent nane="Sl ot | ndex"

t ype="nonNegat i vel nt eger" maxQCccurs="1"
>

m nCccur s="0"

OPTIONAL index of a dlot within the card
terminal.

++

(5]

18

<el ement name="Car dApplicationldentifier"
maxQccur s="1" m nCccurs="0"
type="iso: ApplicationldentifierType"/>

OPTIONAL identifier of acard application.

(TR
++)

[1S024727-3]

19

</ sequence>
</ conpl exType>

si npl eType nanme="DSI| NaneType" >
<restriction base="string">
<m nLength val ue="1"/>
<maxLength val ue="255"/>
</restriction>
</ si npl eType>

[1S024727-3]

21

<el enent nane="DSI ReadResponse" >
<conpl exType>
<conpl exCont ent >
<ext ensi on base="i so: ResponseType" >
<seguence>

Function output including mandatory result data
structure.

++

[TR-03112-4]
34.9

T4, T5

(6]

2

<el enent nane="DS| Content" type="hexBi nary
maxQccur s="1" m nCccurs="0"/>

Value of the DS, if it @uld be read success

fully.

++
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23

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >

(1

[TR-03112-4] semanticsis: Read a Data Structure for Interoperability (DSI) in the selected data set of a card application.
Common PKI Profile: Thisfunctionisrequired to read certificates from a card.

(2]

Common PK1 Profile: Only DSIs representing certificates SHOULD be read.

(3]

The Car dHandl e can be obtained by acall tothe Connect function.

(4

The | FDNane can be obtained by acall totheLi st | FDs function.

(3]

The Sl ot | ndex can be obtained by acall to the Get St at us function.

(6]

[TR-03112-4]: Possible major and minor result codes are:

http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t maj or #ok

http://ww. bsi. bund. de/ ecard/ api/ 1. 0/ resul t maj or #error
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul t mi nor/al / conmon#noPer m ssi on
http://wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t mi nor/ al / conmon#i nt er nal Error
http://ww. bsi . bund. de/ ecard/ api /1. 0/ resul tm nor/al / conmon#par anet er Er r or
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/ dp#comuni cati onError
http: // ww. bsi . bund. de/ ecard/ api / 1. 0/ r esul t mi nor/ dp#unknownChanel Handl e
http://ww. bsi.bund. de/ ecard/ api/ 1.0/ resul tm nor/sal #unknownConnect i onHandl e
http://ww. bsi . bund. de/ ecard/ api/ 1. 0/ resul tm nor/sal #notlnitialized
http://ww. bsi . bund. de/ ecard/ api /1. 0/ r esul t m nor/ sal #unknownDSI Nane
http://wwv. bsi . bund. de/ ecard/ api /1. 0/ resul t m nor/ sal #prerequi sitesNot Sati sfied
http://wwmv. bsi . bund. de/ ecard/ api/ 1. 0/ resul t m nor/sal #securityCondi ti onsNot Sati sfi ed
http://ww. bsi. bund. de/ ecard/api/ 1.0/ resul tm nor/ifdl/comon#unknownCont ext Handl e
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Annexes

Annex A: C/C++ Binding

This annex provides the contents of a header file cpsi gapi . h for the C/C++ binding of the Common PKI Signature API.

Listing 1: File CPSi gAPI . h

#i f ndef CPSI GAPI _H
#def i ne CPSI GAPI _H

/

L R I I I S N I N R

Copyright (c) 2008, T7 e.V.

Redi stribution and use in source and binary fornms, with or without
nmodi fication, are pernmitted provided that the followi ng conditions are net:

- Redistributions of source code nust retain the above copyright notice,
this list of conditions and the follow ng disclainmer.

- Redistributions in binary form nust reproduce the above copyright notice,
this list of conditions and the follow ng disclainmer in the docunentation
and/or other materials provided with the distribution.

- Neither the nane of T7 e.V. nor the nanmes of its contributors nay be used
to endorse or pronmote products derived fromthis software without specific
prior witten perm ssion.

TH'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS "AS | S"
AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPGCSE
ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OANER OR CONTRI BUTORS BE

LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF

SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE, DATA, OR PROFITS; OR BUSI NESS
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| NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)
ARI SING I N ANY WAY OUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
PGSSI BI LI TY OF SUCH DAMAGE

/

* % kX %

#i fdef __cplusplus
extern "C" {
#endi f

#if defined( W N32)
#def i ne CPSI GAPI EXPORT_FOR_ W N32
#endi f

#i f ndef CPSI GAPI EXPORT_| NEXPORT
#i f def CPSI GAPI EXPORT_FOR_W N32
#def i ne CPSI GAPI EXPORT_I NEXPORT __decl spec(dl|i nmport)
#el se
#defi ne CPSI GAPI EXPORT_| NEXPORT
#endi f
#endi f

#defi ne CPSI GAPI EXPORT_RET(ret) CPSI GAPI EXPORT_I NEXPCRT ret _stdcal

/**
*
* \brief Commobn PKI Signature APl Context
* Contect definition
*
*/
typedef voi d* CPSi gAPI Cont ext ;

/**
*

* \brief Aquire Common PKI Signature APl Context

*

*/
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CPSI| GAPI EXPORT_RET( CPSi gAPI Cont ext )
CPSi gAPI Aqui r eCont ext

(

)

/**
*
* \brief Free Common PKI Signature APl Context
*
*/
CPSI GAPI EXPORT_RET( voi d)
CPSi gFr eeCont ext

(
CPSi gAPI Cont ext cont ext
)

/**
\brief Excecute Conmon PKI Signature API Context

Execution of a Common PKI Signature API function names 'function'

Function call paraneter is the context handler 'context'.

Thi s contect handler nust previously be allocated via CPSi gAPI Aqui r eCont ext .

The function call to 'function'is then execured in that context.

I nput and out put paraneter to 'function' are passed as XM. structures as specified
in the Cormon PKI Signature AP

I nput parameters are passed in buffer "xmllnput' with size 'xnllnputSize'

For the output paraneters of the function, the caller allocates and passes

a buffer 'xm Qutput' of 'xnl QutputSize' bytes.

If that buffer is suffucient, it will be used. If the buffer is too small,

the function will return with an error and indicate the required output buffer
size in 'xm QutputSize'.The XML function result may then be retrieved by a second
function call using no input ('xmInput' a Null pointer and 'xm | nputSize' zero)
and a reallocates, sufficiently |arge output buffer

L T S S I I I T D S T R

\ param context Context in which the function 'function' is to be executed
\param function Nane of the Commopn PKI Signature APi function to be executed
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\param xnl | nput
\param xnl | nput Si ze
\param xnl Qut put
\param xnl Qut put Si ze

\param error

\return O

L D . T T TS I N I N

/
#defi ne CPSI GAPI _SUCCESS

#defi ne CPSI GAPI _UNKNOANERROR

Buf fer containing the input parameters to 'function' in

formof an XM. structure

Si ze of the input buffer

Buffer fort he XM result structure

Size of the result buffer; will be set to the size of the XML result
structure upon success and upon a CPS|I GAPI _BUFFERTOSMALL error
Detailed error code if the function result is -1

Function coul d be executed successfully. The result of the cal

is placed in 'xm Qutput'. the size of the XML result structure is
pl aced in 'xnl Qut put Si ze'

An error occured. The variable "error' contains a detail ed

error code. Possible error codes are CPSI GAPI _SUCCESS

CPSI GAPI _BUFFERTOSMALL, CPSI GAPI _UNKNOWNFUNCTI ON and

CPSI GAPI _ UNKNOWNERROR

/**< no error */
[**< internal error * [

0
1

#defi ne CPSI GAPI _BUFFERTOSMALL 2 [**< output buffer too small for result */
3

#defi ne CPSI GAPI _UNKNOANFUNCTI ON

CPSI GAPI EXPORT_RET(i nt)
CPSi gAPI Execut e

[/ **< unknown function nanme */

CPSi gAPI Cont ext cont ext,
unsi gned char const* xmnl | nput,

int xm I nputSize,

unsi gned char const* xm Qut put,

int *xm Qut put Si ze,

unsi gned | ong* error

)

/**
*

* \brief GetErrorMessage

*

* | f an error occured during CPSi gAPl Execute, i. e. its return value is -1 and the error
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* code in the "error' paraneter is CPSI GAPI _UNKNOWNERROR, i. e. an internal error of the

* C wrapper |ayer occurred, the C wapper interal error nessaage can be retrieved using this
* function.

*

* \return Internal C wrapper error nessage (null-term nated string)

*/

CPSI GAPI EXPORT_RET( char *)
CPSi gAPI Get Err or Message

(

)
#i fdef __cpl uspl us
Lendif
#endi f
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Annex B: Java Binding

This annex provides the contents of definition files of the package or g. comon- pki . si gnat ur eapi for the Java binding of the Common PKI
Signature API.

Listing 2: File ECar dApi Ser vi ce. j ava

Copyright (c) 2008, T7 e.V.

Redi stribution and use in source and binary forns, with or without
nmodi fication, are pernmitted provided that the followi ng conditions are net:

- Redistributions of source code nust retain the above copyright notice,
this list of conditions and the follow ng disclainer.

- Redistributions in binary form nust reproduce the above copyright notice,
this list of conditions and the follow ng disclainmer in the docunmentation
and/ or other materials provided with the distribution

- Neither the nane of T7 e.V. nor the nanes of its contributors nay be used
to endorse or promote products derived fromthis software without specific
prior witten pernission

TH'S SOFTWARE |'S PROVI DED BY THE COPYRI GAT HOLDERS AND CONTRI BUTORS "AS | S"
AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE
ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OWNER OR CONTRI BUTORS BE

LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT LI M TED TO, PROCUREMENT OF

SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE, DATA, OR PROFITS; OR BUSI NESS

| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)
ARI' SI NG I N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE

[ I R S I S T R D N
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*

*/

POSSI BI LI TY OF SUCH DAMAGE

package org. comon- pki . si gnat ur eapi

inport java.util.lterator;

i mport sun. msc. Service;

/

E I B S T R N

~

*

Access the VM singleton for {@ink | ECardApi Service}.

<p>

To nmeke this work, just do one of the follow ng:

<ul >

<li> set a {@ink | ECardApi Service} of your choice in {@ink ECardApi Service}.</li>
<li> include a service provider file

" META- | NF/ servi ces/ or g. conmon- pki . si gnat ur eapi . | ECar dApi Servi ce" contain just the
cl ass nane of your inplenmentation in your deploynent (jar-file). </li>

</ul >

public class ECardApi Service {

private static |ECardApi Servi ce ACTI VE;

private static | ECardApi Service findNativelnterface() {

Cl assLoader | oader = Thread. current Thread().get Cont ext Cl assLoader ();
if (loader == null) {

| oader = ECar dApi Servi ce. cl ass. get Cl assLoader () ;
}

| ECar dApi Service inmpl = null
Iterator ps = Service. providers(| ECardApi Service. cl ass, | oader);
if (ps.hasNext()) {
i mpl = (1 ECardApi Servi ce) ps.next();
}

return inpl;
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public static synchroni zed | ECardApi Service get() {
if (ACTIVE == null) {
set (findNativelnterface());

}
return ACTI VE;

}

public static synchronized void set (1 ECardApi Service eCardApi Servi cel npl) {
ACTI VE = eCar dApi Servi cel npl ;
}

Listing 3: Filel ECar dApi Servi ce. j ava

Copyright (c) 2008, T7 e.V.

Redi stribution and use in source and binary forns, with or without
nmodi fication, are pernmitted provided that the followi ng conditions are net:

- Redistributions of source code nust retain the above copyright notice,
this list of conditions and the follow ng disclainer.

- Redistributions in binary form nust reproduce the above copyright notice,
this list of conditions and the follow ng disclainer in the docunentation
and/or other materials provided with the distribution.

L R S T I R I R .

- Neither the nane of T7 e.V. nor the nanes of its contributors nay be used
to endorse or promote products derived fromthis software without specific
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prior witten permni ssion.

*

*

* TH'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS "AS | S"
* AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE
* | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE
* ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT OANER OR CONTRI BUTORS BE

* LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR

* CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF

* SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS

* | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THECORY OF LI ABILITY, WHETHER I N

* CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)

* ARI SING I N ANY WAY OUT OF THE USE CF TH S SOFTWARE, EVEN | F ADVI SED OF THE
* PQOSSIBI LI TY OF SUCH DAMAGE

*/

package org. comon- pki . si gnat ur eapi

i nport java.io.| OException;

/**
* The interface | ECardApi Service provides direct access to aCommon PKI Signature API

* inplenmentation. Calls to the eCard APl inplenentation are stripped down to
* the SOAP nessage's body content only.

*
*/
public interface | ECardApi Service {

public void service(l ECardApi Request request, | ECardApi Response response)
throws | OExcepti on;
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Listing 4: Filel ECar dApi Request . j ava

~

L I T S I I I N N S I R S T T

Copyright (c) 2008, T7 e.V.

Redi stribution and use in source and binary fornms, with or without
nmodi fication, are pernmitted provided that the followi ng conditions are net:

- Redistributions of source code nust retain the above copyright notice,
this list of conditions and the follow ng disclainer.

- Redistributions in binary form nust reproduce the above copyright notice,
this list of conditions and the follow ng disclainmer in the docunentation
and/or other materials provided with the distribution.

- Neither the nane of T7 e.V. nor the nanmes of its contributors nay be used
to endorse or pronmote products derived fromthis software without specific
prior witten perm ssion.

THI S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS "AS | S"
AND ANY EXPRESS COR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT OANER OR CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LI M TED TO, PROCUREMENT OF
SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS
I NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)
ARI SING I N ANY WAY OUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
POSSI Bl LI TY OF SUCH DAMAGE.

/

package org. comon- pki . si ghat ur eapi ;

i nport java.io.lnputStream

/**

* A eCard APl service request providing just the contents of the SOAP request's
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&l t; body> tag.
For exanpl e:

*
*
*
*
* <pre>

* &lt;mCetCertificate xm ns: me&quot ; http://ww. bsi. bund. de/ ecard/ api/ 1. 0&quot ; &gt ;
* &lt;mCetCertificateRequest&gt;
*

*

*

*

*

*

& t;/ mGetCertificateRequest &gt ;
& t;/ mGetCertificate&gt;
</ pre>

/
public interface | ECardApi Request ({

/**
* @eturn a InputStream containing the contents of the SOAP request's
* &l t; body> tag
*/

public I nputStream getlnputStrean();

Listing 5: Filel ECar dApi Response. j ava

Copyright (c) 2008, T7 e.V.

Redi stribution and use in source and binary fornms, with or without
nmodi fication, are pernmitted provided that the followi ng conditions are net:

L I
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- Redistributions of source code nust retain the above copyright notice,
this list of conditions and the follow ng disclainer.

- Redistributions in binary form nust reproduce the above copyright notice,
this list of conditions and the follow ng disclainmer in the docunentation
and/ or other materials provided with the distribution.

- Neither the nanme of T7 e.V. nor the nanes of its contributors nay be used
to endorse or promote products derived fromthis software without specific
prior witten permni ssion.

THI' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS "AS | S"
AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPGCSE
ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OAWNER OR CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LI M TED TO, PROCUREMENT OF
SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS
| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)
ARI SING I N ANY WAY OUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
PCSSI Bl LI TY OF SUCH DAMAGE.
/
package org. common- pki . si ghat ur eapi ;

L D T T T N R D T R

i nport java.io.QutputStream

/**

*

* A eCard APl service response providing just the contents of the SOAP
* responses' &l t;body> tag.

For exanpl e:

*OF X X X

<pre>
& t; mGetCertificateResponse xm ns: me&quot ; htt p: // www. bsi . bund. de/ ecard/ api / 1. 0&quot ; &gt ;
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& t;/ mGetCertificateResponse&gt;
</ pre>

* % kX %

/
public interface |ECardApi Response {

publ i ¢ Qut put St ream get Qut put St rean() ;
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Annex C: Schema for Card Information Files

The following schema is a redefinition of the one available in files Cardinfo.xsd, 1S024727-3.xsd, 1SO24727-Protocols.xsd , ISOCommon.xsd and
ISOIFD.xsd from http://www.bsi.bund.de/literat/tr/tr03112/api/1.0/wsdl.zip. See also the remarksin section 2.2.

Listing 6: File ConmonPKI Car dI nf 0. xsd

<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns="http://ww. w3. org/ 2001/ XM_.Schema" xml ns:iso="urn:iso:std:iso-iec:24727:tech: schem"
target Nanespace="urn:iso:std:iso-iec:24727:tech: schena" >

<l -- =====-=o--o--oo-o--——=—=—=—=== - - >
<l-- BEG N <redefi ne> -->
<!__ e ——————————

<l -- =Z======o=oooooo-—oooo----=== - - >
<l-- PI N Conpar e >
<l -- === o---———=—=—=—==== - - >

<conpl exType nane="Pi nConpar eQual i fi er Type" >
<conpl exCont ent >
<ext ensi on base="i so: Pi nConpareQualifierType">
<sequence>
<el ement nane="RetryCounterProtocol" type="anyURI " m nOccurs="0">
<annot ati on>
<docunent ati on>
Protocol for determ ning the current value of the PIN retry counter
URIs will be assigned for strictly 1SO 7816 conpati bl e cards,
CardQS, StarCOS and other card operating systens if required
Protocol 'urn:t7:cards: pin:eci:none
describes the fact that a card does not provide information about the retry counter
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</ docunent ati on>
</ annot ati on>
</ el enent >
<el ement nane="QOperati onUsageCounter" type="iso: Operati onUsageCount er Type" ni nCccurs="0"
maxQOccur s="unbounded" >
<annot ati on>
<docunent ati on>
I nformati on about the allowed number of certain operations
before a new validation of the PINis required
</ docunent ati on>
</ annot ati on>
</ el enent >
<el ement nane="Pinlnitializationlnfo" type="iso:PinlnitializationlnfoType" nminCccurs="0"/>
<el ement nane="PinlnitializationCheck" type="iso:Pinlnitializati onCheckType" m nOccurs="0"/>
</ sequence>
</ ext ensi on>
</ compl exCont ent >
</ conpl exType>

<! - o= - - >
<l-- Si ghature Ceneration -->
<l-- =Z===m=m=oooooooo-ooo——-——=sms -l >

<conpl exType nane="Si gnl nf oType" >
<conpl exCont ent >
<ext ensi on base="iso: Si gnl nfoType">
<sequence>
<el enment nane="Si gnat ureGener ati onSequence" type="iso: Si gnhat ureGener ati onSequenceType"
m nOccur s="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ compl exType>
</redefine>
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<l-- END <redefine> -->
<!-- s e
<!—— s
<I-- Usage Counter -->
<!-- SO SIS SIS ISSS - - D>

<conpl exType nanme="Oper ati onUsageCount er Type" >
<si npl eCont ent >
<annot ati on>
<docunent ati on>
Type of an operation and nunber of these operations that may
be perforned upon a single validation of the PIN
for the 'signature' operation this corresponds to the SSEC val ue
</ docunent ati on>
</ annot ati on>
<ext ensi on base="nonNegati vel nt eger">
<attribute name="COperation">
<si npl eType>
<restriction base="string">
<enuneration val ue="si gnature"/>
<enuner ation val ue="decryption"/>
<enuneration val ue="aut hentication"/>
<enuneration val ue="encryption"/>
</restriction>
</ si mpl eType>
</attribute>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<!-- oo oo - - >
<l-- PIN Initialization -->
<!-- e ———————————————————— -->

<conpl exType nanme="si npl eDat aMaskType" >
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<sequence>
<annot ati on>
<docunent ati on>
Used for checking the status bytes in a cards response APDU.
If the status bytes in a bit-w se |ogical AND conjunction
with the Mask el ement correspond to the Value el enent,
the response is considered consistent
</ docunent ati on>
</ annot ati on>
<el enent nane="Val ue" type="hexBi nary"/>
<el enent nane="Mask" type="hexBi nary" m nCccurs="0"/>
</ sequence>
</ conpl exType>
<conpl exType nanme="PinlnitializationlnfoType">
<conpl exCont ent >
<restriction base="iso: DI DAbstract QualifierType">
<annot ati on>
<docunent ati on>
Protocol 'urn:t7:cards:pin:init:fixed
describes initialization with a fixed transport PIN
TransportPinDID is optional. If it is given, the conversion of the transport PIN
must be done in two steps: first a VERIFY command for PIN verification
the a CHANGE REFERENCE DATA command for changi ng the signature PIN
The format for transm ssion of transport and signature PIN depends on the
respective DIDInfo elenents. If the TransportPinDID elenment is omtted,
the conversion of the transport PIN nust be perforned by a
CHANGE REFERENCE DATA commmand that contains both transport PIN
and new signature PIN. The format for transnission of transport and signature PIN
depends on the DIDInfor elenment of the signature PIN
Bul kI nitialization
If multiple PINS are stored and are to be initialized using the sane transport PIN
the respective DIDInfo el ements can express this by referencing the sane
transport PIN object in the TransportPinDI D el ement and a 'true' value in the optiona
Bul klnitialization element. In that case all PINs referencing that transport PIN must be
initialized after verification of the transport PIN
Default if the elenent is omtted shall be 'false'
TransportPINValue is optional. | fit is given, it contains the value of the transport PIN
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as hexadeci mal string.|f necessary that value nmust be enbedded in a 2PIN Bl ock
or padded before transnmitting it to the card. If an enpty hex string is given, an enpty
val ue nust be transnmitted to the card. If the element is onmtted, the PIN can be
initialized inmediately, without using a transport PIN. For that end, APDU paraneter
P1 nust be set to 0xO01.
Protocol 'urn:t7:cards:pin:init:oncard
describes the case that the transport PINis stored in a file on the card.
TransportPinDID as in the 'urn:t7:cards:pin:init:fixed protocol
Bul klnitialization as in the "urn:t7:cards:pin:init:fixed protocol
Transport Pi nDSI references the data object on the card that contains the transport PIN
That data object may be a binary EF or a record.
Protocol 'urn:t7:cards:pin:init:user’
describes the case that the transport PINis transferred to the user by an out-of - band
mechanism e. g. a PIN letter.
TransportPinDID as in the 'urn:t7:cards:pin:init:fixed protocol
Bul klnitialization as in the "urn:t7:cards:pin:init:fixed protocol
</ docunent ati on>
</ annot ati on>
<sequence>
<el enent nane="TransportPi nDI D' type="string" minCccurs="0"/>
<el enment nane="Bul klnitialization" type="bool ean" ni nCccurs="0"/>
<el ement nane="Transport Pi nVal ue" type="hexBi nary" m nCccurs="0"/>
<el ement nane="TransportPi nDSI" type="string" minGCccurs="0"/>
<el ement name="Postlnitializati onCommands” m nCccurs="0">
<annot ati on>
<docunent ati on>
Postlnitializati onCommands can be used to store the state resulting from
PIN initialization in a file. The optional data el ement consists of a sequence
of command and response APDUs. The conmand aPDUs are sent to the card
and the answers are checked for conformity with the respective resporse APDUs.
If an error occurs, the execurtion of post initialization commands is interrupted.
In any case the card is reset after post initialization commands have been executed.
</ docunent ati on>
</ annot ati on>
<conpl exType>
<sequence m nCccurs="0" maxCccurs="unbounded" >
<el enent nane="ConmmandApdu" type="hexBi nary"/>
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<el enent nane="ResponseApdu" type="iso: sinpl eDat aMaskType"/ >

</ sequence>

</ conpl exType>
</ el enent >

</ sequence>
</restriction>
</ compl exCont ent >
</ compl exType>

<| - e —————————————————————— >
<l-- PIN Initialization Check >
<| - peb e ——————————————————————— >

<conpl exType nane="Pinlnitializati onCheckType">
<conpl exCont ent >
<restriction base="iso: Dl DAbstract QualifierType">
<annot ati on>
<docunent ati on>
Protocol 'urn:t7:cards:pin:initcheck:verify
deternmnes the PIN initialization state by sending a VERI FY conmand with enpty data field to the
card.
Pi nUsabl e defines the expected status byte response if the PINis in a usable state.
Pi nTransport St ate defines the expected status byte response if the PIN has not yet been
initialized.
Both el ements are nmutual ly excl usive.
Protocol 'urn:t7:cards:pin:initcheck:file
determines the PIN initialization state based on a file on the card.
Pi nSt at usDSI references the DSI that stores information about the PINinititalization state.
Pi nUsabl e defines the expected status byte response after evaluation of the DSI,
if the PINis in a usable state.
Pi nTransport St ate defines the expected status byte response after evaluation of the DSI,
if the PIN has not yet been initialized.
The | ast two elenents are nutual |y excl usive.
</ docunent ati on>
</ annot ati on>
<sequence>
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<el enent nane="Pi nStatusDSI" type="string" mnOccurs="0"/>
<choi ce>
<el enment nane="Pi nUsabl e" type="iso: si npl eDat aMaskType"/ >
<el ement nane="Pi nTransport State" type="iso: si npl eDat aMaskType"/ >
</ choi ce>
</ sequence>
</restriction>
</ compl exCont ent >
</ conpl exType>

<| - s e pe S
<l-- Si ghat ur eGener ati on -->
<! -- SO SIS SS - - D>

<conpl exType nanme="CommandType" >
<annot ati on>
<docunent ati on>
pl acehol der for command references
</ docunent ati on>
</ annot ati on>
<sequence>
</ sequence>
</ conmpl exType>
<conpl exType nane="Si gnat ur eGener ati onSequenceType" >
<annot ati on>
<docunent ati on>
Requi red sequence of conmands for generating a qualified signature
</ docunent ati on>
</ annot ati on>
<sequence>
<choi ce m nOccurs="0">
<el ement nane="MSE_RESTORE_ONCE" type="iso: CommandType"/ >
<el ement nane="MSE_RESTORE_ALWAYS" type=" iso: CommandType"/>
</ choi ce>
<el enent nane="MSE _HASH' type="iso: CormandType" ni nCccurs="0"/>
<el enent nane="PSO HASH' type="iso: CormandType" ni nCccurs="0"/>
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<choi ce m nOccurs="0">
<el enent nane="MSE_KEY" type="iso: ConmandType"/ >
<el enent nane="MSE_DS" type="iso: CoomandType"/ >
<el enent nane="MSE_KEY_DS" type="iso: CoomandType"/>
</ choi ce>
<el ement nane="PSO _CDS" type="iso: ConmandType" m nCccurs="0"/>
</ sequence>
<attribute name="id" type="integer"/>
</ conpl exType>
</ schema>
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1 Preface

This part of the Common PKI specification provides the Common PKI profile for XML

signatures. The XML signature format conforms to the most widely accepted international

XML_DSIG standard [XML_DSIG] and to the OSCI-profile [OSCI]. OSCI has been issued
to trim the XML_DSIG format to the needs of eGovernment and allows wide interoperability
of the applications by restricting the formats and contents to a well-defined subset of possible
options alowed by XML_DSIG.

The Common PKI profile for XML signatures is based on [XML_DSIG], [XML_ENC], and
[XAJES]. It is dso a general signature profile that is coherent to [OSCI]. OSCI as a SOAP
dialect is a specification that has strong roots in the public sector in Germany (and beyond)
and one of the aims of this profile is to harmonize Common PK| and OSCI. OSCI can now be
redefined as a specia signature profile based on this Common PKI general XML signature
profile without any essential changes.

This Common PKI profile makes use of the redefine mechanism defined in [XML-
SCHEMA]. The redefine definitions in chapter 5 are the normative part of the specification.
The tables before that are the descriptive part. A difference to the other parts of Common PKI
is the fact that only those elements are described in bles that are actually profiled i.e.
restricted or re-defined.

The XAdES part is not profiled for the time being. It may become necessary to add more
definitions to this part with more experience and when requirements will become clearer.

A few notes on Web Service Security 1.0 [WS _SEC _2004]. There again a XML_DSIG
signature profile is defined much related to the specia requirements of SOAP. Essentially the
distinctions to this profile are
1 Enveloped Signature and Enveloped Signature Transform are discouraged (“SHOULD
NOT”) by [WS SEC _SOAP] because otherwise changes in SOAP headers might
destroy the signature.

2 SecurityTokenReference is a new field in the ds:Keylnfo element. There a WSS
Security Token may be inserted which can transport X.509 certificates as well as
kerberos tickets. The specification of WS Security — X.509 Token Profile
[WS SEC CERT] includes more data types to be contaned in
wsse: Security TokenReference.

3 [WS_SEC SOAP] recommends Exclusive XML Canonicalization and permits XML
Decryption Transform.

4 A special STR Dereference Transform in WS Security — SOAP Message Specification
[WS_SEC_SOAP] of OASIS

While all these are important features for the Web Service Security context they should not be
mandated in a general XML signature context because then all applications would have to
support the entire WS Security syntax. Also there is no reason for a general signature context
to forbid the enveloped form.
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Finally afew notes on PDF and MS Office

Current work at ETSI ESI aims at establishing PDF [1SO32000] as a third message
format for advanced signatures alongside CMS [CAdES] and XML [XAdES]. Once
that standardization process is stable and subject to a sufficient demand for further
profiling in that area, a Common PKI message profile for PDF may be specified in
addition to Parts 3 and 8.

Microsoft has an implementation of XML_DSIG signatures in Infopath. As far as we
know so far this profile can be used in this environment.

In the following the format of XML digital signatures will be specified by means of XML
(Extensible Markup Language) and derived variants. Since it is the intention to profile the
W3C XMLDSIG recommendations we make use of the redefinition mechanism as in
[XML_SCHEMA]. In order to make the definitions made in this specification as transparent
as ever possible we make use of the same table oriented notification (see Introduction of the
Common PKI Specification) asin the other parts of the Common PKI specification. Inside the
tables we note the desired results, the normative schema redefinitions on XMLDSIG are given
in chapter 5.
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2 XML Signature Format

The following tables show the profile to XML_DSIG and XML_ENC in detail. Most of the differences are restrictions in the usage of elemernts,
attributes and algorithms in order to provide a narrow enough profile without loosing the flexibility of XML in general.

There are no regtrictions in this profile on the use of enveloped, enveloping or detached forms of XML signatures. All three signature forms MUST be supported.

An area of concern is the usage of the RIPEMD agorithm. The Common PKI board would like to exclude RIPEMD for interoperability reasons. So wherever
you find RIPEMD referenced in the current document thisis subject to exclusion in later versions. But we would like to invite comments on this special issue by
al those who may need to have the agorithm included.

Please note that in the “References’ column you will find references to OSCI only for elements with differences between this Common PKI specification and
OSCI. It isone of the goas of this document to harmonize Common PKI and OSCI in away that OSCI can (almost) without changes become a profile of this
Common PKI document. Hence only those definitions of OSCI have been discarded that do not fit into a genera signature and encryption profile.
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2.1 Signature Element

Table 1. Signature Type

# XML_DSIG DEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PROC [XML DSIG
1 |“SignatureType" No changes 4.1
<seguence>
2 <element ref="ds:SignedInfo"/> No changes 4.3
3 <element ref="ds.SignatureValue"/> No changes 4.2
4 <element ref="ds:KeyInfo” minOccurs="0"/> |[minOccurs="0"] Excluded. ++ ++ 4.4 [1]
5 <element ref="ds:Object" minOccurs="0" No changes 4.5
maxOccurs="unbounded"/>
</sequence>
6 [<attribute name="Id" type="1D" use="optiona"/> No changes|+ + 4.1
[1] [A KeyInfo element MUST be present in any signature conforming with Common PKI.

2.2 SignatureValue Element

No changes to the SignatureV alue Element.

2.3 Signedinfo Element

No changes to the Signedinfo Element itself, only to children.

XML Signature Format
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2.3.1 CanonicalizationMethod Element

Table 2: CanonicalizationMethod Type

# [XML_DSIGDEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PROC (XML DSIG |OSCI
1 CanonicalizationMethodType No change
<seguence>
2 <any namespace="##any" minOccurs="0" No Change| [1]
maxOccurs="unbounded"/> 431
</sequence>
3 <attribute name="Algorithm" type="anyURI" <xsd:enumeration - ++ ++ [2]
use="required"/> value="http://www.w3.0rg/ TR/2001/REC-xml-c14n- [4]

20010315/"/>

4 <xsd:enumeration [2]
value="http://www.w3.0rg/TR/2001/REC-xml-c14n- [4]
20010315/#WithComments"/>

5 <xsd:enumeration ++ [+ - [2]
value="http://www.w3.0rg/2001/10/xml -exc -c14n#" /> (3]

6 <xsd:enumeration [2]
value=" http://www.w3.0rg/2001/10/xml -exc - [3]
clan#WithComments'/>

7 <xsd:enumeration + ++ [2]
value="http://www.w3.0rg/2006/12/xml -c14n11"/> [4]

8 <xsd:enumeration [2]
value="http://www.w3.0rg/2006/12/xml - [4]
cl4an11#WithComments"/>

[1] |Thisrestriction issuitable, because only [XML_C14N] and [XML_EXCAN] are allowed.
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[2] [Canonicalization is the standard serialization method of XML. For definitions and usage of canonicalization in XML see [XML_C14N], [XML_C14N11] and
[XML_EXCAN] or follow the links noted in #3, #7 and #5.

All three algorithms MUST be supported by processing applications. Other canonicalization algorithms MUST NOT be used in conformance with Common PKI. This|
delimits usage to the most common types and specifically rules out any proprietary algorithms.

Note: Although [XML_ C14N] has proved to be a valuable algorithm the fact that it includes ancestor namespace information makes it impractical in contexts where a
signed subdocument is to be extracted and used in some other context without breaking the signature. This has lead to the definition of [XML_EXCAN] where ancestor

context is excluded from serialization. For compatibility reasons with regard to many XML implementations [XML_C14N] is still to be supported but [XML_EXCAN]
should be used wherever applicable.

[3] [Note: Exclusive Canonicalization was not existent when OSCI was defined. It has not yet been incorporated.

[4] |[XML_DSIG] REQUIRES implementation of both Canonical XML 1.0 [XML_C14N] and Canonical XML 1.1 [XML_C14N11], but RECOMMENDS that applications
that generate signatures choose Canonical XML 1.1 [XML_C14N11] when inclusive canonicalization is desired.
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2.3.2 SignatureMethod Element

Table 3: SignatureMethod Type

# XML_DSIG DEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PROC (XML DSIG
1 SignatureMethodType No change|
<seguence>
2 <element name="HM A COutputL ength" No change|- - [1]
minOccurs="0"
type="ds:HMA COutputL engthType"/>
3 <any namespace="##other" minOccurs="0" No change
maxOccurs="unbounded" />
</sequence>
4 <attribute name="Algorithm" type="anyURI" <xsd:enumeration ++ |+ [2]
use="required"/> T : " 4.3.2

value="http://www.w3.0rg/2000/09/xml dsi g#rsa-shal
/>
<xsd:enumeration - - [2]
value="http://www.w3.0rg/2001/04/xmlenc#ripemd160" [3]
/>
<xsd:enumeration + [+ (2]
value="http://www.w3.0rg/2000/09/xml dsi g#dsa-shal"
/>

(1

Common PKI Profile: As noted in chapter 2.4.2the only way to handle keysin this profileis X.509 certificates. This makes HMA C obsol ete and we discourage usage of
HMAC entirely for the time being. Conforming clients SHOULD NOT make use of HMAC.

The reason why we do not exclude the element in this profile is the fact that it is used with good reasons in [XKMS _REQ]. It may happen that in the future XKMS will
become important for Common PKI and thus HMAC may return. So leaving it here will perhaps then make things alittle easier.

(2]

Delimits the possible algorithmstoDSA -SHA 1, RSA-SHA1 and RSA -RIPEMD160.
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[3] |Common PKI Profile: Although RIPEMD160 remains a suitable hash algorithm it will no longer be included as mandatory neither on the generating nor on the

processing side in the next version of Common PKI. This is due to the fact that a great number of applications are practically declared non conforming to this profile

because they do not implement RIPEMD160. So we discourage the usage of RIPEMD160 aready in this version of the profile. Conforming clients SHOULD NOT make
use of RIPEMD160. Conforming clients are not expected to support RIPEMD160 except for those that support OSCI 1.2.

Important Note: For a coherent status in OSCI 1.2 and this profile RIPEMD160 will stay in this specification until it will be excluded from OSCI in the new upcoming
version which is announced for beginning of 2005.

Note that in OSCI a different URI is defined: http://www.osci.de/2002/04/osci#ripemd160 There is no difference in their meaning so Clients SHOULD interpret this URI
as being identical to the URI named in this specification.
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2.3.3 Reference Element
Table 4. Reference Type
# [XML_DSIGDEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PrROC |XML DSIG
1 ReferenceType No change]
<sequence>
<element ref="ds.Transforms" minOccurs="0"/> No change
<element ref="ds:DigestMethod" /> No change
<element ref="ds:DigestValue"/> No change
</sequence> 4.33
<attribute name="Id" type="1D" use="optiona"/> No change
<attribute name="URI" type="anyURI" No change [1]
use="optional"/>
7 <attribute name="Type" type="anyURI" No change
use="optional"/>
[1] [XML_DSIG: The alowed types of the URI are not specified in [XML_DSIG]. HTTP is RECOMMENDED.
Common PK1 Profile: URIs of typesHTTP, HTTPS and LDAP are RECOMMENDED. For LDAP see also Common PKI Part 4, Chapter 7.

XML Signature Format
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2.3.3.1 DigestMethod Element

Table5: DigestMethod Type

# [XML_DSIGDEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PROC (XML DSIG
1 DigestMethodType No changes
<sequence>
2 <any namespace="##other" processContents="lax" |Excluded

minOccurs="0" maxOccurs="unbounded"/>

</sequence>
3 <attribute name="Algorithm" type="anyURI" <xsd:enumeration ++ ++ 4335 [1]
use="required"/> value="http://www.w3.0rg/2000/09/xmldsig#shal" />
4 <xsd:enumeration - - [2]
value="http://www.w3.0rg/2001/04/xmlenc#ripemd160”
/>

[1] [Delimitsthe possible algorithmsto SHA1 and RIPEMD160.

[2] [Common PKI Profile: See Table 3 Annotation [3] on exclusion of RIPEMD160

Note that in OSCI adifferent URI is defined: http://www.osci.de/2002/04/osci#ripemd160 Thereis no difference in their meaning, so Clients SHOULD interpret this URI
as being identical to the URI named in this specification.
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2.4 Keylnfo Element

Note that the restriction to allow in this element only X.509 type key data is a restriction not only for this element but also for the entire profile.
X.509 certificates and related protocols to be used are described in Common PK1 Parts 1-5 and 7 and possibly in the optional SigG profile.

Table 6: Keylnfo Type

# XML_DSIG DEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PROC [XML DSIG
1 KeylnfoType No change
<choice maxOccurs="unbounded">
2 <element ref="ds:KeyName"/> Excluded - -
3 <element ref="ds:KeyValue"/> Excluded - -
4 <element ref="ds:RetrievalMethod"/> No change| [1
5 <element ref="ds:X509Data"/> No change [2]
6 <element ref="ds.PGPData"/> Excluded - - 44
7 <element ref="ds:SPKIData"/> Excluded - -
8 <element ref="ds:MgmtData'/> Excluded - -
9 <xsd:element ref="xenc:EncryptedKey" /> ++ ++ [3]
10 <xsd:element ref="xenc:AgreementMethod" /> +- +- [4]
11 <any processContents="lax" Excluded
namespace="##other"/>
</choice>
[1] [Thisleavesthe usage of RetrievalMethod open, which will in turn be delimited to X509Datain T7.#4
[2] [Common PKI Profile: The only way of storing Keylnfo datais X509Data for coherence with the rest of the Common PKI specification.
[3] [OSCI conformance; to be clarified by OSCI
[4] |XML_ENC: To support Diffie-Hellman key agreement for encrypting data, see also P6.T6 and [XML_ENC] chapter 5.5.
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2.4.1 RetrievalMethod Element

Table 7: RetrievalMethod Type

# [XML_DSIGDEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PrROC |XMLDSIG
1 RetrievalM ethodType No change
<sequence>
2 <element ref="ds.Transforms" minOccurs="0"/> No change
</sequence>
<attribute name="URI" type="anyURI"/> use="required” ++ |+ [1]
<attribute name="Type" type="anyURI" <xsd:enumeration ++ |4+ [1]
use="optional"/> value="http://www.w3.0rg/2000/09/xml dsi g#X 509Data"
/>
[1] [Common PKI Profile: Any usage of the (optional) RetrievalMethod MUST use X509Data. All other types MUST NOT be used.

XML Signature Format
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2.4.2 X509Data Element

Table 8: X509Data Type

# [XML_DSIGDEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PROC [(XMLDSIG |OSCI
1 X509DataType No change|++ ++ ++ [1
<seguence maxOccurs="unbounded">
<choice>
2 <element name="X509I ssuerSerial" No change|+ + - [2]
type="ds:X509IssuerSerial Type"/>
3 <element name="X509SK " Excluded - - -
type="base64Binary"/>
4 <element name="X509SubjectName" Excluded - - -
="gtring" 4.4.4
type="string"/>
5 <element name="X509Certificate" No change|++  [++ ++ [3]
type="base64Binary"/>
6 <element name="X509CRL" No change|+ + - [4]
type="base64Binary"/>
8 <any namespace="##other" Excluded - - -
processContents="lax"/>
</choice>
</sequence>
[1] |Notethat OSCI delimitsthe number of possible entriesto 1.
[2] [Notethat OSCI does not allow this element.
[3] [Thisisthe placeto store the certificate chain in the same way as described in Common PKI Part 3, T2.#4.
[4] [For coherence with the rest of the Common PKI specification not only CRLs need to be gored but also OCSP responses. Rather than introducing a new type we
RECOMMEND usage of XAdES (see following chapter) in case an OCSP response needs to be stored.
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2.5 Object Element

For compatibility reasons the above definitions are strictly delimited to profiling [XML_DSIG]. Still there are a number of data elements present in
other message formats (CMS as in Common PKI part 3) like e.g. signed and unsigned attributes which are not part of [XML_DSIG]. In order to
provide this information also in the XML signature world [ XAdES] has been defined as an enriching profile to [XML_DSIG]. Rather than to start
new definition work in this area Common PKI references [XAdES]. Common PKI conforming applications SHOULD make use of [XAdES] as an
optional extension of [XML_DSIG].

[XAdES] introduces additional structures within the Object element in much the same way as they are handled in CMS [RFC3852]. It also supports
additional variants for long-term archival of signatures etc. Since all these elements are handled within the present Object element in a coherent and
well defined way they do not interfere with any of the above definitions.

Note: Usually an optional element on the signature generation side has to be mandatory on the processing side since there is no way of knowing
what kind of a signature will have to be processed. The intention here is a little weaker than this: If for an application additional data are important
we want to impose the usage of [XAdES] for this purpose rather than usage of proprietary or other definitions. But an application not making use of
[XAdES] at al can still claim conformance with this profile. The result will be two different types of Common PKI signatures: with and without
[XAdES]. We think that thisis avalid approach at the time being but we would like to invite for comments on this issue.

As a processing rule Common PKI conforming clients that support XAdES MUST be able to process signatures without any of the XAdES
elements present. Also Common PKI conforming clients SHOULD include the signing certificate data into the Keylnfo element. This enables non
XAdES clients to process “raw” XML signatures without being able to process the special XAdES elements. But we would not usually encourage
clients to do so because it can be asumed that the additional XAdES signature attributes are of importance and there is no way of correct
interpretation without understanding the format.
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3 XML Encryption format

3.1 EncryptedKey Element

Table9:

EncryptedKeyType

XML_ENCDEFINITION

RESTRICTION

SUPPORT

REFERENCES

GEN

PrROC

XML ENC

NOTES

EncryptedKeyType

No change

<extension base="xenc:EncryptedType'>
<seguence>

No change

351

<complexType name="EncryptedType'
abstract="true'>
<seguence>

No change

<element name="EncryptionMethod'
type='xenc:EncryptionMethodType'
minOccurs='0"/>

minOccurs="1"

++

++

<element ref="ds:Keylnfo' minOccurs='0"/>

minOccurs="1"

++

++

<element ref="xenc:CipherData/>

minOccurs="1"

++

++

<element ref="xenc:EncryptionProperties
minOccurs="'0"/>
</sequence>

Excluded

<attribute name="ld' type='ID' use="optional'/>

No change

<attribute name="Type' type="anyURI'
use="optional'/>

Excluded

10

<attribute name="MimeType' type="string'
use='optional'/>

Excluded

31

(1]

(1]

(1]

(1]

(1]

(1]

(1]
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11 <attribute name="Encoding' type="string' Excluded - - [1]
use="optional'/>

12 <element ref="xenc:ReferenceList' Excluded - - [1]
minOccurs='0/>

13 <element name="CarriedK eyName' Excluded - - [1]
type='string’ minOccurs="0"/> 351

</sequence>

14 <attribute name="Recipient’ type='string' Excluded - - [1]

use="optional'/>
</extension>
[1] [Common PKI Profile: In order to create strict interoperability rules encrypted keys plus their reference data MUST be stored in #4 - #6. All other ways MUST NOT be
used.
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3.2 EncryptedDataType

Table 10: EncryptedData Type

XML_ENC DEFINITION

RESTRICTION

SUPPORT

REFERENCES

GEN

PROC

XML ENC

NOTES

EncryptedDataType

No change

<extension base="xenc:EncryptedType'>

No change

<complexType name="EncryptedType'
abstract="true'>

<seguence>

No change

<element name="EncryptionM ethod'
type="xenc:EncryptionMethodType'
minOccurs="0"/>

No change

<element ref="ds:KeyInfo' minOccurs="0'/>

No change

<element ref="xenc:CipherData/>

minOccurs="1"

++

++

<element ref="xenc:EncryptionProperties
minOccurs="0'/>
</sequence>

Excluded

<attribute name="ld' type="ID' use="optional’/>

No change

<attribute name="Type' type="anyURI"'
use="optional'/>

Excluded

10

<attribute name='"MimeType' type='string'
use='optional'/>

No change

1

<attribute name="Encoding' type="string'
use="optional'/>

Excluded

34

(1]

(1]

(1]

(1]

(1]

(1]

(1]

(1]
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[1] [Common PKI Profile: In order to create strict interoperability rules encrypted keys plus their reference data MUST be stored in #3 - #5. All other ways MUST NOT be
used.
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3.3 EncryptionMethodType

Table 11: EncryptionMethod Type

# XML_ ENC DEFINITION RESTRICTION SUPPORT REFERENCES NOTES
GEN |PROC [XML ENC
1 EncryptionMethodType No change 3.2
<sequence>
2 <element name='KeySize' minOccurs='0' No change
type='xenc:KeySizeType'/>
3 <any namespace="##other' minOccurs='0' |Excluded 1
maxOccurs="unbounded'/>
</sequence>
4 <attribute name="Algorithm' type="anyURI' No change
use="required'/>

5 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc" />

6 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xmlenctaesl28-cbc" />

7 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xmlenctaes192-cbc" />

8 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xmlenctaes256-cbc" />

9 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xmlenc#rsal 5" />

10 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xml enc#rsa-oaep-mgf 1p"
/>
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11 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xmlenc#kw-tripledes" />

12 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xmlenc#kw-aes128" />

13 <xsd:enumeration [1]
value="http://www.w3.0rg/2001/04/xmlenc#kw-aes192" />

14 <xsd:enumeration [1]

value="http://www.w3.0rg/2001/04/xmlenc#tkw-aes256" />
[1] [Common PKI1 Profile: Encryption methods are delimited to the enumerated list provided in #5 - #9. Other methods MUST NOT be used.
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4 Algorithm Support

4.1 Cryptographic Algorithms

Cryptographic algorithms required and/or recommended by this part of the Common PKI specification are listed in Part 6 “Cryptographic
Algorithms’ of the Common PKI Specification.
Most of the algorithms required for XML are referenced in [XML_DSIG] and [XML_ENC].

4.2 Canonicalization

Table 12: Canonicalization Algorithms

ALGORITHMS REFERENCES COMMON PKI SUPPORT NOTES

# | NAME SEMANTICS GEN |PROC [VALUES

1.1 | Canonical XML Canonicalization algorithm | [ XML_DSIG] - ++ http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315 [2]

[XML_C14N]

1.2 | Canonical XML with Canonicalization algorithm | [XML_DSIG] - + http://www.w3.0rg/TR/2001/REC-xml -c14n- [2]
Comments [XML_C14N] 20010315#WithComments

1.3 | Exclusive XML Canonicalization algorithm | [XML_ENC] ++ ++ http://lwww.w3.0rg/2001/10/xml -exc -c14n# [1]
Canonicalization [XML_EXCAN]

1.4 | Exclusive XML Canonicalization algorithm |[XML_ENC] +- + http://www.w3.0rg/2001/10/xml -exc -c14n#WithComments [1]
Canonicalization with [XML_EXCAN]
Comments

1.5 | Canonical XML Version | Canonicalization algorithm | [XML_DSIG] + ++ http://lwww.w3.0rg/2006/12/xml -c14n11 [2]
11 [XML_C14N11]

1.6 | Canonical XML Version | Canonicalization algorithm | [XML_DSIG] +- + http://www.w3.0rg/2006/12/xml -c14n11#WithComments [2]
1.1 with Comments [XML_C14N11]

[1] Not specified in [XML_DSIG]

[2] [XML_DSIG] REQUIRES implementation of both Canonical XML 1.0 [XML_C14N] and Canonical XML 1.1 [XML_C14N11], but RECOMMENDS that applications
that generate signatures choose Canonical XML 1.1 [XML_C14N11] when inclusive canonicalization is desired.
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4.3 Transforms

Transforms are processing steps that convert the input after dereferencing the URI into another representation that is to be signed/verified. As
Transforms are a very powerful tools to transform content, it is important to operate only on the transformed content after a signature validation,
because only the transformed content is secured by the signature. See [XML_DSIG, Chapter 8.1].

Table 13: Transform Algorithms

ALGORITHMS REFERENCES COMMON PKI SUPPORT NOTES
# |NAME SEMANTICS GEN |[PROC |VALUES
1.1 | Canonical XML Canonicalization algorithm [[XML_DSIG] - ++ http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315 [2]
[XML_C14N]
1.2 | Baset4 Base 64 Decoding [XML_DSIG] ++ ++ http://www.w3.0rg/2000/09/xml dsi g#base64
[MIME]
1.3 | XPath XML Path Language [XML_DSIG] + + http://www.w3.0rg/TR/1999/REC-xpath-19991116
[XPATH]
1.4 | XPath Filter 2.0 XML Signature XPath [XPATH_FILT] +- +- http://www.w3.0rg/2002/06/xmldsig-filter2

Filter 2.0

1.5 | Enveloped Signature [XML_DSIG] ++ ++ http://www.w3.0rg/2000/09/xml dsi g#envel oped-signature
Transform

1.6 | XSLT XSL Transform [XML_DSIG] + + http://www.w3.0rg/ TR/1999/REC-xdt-19991116 [1]

[XSLT]

1.7 | Exclusive XML Canonicalization algorithm [ [XML_EXCAN] ++ ++ http://www.w3.0rg/2001/10/xml -exc -c14n#
Canonicalization

1.8 | Canonical XML Canonicalization algorithm [[XML_DSIG] + ++ http://www.w3.0rg/2006/12/xml-c14n11 [2]
Version1.1

[XML_C14N11]

(1]

Notethat when XSLT isused it is particularly important to rely only on those portions of an XML document that are actually secured by the signature.

(2

[XML_DSG] REQUIRES implementation of both Canonical XML 1.0 [XML_C14N] and Canonical XML 1.1 [XML_C14N11], but RECOMMENDS that applications

that generate signatures choose Canonical XML 1.1 [XML_C14N11] when inclusive canonicalization is desired.
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4.4 Decoding

Table 14: Decoding Algorithms

ALGORITHMS REFERENCES COMMON PKI SUPPORT NOTES
# | NAME SEMANTICS GEN [ PROC |VALUES
1.1 | Baset4 Decoding algorithm [XML_DSIG] ++ ++ http://www.w3.0rg/2000/09/xml dsi g#base64

[MIME]
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5 XML Schema Redefines

5.1 XML_DSIG Redefine

<?xml version="1.0" encoding="utf-8"?>
<xsd:schema targetNamespace="http://www.w3.0rg/2000/09/xml dsi g#"
xmins:xsd="http://www.w3.0rg/2001/X ML Schema
xmins.ds="http://www.w3.0rg/2000/09/xml dsi g#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"' elementFormDefault="qualified">
<xsd:import namespace="http://www.w3.0rg/2001/04/xmlenc#"
schemal ocation="oscienc.xsd" />
<xsd:annotation>
<xsd:documentation xml:lang="de">
Common PKI — Restrictions for XML DSIG
Based on OSCI 1.2
</xsd:documentation>
</xsd:annotation>
<I-- ## redefinitions ### -->
<xsd:redefine schemal ocation="http://www.w3.0rg/TR/2008/ CR-xmldsig-core-20080610/xml dsig-core-schema.xsd" >
<xsd:complexType name="KeylnfoType">
<xsd:complexContent>
<xsd:restriction base="ds:KeyInfoType">
<xsd:choice>
<xsd:element ref="xenc:EncryptedKey" />
<xsd:element ref="ds:Retrieval M ethod" />
<xsd:element ref="ds:X509Data" />
</xsd:choice>
<xsd:attribute name="1d" type="xsd:|D" use="optional" />
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="SignatureType">
<xsd:complexContent>
<xsd:restriction base="ds: SignatureType">
<xsd:sequence>
<xsd:element ref="ds:SignedInfo" />
<xsd:element ref="ds:SignatureVaue" />
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<xsd:element ref="ds.KeylInfo" />
<xsd:element ref="ds:Object"
minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="RetrievalM ethodType">
<xsd:complexContent>
<xsd:restriction base="ds:RetrievalM ethodType">
<xsd:attribute name="URI" type="xsd:anyURI" use="required" />
<xsd:attribute name="Type">
<xsd:simpleType>
<xsd:restriction base="xsd:anyURI">

<xsd:enumeration val ue="http://www.w3.0rg/2000/09/xml dsig#X 509Data" />

</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="X509DataType">
<xsd:complexContent>
<xsd:restriction base="ds:X509DataType">
<xsd:sequence maxOccurs="1">
<xsd:choice>
<xsd:element name="X509I ssuerSerial" type="ds: X 509IssuerSeria Type"/>
<xsd:element name="X509Certificate" type="xsd:base64Binary" />
<xsd:element name="X509CRL" type="xsd:base64Binary" />
</xsd:choice>
</xsd:sequence>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="CanonicalizationM ethodType">
<xsd:complexContent>
<xsd:restriction base="ds:CanonicalizationMethodType">
<xsd:attribute name="Algorithm" use="required">
<xsd:simpleType>
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<xsd:restriction base="xsd:anyURI">
<xsd:enumeration
value="http://www.w3.0rg/TR/2001/REC-xml -c14n-20010315" />

<xsd:enumeration

value="http://www.w3.0rg/TR/2001/REC-xml -c14n-20010315#WithComments" />

<xsd:enumeration

value="http://www.w3.0rg/2001/10/xml -exc -c14n#" />
<xsd:enumeration

value=" http://www.w3.0rg/2001/10/xml -exc -c14n#WithComments" />
<xsd:enumeration

value=" http://www.w3.0rg/2006/12/xml -c14n11" />
<xsd:enumeration

value=" http://www.w3.0rg/2006/12/xml -c14n11#WithComments" />
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="TransformType" mixed="true">
<xsd:complexContent>
<xsd:restriction base="ds. TransformType">
<xsd:attribute name="Algorithm" use="required" >
<xsd:simpleType>
<xsd:restriction base="xsd:anyURI">

<xsd:enumeration
value="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />

<xsd:enumeration
value="http://www.w3.0rg/2000/09/xml dsi g#tbase64" />

<xsd:enumeration
value="http://www.w3.0rg/TR/1999/REC-xpath-19991116" />

<xsd:enumeration

XML Schema Redefines

Common PKI Part 8 — Page 30 of 36



Common PKI Part 8: XML based Message Formats

Version2.0

value="http://www.w3.0rg/2002/06/xmldsig-filter2" />
<xsd:enumeration
value="http://www.w3.0rg/2000/09/xml dsi g#envel oped-signature” />
<xsd:enumeration
value="http://www.w3.0rg/TR/1999/REC-xdt-19991116" />
<xsd:enumeration
value="http://www.w3.0rg/2001/10/xml -exc -c14n#" />
<xsd:enumeration
value="http://www.w3.0rg/2006/12/xml -c14n11" />
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="DigestM ethodType">
<xsd:complexContent>
<xsd:restriction base="ds.DigestM ethodType">
<xsd:attribute name="Algorithm" use="required">
<xsd:simpleType>
<xsd:restriction base="xsd:anyURI">
<xsd:enumeration
value="http://www.w3.0rg/2000/09/xmldsig#shal" />
<xsd:enumeration
value=" http://www.w3.0rg/2001/04/xmlenc#sha256" />
<xsd:enumeration
value=" http://www.w3.0rg/2001/04/xmlenc#shab12" />
<xsd:enumeration
value=" http://www.w3.0rg/2001/04/xmlenc#ripemd160" />
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="SignatureM ethodType">
<xsd:complexContent>
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<xsd:restriction base="ds: SignatureM ethodType">
<xsd:attribute name="Algorithm" use="required">
<xsd:simpleType>
<xsd:restriction base="xsd:anyURI">

<xsd:enumeration
value="http://www.w3.0rg/2000/09/xmldsig#rsashal" />

<xsd:enumeration
value=" http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />

<xsd:enumeration
value=" http://www.w3.0rg/2001/04/xmldsig-morefrsashas12" />

<xsd:enumeration
value=" http://www.w3.0rg/2001/04/xmldsig-more/rsaripemd160" />

<xsd:enumeration
value="http://www.w3.0rg/2000/09/xml dsi g#dsa-shal" />

</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
</xsd:redefine>
</xsd:schema>
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5.2 XML_ENC Redefine

<?xml version="1.0" encoding="utf-8"?>
<xsd:schema targetNamespace="http://www.w3.0rg/2001/04/xmlenc#"

xmins:xsd="http://www.w3.0rg/2001/XML Schema"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#" elementFormDefault="qualified">
<xsd:annotation>
<xsd:documentation xml:lang="de">
Common PKI — Restrictions for XML Encryption
Based on OSCI 1.2
</xsd:documentation>
</xsd:annotation>
<l-- #### redefinitions #### -->
<xsd:redefine schemal ocation="http://www.w3.org/ TR/xmlenc-core/xenc-schema.xsd" >
<xsd:complexType name="EncryptionM ethodType">
<xsd:complexContent>
<xsd:restriction base="xenc:EncryptionM ethodType">
<xsd:sequence>

<xsd:element name="KeySize" minOccurs="0" type="xenc:KeySizeType" />
<xsd:element name="OAEPparams minOccurs="0" type="base64Binary'/>

</xsd:sequence>
<xsd:attribute name="Algorithm" use="required">
<xsd:simpleType>
<xsd:restriction base="xsd:anyURI">
<xsd:enumeration

value="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc" />

<xsd:enumeration

value="http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc" />

<xsd:enumeration

value="http://www.w3.0rg/2001/04/xmlenctaes192-cbc" />

<xsd:enumeration

value="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc" />

<xsd:enumeration

value="http://www.w3.0rg/2001/04/xmlenc#rsal 5" />

<xsd:enumeration

value="http://www.w3.0rg/2001/04/xml enc#rsa-oaep-mgf1p" />
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<xsd:enumeration

value="http://www.w3.0rg/2001/04/xmlenc#kw-tripledes" />
<xsd:enumeration

value="http://www.w3.0rg/2001/04/xml enc#tkw-aes128" />
<xsd:enumeration

value="http://www.w3.0rg/2001/04/xml enc#tkw-aes192" />
<xsd:enumeration

value="http://www.w3.0rg/2001/04/xml enc#tkw-aes256" />

</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="EncryptedDataType">
<xsd:complexContent>
<xsd:restriction base="xenc:EncryptedDataType">
<xsd:sequence>
<xsd:element name="EncryptionM ethod"
type="xenc:EncryptionMethodType" minOccurs="0" />
<xsd:element ref="ds:Keylnfo" minOccurs="0" />
<xsd:element ref="xenc:CipherData" minOccurs="1" />
</xsd:sequence>
<xsd:attribute name="MimeType" type="xsd:string" use="optional" />
<xsd:attribute name="ld' type="ID' use="optional’/>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="EncryptedKeyType">
<xsd:complexContent>
<xsd:restriction base="xenc:EncryptedK ey Type">
<xsd:sequence>
<xsd:element name="EncryptionM ethod"
type="xenc:Encry ptionMethodType" minOccurs="1" />
<xsd:element ref="ds:Keylnfo" minOccurs="1" />
<xsd:element ref="xenc:CipherData" minOccurs="1" />
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</xsd:sequence>
<xsd:attribute name="ld' type="ID' use="optional'/>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
</xsd:redefine>
</xsd:schema>
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1 Preface

The German Sgnature Act (SigG) and the Ordinance on Digital Sgnatures (SigV) raise a
couple of special requirements on technical comporents as well as on the certificate policy of
certification service providers (CSPs). This profile addresses these technical requirements.
These requirement s affect certificate contents, CSP service protocols as well as the validity
model, implied by the SigG. Besides providing means to fulfil technical requirements,
induced by the SigG, this profile specifies new certificate contents, in form of private
extensions and attributes, required in common business cases that rely on the lega
instruments of the SigG.

This profile is intended for system and application developers who intend to design
components that:

fulfil the requirements induced by the SigG and the SigV on technical means;

should either be employed in the technical arsena of CSPs that provide qualified
services in the context of SigG and either aspire an accreditation in the sense of the
SigG, or intend to operate without an accreditation;

or in end-entity components in SigG-related applications that rely on the qualified
services of either accredited or nonaccredited CSPs.

interoperate with PKIs and components designed to comply with the other Common
PKI Parts.

The association T7 eV. of accredited CSP commits itself to this profile, i.e. services and
technical components provided by accredited CSP MUST comply with this profile. Non
accredited CSP and third-party software manufactures MAY choose to comply with this
profile.

The SigG Profile in this Part of Common PKI is defined in form of a delta-specification with
regard to the general Common PKI profile as laid down in Part 1 to 8. That latter general
Common PKI1 profile is hereinafter referenced as “Core” profile. For reference purposes,
different requirements in the Core profile of Part 1 to 8 are marked by the prefix CORE below.

1.1 Interoperability Aspects

The German Signature Act (Signaturgesetz, [SigG]) defines the general framework for so-
called qualified electronic signatures that can be used in legal actions. The SigG has been first
passed in 1997 and has been modified in 2001 to comply with the Directive on Electronic
Sgnatures of the European Community [ECDir]. The signature law and the ordinance on its
technical realization (Signaturverordnung, [SigV01]) put very strong security requirements on
the entire public key infrastructure providing means for “qualified eectronic signatures’, i.e.
on signature devices, signature software as well as CA services. The GISA — German IT
Security Agency (Bundesamt fir Sicherheit in der Informationstechnik, BSI) has issued a
“Signature Interoperability Specification” (Sigl), promoting uniform signature and certificate
formats for SigG-related applications. Companies providing qualified CA services have
founded the association “T7” and have issued the standard “Industrial Signature
Interoperability Standard” (1S1S), which is an enhancement of a subset of Sigl.

The EU-Directive and the German Signature Act classifies electronic signatures as follows:

1. “electronic signature” means data in electronic form which are attached to or logically
associated with other electronic data and which serve as a method of authentication;

Preface Common PK1 Part 9 — Page 5 of 30



Common PKI Part 9: SigG-Profile Version2.0

2. “advanced electronic signature” means an electronic signature which meets the
following requirements:

(@ itisuniquely linked to the signatory;
(b) it is capable of identifying the signatory;
(c) itis created using means that the signatory can maintain under his sole control; and

(d) it islinked to the data to which it relates in such a manner that any subsequent change
of the data is detectable;

3. “qualified electronic signature” means an advanced electronic signatures which:
(@) isbased on a“qualified certificate” that was valid at the time of signature-creation;
(b) was generated by a “secure-signature-creation device’;

Based on MailTrusT (a specification of TeleTrusT for PKI-based secure email), Sigl and
ISIS, this Common PKI specification ams to provide a common specification for client
gpplications that integrate secure email or other functions and qualified (i.e. SigG
conforming) signature functions. Interoperability among client components as well as CA-
services should be provided regardless of the aspired level of security or trust. This
characteristic is adso referred to as vertical interoperability.

More in detail this means:
components offering the same security level MUST be unconditionally interoperable;

components offering a different security level must be interoperable as far as possible:
qualified components MUST conform to any lower security levels. For example, certified
client software (implementing a secure “signature-application component” in the sense of
SigG) MUST be able to verify signatures generated by any other Common PKI-compliant
components, where the user must be given a note about the actual assumable level of trust.
Non-certified components are STRONGLY RECOMMENDED to support data structures
(e.g. quaified certificates) and CA services as described in this document. Accordingly,
non-certified client software should be able to verify qualified signatures, where of course,
the verification can be trusted only to the same extent as the client environment can be
trusted.

Interoperability with common Internet components and data formats based on PKIX
standards is enforced.

Components that are certified or declared as conforming to the German Signature Law
and related data formats (the subject of this SigG-Profile) are specified in a manner to
meet the requirements of the SigG and of the SigV and to fully comply with the standards
of ETSI (European Communications Standards | nstitute).

In order to achieve the above interoperability and conformity goals, a special “sub”-profile of
Common PKI for components and services related to qualified signatures will be defined in
this document.

1.2 Requirements on technical components

The SigG and the SigV induces a couple of specia requirement on technical components
(especidly certificates and directory services) used SigG-conforming services or SigG-related
applications. Among many others, the following requirements apply:
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(1) the validity time (as indicated by the corresponding X.509 data object) of qualified
certificates is limited to 5 years (SigV 8§14 (3))

(2) long term verifiability: it must be possible to verify a signature after expiry and even after
revocation of relevant certificates. This period is set at a minimum of 5 years for non
accredited CAs and at a minimum of 30 years for accredited CAs (SigV &4 (1) and (2))

(3) aflat, 3-layer certification hierarchy for accredited CAs. a governmental agency at the top
level (responsible for policies, accreditation and subsequent supervision), certification
service providers at the middle level (providing CA services for end entities, but not
permitted to issue certificates for other CAs) and end entities at the bottom.

(4) SigG 819 (5): The user certificates issued by a conforming CA remain vaid even if the
accreditation of the issuing CA gets revoked. In this case all certificates of the CA must be
revoked.

(5) SigG 88 (1): A back-dated revocation of certificates is forbidden.

(6) SigG 85 (1) distinguishes between confirming the status of certificates from keeping them
accessible for downloading. While a conforming CA is obliged to provide status
information about al certificates, its directory service may only publish a qualified
certificate with the approva of its owner.
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2 Certificate and CRL Formats

The specia requirements on certificate and CRL contents are collected in the following tables. Profiling information on specific data
components are linked via references to corresponding definitions in Part 1. Note that certificate and CRL formats conforming this SigG-Profile
are fully compliant with the more general Common PK| Core profile, laid down in Part 1.

2.1 Public Key Certificate Format

Table 1l : Special requirements on SigG-conforming qualified PKCs

# |DATA FIELD SEMANTICSAND SIGG PROFILING INFORMATION CRITI- |SUPPORT REFE- |NO
(CONSTRAINT OR ENHANCEMENT WITH RESPECT TO CORE) CAL GEN |PROC [RENCE [TES

0 [validity According to the ordinance on signatures [SigV01], §14, the interval defined by the ++ ++ P1.T2.#6
validity time datafield of qualified certificates MUST NOT exceed 5 years.

STANDARD EXTENSIONS

1 |KeyUsage The following restriction applies in end-entity qualified signature certificates: the|*+ ++ ++ P1.T12
contentCommitment bit and only this bit MUST be set if these certificates are used to g‘;’;g g@gg %R:)c
validate commitment to signed content, such as electronic signatures on agreementg ) +4) '
and/or transactions. These certificates MUST NOT be used for other purposes, like
authentication or encry ption.

2 |CertificatePolicies Legacy systems use the CertificatePolicies extension to mark qualified certificates and to|- +- ++ P1T14 |[1]
recognize this fact in components. g;ggﬂ

Certificate and CRL Formats
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3 i d- cormonpki - cp- accredi t ed

The id-commonpki-cp-accredited OID indicates that the certificate is a qualified
certificate according to [EUDIR], which additionally conforms the special requirements
of the SigGand has been issued by an accredited CA. This latter means that the security
of al relevant components (CA, DIR, smartcards etc.) has been proven by an
independent accredited laboratory and provides an appropriately high level of trust
according to ITSEC. The voluntary accreditation process for CAsis described in 815 and
8§16 of the novel signature act [SigG] from 2001.

Since many of the currently used QCs do not include a QCStatement, SigG-conforming
components MUST be able to evaluate both the id-commonpki-cp-accredited policy OID
and QCSatements. New qualified certificates MUST be issued with a proper
QCSatement (see #6) and MAY include the id-commonpki-cp-accredited policy OID to
indicate voluntary accreditation of theissuing CA.

Non-accredited CAs issuing SigG-conforming certificates MUST NOT use this OID, but
SHOULD mark the certificate by including a proper policy OID in QCStatements.
ATTENTION! Currently used qualified certificates have been issued including merely
the id-commonpki-cp-accredited policy OID (i.e. no QCStatement present). As voluntary
accreditation of the CA impliesthat all issued certificates are qualified ones, components|
MUST be able to recognize this fact in the absence of a QCStatement.

+-

++

P1.T14

4 SubjectDirectoryAttri butes

Qualified PKCs MAY include legal identification data of the subject in the
subjectDirectoryAttributes extension. The same kind of information MAY be included in
attribute certificates as separate attribute (i.e. in the ‘attributes’ field instead of an
extension) but using the same SubjectDirector yAttributes syntax.
The attributes that can be inserted by compliant CAs MUST be selected from the
following list:
Standard attributes: commonName, surname, givenName, title, postal Address
(with the address of permanent residence)
RFC3739 attributes: dateOfBirth, placeOfBirth, gender, countryOfCitizenship,
countryOfResidence,
Common PKI attribute: nameAtBirth
SigG-conforming components MUST be prepared to process dl these DName attribute
types. Clients SHOULD be able to process all these attribute types that may occur in the
subject field.
According to the German law, the following items are required for a legally valid
identification record: surname, givenName, title, dateOfBirth, placeOfBirth,
nameAtBirth, countryOfCitizenship, postalAddress. No attributes have yet been
introduced for further data items of a German ID card, like ID card number, height,
colour of eyes, issuing institution, issuing date.

]
i
=+
i

(CORE+)
PO++

P1T17

Certificate and CRL Formats
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RFC3739 (QC)
PRIVATE EXTENSIONS

QCSt at enment s

QCxatements (Qualified Certificate Statements) extension MUST be recognized and
evaluated by SigGconforming components.

(RFC
3739 +-)

(CORE+-)
PO++

(CORE+)
PO++

P1.T25

(1

i d- etsi-qcs-QConpliance

In accordance with [ETSI-QC], qualified certificates to be used in the context of the
signature act (SigG) MUST include a QCStatement (Qualified Certificate Statement)
extension with this OID. This applies to end entity as well as to CA certificates. The
meaning of this OID is that the certificate policy is compliant with the policy described
in[ETSI-POL].

This QC statement was RECOMMENDED to be included in SigGconforming
certificates issued until June 30, 2005 and it MUST be present in certificates issued later.

(CORE+)
PO++

(CORE+)
PO++

P1.T25

i d- et si-qcs-QSSCD

In accordance with [ETSI-QC], qualified certificates to be used in the context of the
signature act (SigG) MAY include a QCSatement (Qualified Certificate Statement)
extension with this OID. This appliesto end entity aswell asto CA certificates.

The meaning of this OID is to indicate that the CA warrants that the private key

associated with the public key in the certificate is stored in an SSCD according to Annex
Il of [ECDIR].

(CORE+)
P9++

P1.T25

i d-etsi-qcs-QLi mtVal ue

The QcLimitValue statement SHOULD be used in new certificates in place of the]
extension/attribute MonetaryLimit. Nevertheless, MonetaryLimit was allowed until
December 31, 2003. After this date, MonetaryLimit MUST NOT be used any longer. For
the sake of backward compatibility with certificates already in use, components MUST
support MonetaryLimit (as well asQcEuLimitValue).

If both QcEuLimitValue and MonetaryLimit occur in the same certificate, they MUST
assert the same value and currency. A certificate SHOULD use only one form.

+-

(CORE+)
PO++

P1.T25

i d-etsi-qcs-
cRet enti onPeri od

The QcRetentionPeriod statement indicates CAs or arelevant name registration authority
retains externa information (i.e. registration documents) about the owner of qualified
certificates. This information allows identifying the physical person in case of dispute.
SigG-compliant client MUST support this statement.

(CORE+)
P9++

P1.T25

RFC2560 (OCSP)
PRIVATE EXTENSIONS

OCSPNocheck

OCSP clients need to know how to check that an authorized OCSP responder’s|
certificate has not been revoked. A CA MAY specify that an OCSP client can trust a
responder for the lifetime of the responder’'s certificate, i.e. the client need no CRL
information. The CA does so by including the extension OCSPNocheck .
SigGcompliant CAs MUST provide status information on the responder’s certificate.
Hence, this extension MUST NOT beincluded in qualified certificates.

(CORE™)
PO--

P1.T26

Certificate and CRL Formats
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COMMON PKI| SIGG-PROFILE [2]
PRIVATE EXTENSIONS

8
¥

10 |LiabilityLimtationFlag Indicates that an attribute certificate exists, which restricts the application of this public
key certificate. Whenever verifying a signature with the help of this certificate, the
content of the corresponding attribute certificate should be concerned.

This extension MUST be included in a PKC, if a corresponding attribute certificate
(having the PKC as base certificate) contains some attribute that restricts the usability of
the PKC too. Attribute certificates with restricting content MUST always be included in
the signed document.

Po++ [PO.T2  |[1]

8
F

11 [DateC Cert Gen The CA MAY include the DateOfCertGen extension, if the certificate is issued right PO++ |PO.T3
before its validity period, i.e. the signing time T; lies before validity.notBefore. Otherwise
the extension SHOULD NOT be included. This information plays a role, if arelying
component decides to validate the certificate according to the SigGspecific validity
model, described in Section 6.

Note that in the context of the SigG Profile, a certificate MUST be considered valid,
despite of alater revocation of the issuing CA's certificate, if the issuing CA's certificate
wasvalid at theissued certificate's DateOf CertGen time.

Note also that any signature made before the NotBefore time of the corresponding
signature certificate is rot valid and does not ever become valid, regardiess of a
DateOfCertGen time included in the signature certificate.

12 [Procuration This attribute may also be used as an extension. As an extension it is single-valued. - PO+- PO9++ [P1.T29a
At the current legal situation, only natural persons and no legal persons (organizations)
may be substituted.

13 [Adm ssion This attribute may also be used as an extension. - PO+-  |P9++ |PLT29 |[[3]

14 |Monetarylim t The QcEuMonetaryLimit QC statement M UST be used in new certificatesin place of the|- P9-- P9++ [PLT29c |[[1]
extension/attribute MonetaryLimit since January 1, 2004. For the sake of backward
compatibility with certificates aready in use, SigG conforming components MUST
support MonetaryLimit (as well as QcEuLimitValue).

15 |[DeclarationGMajority This attribute may also be used as an extension. -- P9+-  |P9++ |PLT29d

16 |[Restriction This attribute may also be used as an extension. - PO+-  |P9++ |PLT2% |[[1]

16a |Addi tional I nformation This attribute may also be used as an extension. - PO+ |P9++ |PLT29f |[1]

17 |l CCSN Smartcard serial number, to bind a public key to a smart card that stores the|-- PO+- P9+ [PO.T9
corresponding private key.

DNAME ATTRIBUTES

18 |[nameDi stingui sher Legacy systems, software and certificates use this DName attribute in conjunction with PO++
the OID id-commonpki-at-nameDistinguiser to distinguish DNames if different entities,
if their DNames are otherwise identical. [RFC3739] and Common PKI recommends

using the attribute serial Number for this purpose. For backward compatibility, S
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[1]

Notes on criticality:
For the sake of vertical interoperability, these extensions SHOULD NOT be marked critical, in spite of the fact that their contents restrict the usability of the certificate
in someway. Asthese information are extremely relevant in verifying the legal validity of the signature, SigGconforming components MUST evaluate them.

(2]

All SigGspecific extensions, except ICCSN, MUST be processed by SigGconforming components.

Certificate and CRL Formats
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(3]

Profession OIDs SHOULD always be defined under the OID branch of the responsible naming authority.

At the time of thiswriting, the work group “Recht, Wirtschaft, Steuern” (“Law, Economy, Taxes”) isregistered as the first naming authority under the OID
i d-commonpki-at-namingAuthorities and defined the following profession OIDs:

i d- commonpki - at - nam ngAut horiti es-Recht Wrtschaft Steuern {id-conmonpki -at-nam ngAut horities 1}

Rechtsanwadltin
Rechtsanwalt
Rechtsbeistand
Steuerberaterin
Steuerberater

Steuerbevollméchtigte
Steuerbevollméchtigter

Notarin

Notar
Notarvertreterin
Notarvertreter

Notariatsverwalterin
Notariatsverwalter
Wirtschaftspriiferin
Wirtschaftsprufer
Vereidigte Buchpruferin
Vereidigter Buchprifer

Patentanwaltin
Patentanwalt

{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- conmonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- conmonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam
{i d- commonpki - at - nam

See http://www.teletrust.de/fileadmin/files/oid/oid _Antrag.pdf for

naming authorities.
However a naming authority is NOT REQUIRED to register under the OID id-commonpki-at-namingAuthorities in order to define profession OIDs.
At the time of thiswriting, profession OIDs for the German health care system are defined in the OID sub tree under (1 2 276 0 76 4), see

http://www.dimdi.de/dynamic/de/ehealth/oid/verzeichnis.html .

ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti
ngAut hori ti

an application form and http://www.teletrust.de/index.php?id=524for an overview of registered

es- Recht Wrtschaft Steuern
es- Recht Wrtschaft Steuern
es- Recht WrtschaftSteuern
es- Recht WrtschaftSteuern
es-Recht WrtschaftSteuern
es- Recht Wrtschaft Steuern
es- Recht Wrtschaft Steuern
es- Recht Wrtschaft Steuern
es- Recht WrtschaftSteuern
es-Recht WrtschaftSteuern
es- Recht Wrtschaft Steuern
es- Recht Wrtschaft Steuern
es- Recht Wrtschaft Steuern
es- Recht Wrtschaft Steuern
es-Recht Wrtschaft Steuern
es-Recht Wrtschaft Steuern
es- Recht WrtschaftSteuern
es- Recht Wrtschaft Steuern
es- Recht Wrtschaft Steuern

1}
2}
3}
4}
5}
6}
7}
8}
9}
10}
11}
12}
13}
14}
15}
16}
17}
18}
19}

Note that e.g. the profession OIDs Rechtsanwaltin and Rechtsanwalt MUST be considered as equal. The same applies to the other OIDs.

Certificate and CRL Formats
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Table 2: LiabilityLimitationFlag
# |ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PROC [RFC Co.PKI| |TES
1  [id-comonpki-at-LiabilityLimtationFlag CBJECT | DENTIFIER OID for extension LiabilityLimitationFlag n.a Po.T12
I ;1= {02 262 1 10 12 0}
2 LiabilityLimtationFlagSyntax ::= BOOLEAN The extension SHOULD only be present, if it|P9+- |P9++ [n.a
has value true.
Table 3: DateOfCertGen
# |ASN.1DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN |PrROC [RFC Co.PKIl |TES
1 i d- conmonpki - at - dat eOf Cert Gen OBJECT | DENTIFIER :: = OID for extension DateOfCertGen n.a PO.T12
{i d- commonpki - at 1}
2 Dat eCf Cert GenSyntax ::= General i zedTi ne Date of the generation of the certificate. P9+  [P9++ |na
The format YYYYMMDDhhmmssZ MUST
be used.

Table 4: Obsoleted by Part 1 Table 29a
Table5: Obsoleted by Part 1 Table 29b
Table 6: Obsoleted by Part 1 Table 29¢c
Table 7: Obsoleted by Part 1 Table 29d
Table 8: Obsoleted by Part 1 Table 29e

Certificate and CRL Formats
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Table9: ICCSN
# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES No
GEN PROC |RFC Co.PKI |TES
1 i d- commonpki - at- i CSSN OBJECT | DENTI FIER :: = {id- conmonpki -at |Q|D for extension | CCSN n.a PO.T12
6}
2 I'CCSNSyntax @ := OCTET STRING (Sl ZE(8. . 20)) Serial number of the smart card containing the|+- +- n.a [1]
corresponding private key

[1] |CoMMON PKI PROFILE: Thisinformation may be particularly useful in business applications, where the workflow of issuing a smartcard starts with producing the

card, that will be bound to aperson only alater stage. In such applications, the ICCSN can serve as the main reference to the client’ s data during the entire life cycle of
the smartcard, e.g. for logging or billing particular transactions carried out by the card holder.
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2.2 Attribute Certificate Format

Table 10: Special requirements on SigG-conforming qualified attribute certificates

# |DATA FIELD SIGG PROFILING INFORMATION CRITICAL |SUPPORT REFE- [NO
(CONSTRAINT OR ENHANCEMENT WITH RESPECT TO CORE) O.MULTI- |GEN PROC |RENCE |TES
VALUED
BASIC AC FIELDS
1 [Subject SigG-conforming attribute certificates may exist only in conjunction with a key ++ ++ P1.T28.#3
certificate (the base certificate) of the subject. Hence, such certificates MUST use
the baseCertificatel D option when filling the subject field.
2 |attrCertValidityPeriod According to the ordinance on signatures [SigV01], §7, the validity of an attribute ++ ++ P1.T28.#9
certificate ends with the validity of the accompanying base certificate. Therefore
the maximum validity periodis5 years.
COMMON PKI SIGG-PROFILE CRITICAL
PRIVATE EXTENSIONS
3 |DateCfCertGCen The same applies as to the corresponding PK C extension. See T1.#11 - P9+- PO++ T1.#11,
P9.T3
COMMON PKI MULTI-
PRIVATE ATTRIBUTES VALUED
4 |Procuration The same applies as to the corresponding PKC extension. See T 1#12 Y +- (CORE +) (T1.#12,
PO++  |P1.T29a
5 |Adnission The same applies as to the corresponding PK C extension. See T 1.#13 N +- (CORE +) [T1.#13,
PO++  |P1L.T29b
6 |MonetarylLinmit The same applies as to the corresponding PK C extension. See T 1.#14 N - (CORE +) | T1#14, |[[1]
PO++  |P1.T29¢
7 |DeclarationCfMajority The same applies as to the corresponding PK C extension. See T 1.#15 N +- (CORE +) [T1.#15,
PO++  |p1.T29d
8 |Restriction The same applies as to the corresponding PK C extension. See T 1.#16 Y +- (CORE+) |T1L#11, [[1]
PO+ Ip1T20e
8a |Additional I nformation The same applies as to the corresponding PK C extension. See T 1.#16a Y +- (CORE+) |TL#11, (1]
PO+ Ip1.T20f
9 |SubjectDirectoryAttributes  |Thesame appliesasto the corresponding PKC extension. See T 1#4 N +- (CORE +-) [T1#4
PO++ P1.T17
10 |EuLimitvalue This attribute MUST be processed by conforming applications. N +- (CORE +) [P1.T25
i d-etsi-qgcs-QcLinitVal ue PO++ #13
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[1]

SIGG-PROFILE: In conjunction with seting the LiabilityLimitationFlag in the base certificate, this specification allows issuing attribute certificates that restrict the
usability of the base certificate.

2.3 CRL Format

Table 11: Special requirements on CRL s of SigG-confor ming qualified certificates

# |DATA FIELD SIGG PROFILING INFORMATION CRITI-  |SUPPORT REFE- No

(CONSTRAINT OR ENHANCEMENT WITH RESPECT TO CORE) CAL CA CLIENT |RENCE |TES
CRL ENTRY EXTENSIONS

1 [CRLReason Only the reason codes keyCompromise, cACompromise, affiliationChanged,|-- +- +- P1.T38
cessationOfOperation are allowed. Asrevoked SigG-conforming certificates cannot
be released again, the reasons certificateHold and removeFromCRL never apply.

2 |Holdinstruction As SigG-conforming certificates MUST NOT be suspended (status certificateHold) - (CORE+) |+- P1.T39
in directories, this extension MUST NOT occur in CRL entries corresponding to PO--

such certificates.
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2.4 Common PKI Object Identifiers

The following table lists all ASN.1 object identifiers introduced in the Common PKI Specification Core and in this SigG-Profile. Furthermore,
obsolete OIDs, defined in [ISIS] or earlier Common PKI versions, are listed too. These OID values are reserved and MUST NOT be used for
any other purpose. The i d- commonpki branch of the OID tree was previoudy known under the name i d-i si sntt and before that under the
namei d- si gi , the name but not the meaning has been changed in this version.

Table 12: Common PK1 Object Identifiers

# ASN.1 DEFINITION SEMANTICS SUPPORT REFERENCES NO
GEN PROC|RFC Co.PKI |TES
1 i d- conmonpki OBJECT IDENTIFIER ::= {1 3 36 8} ++ ++ n.a
2 i d- commonpki - cp OBJECT IDENTIFIER ::= {id-conmmonpki 1} Branch for policies n.a #1
3 i d- commonpki - cp- accredi t ed OBJECT | DENTIFIER :: = {id-comonpki -cp 1} +- ++ n.a #2
4 i d- commonpki - at OBJECT IDENTIFIER ::= {id-commonpki 3} Branch for attributess n.a #1
and extensions
4 i d- commonpki - at - dat eCf Cert Gen OBJECT | DENTIFIER :: = {id-comonpki -at 1} +- ++ n.a PO.T3
5 i d- commonpki - at - procur ation OBJECT IDENTIFIER ::= {id-comonpki -at 2} +- ++ n.a P1.T29a
6 i d- commonpki - at - admi ssi on OBJECT IDENTIFIER ::= {id-comonpki -at 3} +- ++ n.a P1.T29%
7 i d- conmonpki - at - nonet aryLi m t OBJECT IDENTIFIER ::= {id-comonpki -at 4} +- ++ n.a P1.T29¢c
8 i d- commonpki - at - decl arati onOf Maj ority OBJECT | DENTI FI ER :: = {id-comonpki -at 5} +- ++ n.a P1.T29d
9 i d- commonpki - at - i CSSN OBJECT | DENTI FI ER :: = {id-comonpki -at 6} +- ++ n.a PO.T9
10 [i d- conmonpki - at - pKRef er ence OBJECT IDENTIFIER ::= {id-comonpki -at 7} |gbsolete - - n.a obsolete
11 |i d-conmonpki-at-restriction OBJECT IDENTIFIER :: = {id-commnpki -at 8} +- ++ n.a P1.T29%
12 |i d-conmonpki-at-retrievel f Al oned OBJECT IDENTIFIER ::= {id-commonpki -at 9} CORE-- |- n.a P9.T15
P9+-
13 |i d-commonpki- at-requestedCertificate OBJECT I DENTIFIER ::= {id-commonpki -at 10} CORE -- |- n.a P9.T16
P9+-
14 |i d- commonpki - at - nam ngAut horities OBJECT I DENTIFIER ::= {id-comonpki -at 11} +- ++ n.a P1.T29%
16 [i d- conmonpki - at- cert Hash OBJECT I DENTIFIER :: = {id-commonpki -at 13} ++ ++ n.a P4.T15
17 |i d- conmonpki - at- nameAt Birth OBJECT I DENTIFIER :: = {id-commonpki -at 14} +- ++ n.a P1T7
17a |i d- commonpki - at - addi ti onal I nf or mat i on OBJECT I DENTIFIER ::= {id-conmonpki -at 15} +- ++ n.a P1.T29f
18 |i d-comonpki-at-liabilityLimtationFlag OBJECT IDENTIFIER ::= {0 2 262 1 10 12 0} +- ++ n.a PO.T2
19 |[i d- conmonpki - at - nameDi st i ngui sher OBJECT IDENTIFIER ::= {0 2 262 1 10 7 20} (obsolete, backward - ++ na T1.#18
compatibility!

Certificate and CRL Formats
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3 LDAP

Common PKI-compliant certification authorities MUST publish end entity and CA
certificates. It is RECOMMENDED that certificates are downloadable from an LDAP server.
No specific requirements apply for SigG-conforming systems and thus no profiling
information is added here with respect to the Core Document Part 4.
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4 OCSP

For SigG-conforming applications, the primary means of providing and obtaining revocation
status information is declared by this profile to be OCSP. CSPs that are accredited according
to the German Signature Law MUST provide an OCSP service, other CSPs MAY choose to
provide one.

For the sake of long term validation (Requirement (2) of Section 1.2), SigG-conforming
directories MUST retain status information for a so called retention period of time after the
end of the expiry year. The retention period is as long as 5 years for non-accredited CSPs and
30 years for accredited ones. Certificates MAY include the RetentionPeriod extension
Certificates MUST be kept in the directory for this period and OCSP responders MUST be
able to deliver status information after the expiry of certificates. For the same reason, this
profile RECOMMENDS against deleting revoked certificates from CRLs, which is common
practice. The means for downloading certificates SHOULD be LDAP.

If requesting status information from a standard OCSP responder beyond the retention period,
standard OCSP products may deliver the response ‘good’ (indicating a positive response to
the status inquiry and meaning a minimum ‘not known to be revoked according to
[RFC2560]). This may fasely lead to successful validation of a certificate. It is therefore
crucia that the directory service of a CA is able to send a ‘positive statement of availability
to the clients, indicating that the requested certificate is kept in the queried directory and the
revocation information is thus reliable (i.e. help the client to be able to interpret ‘good’ as
‘certificate is known to the responder and has certainly not been revoked’). Each OCSP
response given for SigG-conforming signature certificates MUST contain such a positive
statement in form of the CertHash extension.

Additionally, the retention period MAY be explicitly sent in the response, ® that clients,
guerying the status of a certificate beyond the retention period, can detect that status
information is no longer available. OCSP responders MAY send this information in a
ArchiveCutoff extension of the response.

Relying components MUST be able to interpret the positive statement and the retention
information and MUST involve them in the signature validation process.
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Table 13: Special requirements on OCSP protocol elements

# |DATA FIELD PROFILING INFORMATION CRITI- |SUPPORT REFE- No
(CONSTRAINT OR ENHANCEMENT WITH RESPECT TO COMMON PK) CAL GEN PrROC RENCE [TES
BASIC OCSPRESPONSE FIELDS
1 |signature [RFC2560]: All definitive response messages (responseStatus=successful) MUST ++ ++ P4.T8.#5
be digitally signed. The key used to sign the response MUST belong to one of the
following:

(a) the CA who issued the certificate(s) in question

(b) a Trusted Responder whose public key is trusted by the responder (and
installed directly at the client), affected certificates include the OCSPNocheck
extension (see Table 1.#5)

(c) a CA Designated Responder (Authorized Responder) who holds a specialy
marked certificate issued directly by the CA, indicating in the
ExtendedKeyUsage extension that the responder may issue OCSP responses for
that CA.

[RFC2560]: The above list is extended with the following option:

(d) akey associated with the CA (i.e. aCA's*'OCSP Signing’ key)

COMMON PKI1 PROFILE: As described in (d) above, the responder’s certificate

MAY be issued for the CA by some other trusted authority. This set-up allows

relying components to obtain reliable status information even if the key of the

issuing CA has been compromised.

SigG-conforming accredited CAs MUST obtain responder certificates from the

German Federal Network Agency for Electricity, Gas, Telecommunications, Post

and Railway (BNetzA), which containsan ‘OCSP signing’ key.

ATTENTION! Currently, the certificates issued by the BNetzA for OCSP|

responders are marked with the CRLSign-bit in the KeyUsage extension, whereas

the ExtKeyUsage extension is not included. Clients MUST temporarily accept thisg
kind of flagging as authorization for OCSP signing.

2 [CertStatus *good’ [RFC2560]: ATTENTION! As status information delivered by OCSP may be PA.T8.#24
obtained from CRLS, ‘good’ does not necessarily mean that the certificate was ever
issued or that the response time lies within the certificate’s validity interval.
Additional information regarding the status, such as positive statement about
issuance, validity, may be included in response extensions.

SigG-conforming CAs MUST provide positive statement about the issuance of a
certificate. This Common PKI Specification provides means for that by defining the
private single response extension CertHash. See also #4.
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RFC 2560 EXTENSIONS

1
i
+

3 |ArchiveQutoff extension in ResponseData: a responder MAY choose to retain revocation ++ P4.T13
information beyond the certificate’'s expiry date. In this case, the responder (RFC+-)
SHOULD include the certificate's “cutoff” date, which is obtained by subtracting
the retention period from the producedAt time.

According to the SigG, compliant directory services are obliged to retain
information for aperiod of 30 years in accredited directories and respectively for 7
years in non-accredited ones. The ArchiveCutoff extension with appropriate content
SHOULD be present, independent of whether CertHash is present or not.

COMMON PKI SIGG-PROFILE
PRIVATE EXTENSIONS

4 |CertHash (Positive Statenent) |SngleResponse extension: the responder may include this extension in a response|-- (CORE+) |4+ P4.T15
to send the hash of the requested certificate to the requestor. This hash serves as PO++
evidence that the certificate is known to the responder (i.e. it has been issued) and
will be used as means to provide a‘ positive statement on issuance’.

According to the SigG (85 (1)), compliant directory services MUST provide
positive statement about the issuance of signature certificates. Hence, SigG
compliant responders MUST always include this extension in single responses.

5 |RetrievelfAl | owed (Single)Request extension: Clients may include this extension in a (single) Request (CORE-) | +- T15
to request the responder to send the certificate in the response message along with P9+
the status information. Besides the LDAP service, this extension provides another
mechanism for the distribution of certificates, which MAY optionally by provided
by certificate repositories.

6 |RequestedCertificate SingleOCSPResponse extension: The certificate requested by the client by inserting (CORE-) [+- T16

the Retrievel fAllowed extension in the request, will be returned in this extension. PO+

The SigG allows publishing certificates only then, when the certificate owner gives

his explicit permission. Accordingly, there may be ‘non-downloadable’ certificates,

about which the responder must provide status information, but MUST NOT

include in the response. Clients may get therefore the following three kind of

answers on a single request including the Retrievel fAllowed extension:

(@) the responder supports the extension and is allowed to publish the certificate:
RequestedCertificate returned including the requested certificate

(b) the responder supports the extension but is NOT allowed to publish the)
certificate: RequestedCertificate returned including an empty OCTET STRING

(c) the responder does not support the extension: RequestedCertificate is not
included in the response

Clients requesting Retrievel fAllowed MUST be able to handle these cases.
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Table 14: Retrievel fAllowed

# ASN.1 DEFINITION

SEMANTICS SUPPORT |REFERENCES NoO
GEN |ProOC|RFC2560|Co.PKI |TES

1 i d- commonpki-at-retrievel fAlowed OBJECT IDENTIFIER ::= {1 3 36 8 3 9}

2 Retrievel fA | oned ::= BOOLEAN

|- (4

[1] Clients may include this extension in a (single) Reguest to request the responder to send the certificate in the response message along with the status information.

Besides the mandatory LDAP service, this extension provides another mechanism for the distribution of certificates, which MAY optionally by provided by certificate]
repositories.

Table 15: RequestedCertificate

# ASN.1 DEFINITION

SEMANTICS SUPPORT |REFERENCES NO
GEN |PROC|RFC2560|Co.PKI |TES

1 i d- commonpki - at- request edCertificate OBJECT | DENTIFIER :: =
{1 3 36 8 3 10}

RequestedCertificate ::= CHO CE

2 qOertificate Oertifigate, R [1]
publicKeyCertificate [0] EXPLICT OCTET STRI NG
attributeCertificate [1] EXPLIC T OCTET STRI NG }
[1] The certificate requested by the client by inserting the Retrievel fAllowed extension in the request, will be returned in this extension.
The signature act allows publishing certificates only then, when the certificate owner gives his explicit permission. Accordingly, there may be ‘non- downloadable’
certificates, about which the responder must provide status information, but MUST NOT include them in the response. Clients may get therefore the following threg
kind of answers on asingle request including the RetrievelfAllowed extension:

a) theresponder supportsthe extension and is allowed to publish the certificate: RequestedCertificate returned including the requested certificate

b) the responder supportsthe extension but isNOT allowed to publish the certificate: RequestedCertificate returned including an empty OCTET STRING

c) theresponder does not support the extension: RequestedCertificate is not included in the response
Clients requesting Retrievel fAllowed MUST be able to handle these cases.

If any of the OCTET STRINGoptionsisused, it MUST contain the DER encoding of the requested certificate.
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5 TSP

SigG-conforming certification authorities MAY offer time-stamping services. For the sake of
interoperability, Common PKI specifies a time stamp protocol (TSP) to acquire and dbtain
time stamp from a server. This protocol is fully compatible with the one defined in the PKIX
standard [RFC3161]. No profiling information with respect to the Common PKI Core
Document Part 4 is added here for SigG-conforming applications.
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6 Certificate Path VValidation

Part 5 of the Common PKI Specification describes a certificate path validation algorithm that
complies with [RFC5280] and the validity implied by that PKIX profile. This model allows
verifying long term signatures, even after the validity period respectively after the revocation
of a signature certificate. This situation is illustrated in Figure 1. If a relying user wants to
validate a signature at Ty, he/shefit must mathematically verify the signature over the
document using the public key in the certificate of the signer and check whether this
certificate and all certificates of its path were valid at the time Tgg of Signing the document.

Cert. of Level 1 CA le,cal YES Tle,cal
) “ 1
Cert. of Level 2 CA T|b,ca2 go T|e,ca2 (£Te,ca1)
I “ 1
User Cert. -l;b,u go Tle,u (£T ¢ o)
' I\ !
Signed document Tsig Q.l'id? _________
i : i .
1 v T - »
Ty T T time

sig sig,max
Figure 1: Successful validation of a signature according to the PKI1X model

If a CA certificate in the path of the signing certificate has been revoked before the signing
time Tsg, the signature is considered to be invalid in the PKIX model, as depicted in Figure 2.
This also means that the latest time Tsgmax @ user can provide a valid signature is the of the
revocation time Tyeca2 Of the CA certificate in the path. After this time the user cannot
generate valid signatures with its private key in conjunction with this user certificate, even if
the certificate was not explicitly revoked.

Cert. of Level 1 CA le,cal Tle,cal
I " 1
Cert. of Level 2 CA T|b,ca2 Tlrev,caz N-O T|e,ca2 (£Te,ca1)
' ! A '
User Cert. T go T, (ETqp)
! H 1
A
Signed document Tsig ‘x—’/}lllid? _________

sig,max Tsig val
Figure 2: Signatures created after arevocation areinvalid in the PK1X model

This PKIX validity model is used throughout Part 1 to 8 of Common PKI. There are however
interpretations of the validity and invalidity of signatures and certificates that differ from this
notion. Notably, the SigG raises a different requirement in 819 (5), saying:

“ §19: Supervision Measures ...

(5) The validity of qualified certificates issued by a certification service provider shall not be

affected by a ban on his operations and cessation of operations or by withdrawal and
revocation of an accreditation.” (unofficial translation, by courtesy of BnetzA)
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WEell, there have been disputes for a long time, what the purpose of this clause could be and
whether the legidator actually meant the validity of the signature (not the certificate) to
remain unaffected after cessation of the CSP, in which case the PKIX model would exactly fit
the legal requirements. Compared with the current formulation of 819 (5), the PKIX modd is
too restrictive: in case of cessation of a CSP it delivers a negative technical judgement for a
signature that is valid in the juridical sense. CSPs MAY take this into account and promote
the PKIX model to be used in conjunction with their certificates. The reverse situation, i.e.
interpreting a legally valid signature as technically invalid, can never occur.

Note furthermore, that if the CSP commits itself to a policy of revoking all user certificates
before its own certificate gets revoked, the situation can never occur and the PKIX model
always delivers atechnical judgement of validity which isidentical with the juridical one. It is
being discussed whether such a revocation policy should be seen as an infringement of the
law.

In the current vague situation, CSPs wanting to provide technical products that exactly fulfil
the validity requirements of the SigG, MAY implement a dightly different variant of the
PKIX model, called here the SgG-model. According to this model, validation follows exactly
the “norma way” induced by the PKIX model and delivers the same results in the normal
case. If, however, the relying component detects that the certificate of the CA that issued the
user's signing certificate was revoked before the signing time Tyg, it shall not to cease with
negative result, but try to validate the CA certificate with respect to the issuing time Ty, of the
user’s certificate. If it succeeds with this, the user’s certificate shall be considered valid. This
procedure isillustrated in Figure 3. If the time of issuance is different from the beginning of
the validity period (e.g. a certificate is issued with validity period in the future), the issuance
time SHOULD be indicated in a DateOfCertGen extension of the user certificate. Note that
signatures made before the NotBefore time of the corresponding signature certificate are not
valid according to the Signature Law, regardliess of a DateOfCertGen time included in the
signature certificate.

Note that the “escape route” can only be taken, if the secret key of the CSP has not be
compromised, but revoked for some other reason, which does not affect the reliability of the
issued certificates. If the reason of revocation cannot be reliably determined, the component
SHOULD consider the signature to be invalid.

T T
Cert. of Level 1 CA  pcal YES preal
I R 1
Cert. of Level 2 CA To.ca2 Tgo Tz S0P Tecnr (ETecar)
I v T 1
A
User Cert. Toui go  Tew (ETecr)
' A !
Signed document Tsig d‘j"_ _________
i 3 i .
T T —>
sig Tsig,max Tval time

Figure 3: Signatures created after cessation of a CA arevalid in the SigG model

In the following, we give a formal description of a path vaidation algorithm that implements
the SigG-model. The agorithm is almost identical with the one specified in Section 2.2 of
Part 5. Actudly, one single step of the ValidateCertPath() function, namely Step #12 of
P5.T4, needs to be altered to adopt the algorithm to the SigG-model. The description of this
sep isgiven in Table 16, using the same tabular form and notation asin Part 5.
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Table 16: ValidateCertPath()

# |PSEUDO-CODE COMMENTS Rer.TO [NO
PART4 |[TES
1 i f( CheckRevocationStatus( tbvCert, Step #14 of P5.T4A MAY be replaced by the one here, if the certificate path| P4.T5.#12
H;]Y %e:és tbvCertPath should be validated according to the SigG-model.
pat hConst r ai nt s, If CheckRevocationStatuy) returns false, this indicates that either the|
trustedCerts, certificate was revoked before refTime or no status information could be
trustedals )==fal se ) obtained. Instead of ceasing path validation immediately, as the basic path
if( (tbvCert.certType==Sel f | ssuedCACert || validation algorithm of [RFC 5280] does, this algorithm variant checks,
tbvCert. cert Type==CACert N whether:
tbvCert. cert Type==Cr ossCACert) && - thecertificateis a CA certificate or a cross certificate and
(tbvCert.revoked==true) && - it wasrevoked and

(tbvCert.revocati onReason! =’ keyConprom se’ &&

tbvCert .r evocat i onReason! = cAConpromi se’) ) - the revocation reason was not keyCompromise nor cACompromise

{ If these conditions are met, the algorithm takes the “escape route” by
Certificate &eeCert = tbvCertPath. Getlten(n); calling CheckRevocationStatus() again with the time instance parameter
Ti me eeCert Si gni ngTi ne: changed from refTime to the signing time of the EE certificate, which is
i f( eeCert.ContainsDat eCf Cert Gen() ) the last element of tbvCertPath.

eeCert SigningTine = eeCert. CGet DateCf Cert Gen(); If any of the above conditions is not met, the function returns false, as the
el se o o . original algorithm.
eeCert SigningTime = eeCert. GetVal i di tyNot Before(); COMMON PKI PROFILE: If during the revocation of a certificate a key
i f( CheckRevocationStatus( tbvCert, compromise cannot be excluded with sufficient probability, the CA
tbvCerts, SHALL set the reason code to keyCompromise or cACompromise. Hence
eeCer t Si gni ngTi ne, the reason code unspecified MAY be treated as “unknown, but no key
pat hConstraints, .
trustedCerts, compromise”.

trustedOrls )==fal se )
return fal se;

}

el se
return fal se;

SigG-conforming applications that support revocation checking by CRL as alternative to OCSP MUST be able to process indirect CRLSs.

In the context of SigG the DName of a CRL-issuer registered in the CRLDigributionPoints extension of a certificate changesover time. In this
case the CRL is signed by adifferent CRL-issuer than the one registered in the CRLDistributionPointsextension at the time of certification If a
client conforming to this profile (and optional a nonSigG client) downloads the CRL from the CDP URI and encounters this situation, it
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SHOULD check if the (valid, see dso P1.T12.[1]) CRL-issuer, which signed the CRL, can be validated to the same root CA as the certificate
being checked. If thisis true, then the CRL SHOULD be considered asif it were signed by the original CRL-issuer.

This provision is an extension of the algorithm specified in Section 2.3 of Part 5, in particular step #4 of the CheckSatusUsingCRL () function in
P5.T6. The modification of this step isgivenin Table 17, using the same tabular form and notation as in Part 5.

Table 17: CheckStatusUsingCRL ()

#

PSEUDO -CODE

COMMENTS

NO
TES

1

Nane crl | ssuer DNane;
if( crllsindirect )

crllssuerDNanme = cdp.crllssuer. Get DirectoryNane();
el se

crllssuerDName = tbvCert. Get | ssuer DNanme();

The DName of the CRL-issuer is determined.

CoOMMON PKI PROFILE: Notethat the CDP MUST contain the DName of the issuer of
each indirect CRL (P1.T22#5 & [5]). For indirect CRLS, other CRL-issuer DNames
SHOULD also be acceptable, provided there is a matching CRL-signing certificate that

can be validated to the same root CA astbvCert.

Other applications MAY adopt this behaviour when evaluating indirect CRLSs.

Certificate Path Validation
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7 Algorithms

This RIPEMD-160 hash algorithm is published in [BNetzAO8] as an algorithm appropriate
and dlowed for signing according to the German law on digital signatures [SigG01]. It has
aso been used in cetificates of the Federa Network Agency for Electricity, Gas,
Telecommunications, Post and Railway (BNetzA). Hence it is urgently RECOMMENDED
that components compliant with this profile accept data elements signed using RIPEMD-160
as a hash function.
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